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Abstract 
This thesis presents a model of the core conceptual elements that determine information security 
accountability in a cloud computing context. Accountability is a core concern for information 
security within cloud computing; it represents the trust in service relationships between clients and 
cloud service providers. Without evidence of accountability, a lack of trust and confidence in cloud 
computing is to be expected from decision-makers. Furthermore, a lack of accountability is 
considered as an added level of risk, especially since a client’s essential services are controlled 
and managed by a third-party. Consequently, this new paradigm of outsourcing increases the 
difficulty of maintaining data security and privacy, supporting data and service availability, and 
demonstrating compliance. 
In addition, there is the problem of ensuring that security obligations are implemented by cloud 
service providers. Although technical aspects for cloud security and privacy have been actively 
researched, the focus on detective controls in relation to cloud accountability and auditability is 
scarce. Encryption and other privacy protection techniques will only manage a part of this problem. 
Research is needed into accountability and auditability of cloud service providers to affect both 
preventive and detective measures in ways that promote transparency, governance and the 
accountability of the cloud service providers. The enormous growth in moving businesses to cloud 
computing—due to its flexibility, cost effectiveness, scalability, and the perceived benefits of 
transference of data security—highlights the growing need for research in this area.  
This study used an interpretive qualitative case study using a grounded theory approach. The 
research provides an explanation of what information security accountability in the cloud 
computing context is, and how government organisations achieve information security 
accountability in cloud computing. 
This study conducted eighteen qualitative case studies with nineteen different Omani government 
organisations and three cloud service providers (a total of thirty-four interviews). An extensive 
literature review was carried out on information security accountability in the context of cloud 
computing. Four core elements of information security accountability were identified in the 
literature and confirmed in this study—transparency, remediation, assurance and responsibility. 
The key finding from this study was that there are eight core elements that make up information 
2 
 
security accountability. Therefore, this study presents a more detailed definition of information 
security accountability than what was previously described in the literature.  
First, the researcher examined the meaning of information security accountability against the eight 
core elements. The eight core elements were identified along with their sub-elements. Then, the 
researcher examined the meaning of information security accountability to find out whether the 
four components identified from the literature could be extended. The four key conceptual 
elements identified in the literature were confirmed and extended to include more sub-elements as 
a result of the case studies. Four new elements were also identified by the case studies: 
accountability support environment, flexible change process, collaboration, and a commitment to 
external criteria. It was concluded that for an organisation to be considered information security 
accountable, it must address each of these eight factors as necessary in achieving information 
security accountability.  
Additional findings were presented in this research, such as, eleven key operational mechanisms, 
and the role of the cloud service provider. There were also newly identified relationships between 
the core elements of information security accountability. These findings contribute to the growing 
awareness of the importance of information security accountability during all stages of data 
migration. It was also found that the level of relevance for each of the eight elements is highly 
context-dependent. 
The study also revealed that the perception of information security accountability varies between 
government client organisations and cloud service providers and is highly dependent on the 
sensitivity or classification of the data migrated to the cloud—whether it is classified as having a 
high, medium, or low level of security. The nature of the organisation also plays an important role 
in determining the perception of accountability. The study shows there are three distinct types of 
relationships in cloud service provision namely, (1) collaboration based (two-way relationship); 
(2) marketing based (one-way relationship); and (3) internally based (private cloud that is hosted 
internally within the government entity and has to comply with internal service level agreements 
and internal standards).  
Most importantly, this study revealed three main strategies to strengthen accountability. The first 
is a coercive strategy—this appears in the relationship between government client organisations 
3 
 
and for-profit cloud service providers. The second strategy is a collaborative strategy—this appears 
in the relationship between governments and government cloud service providers (in this case, the 
Information Technology Authority of Oman). The third is an independent strategy. In this strategy, 
the government client organisation decides not to have any external hosting of their applications 
or data, and instead establishes an internal cloud service provider. 
Key words 
 
Cloud computing, information security, Information Security Accountability, cloud service 
provision, outsourcing, Accountability elements 
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1. Introduction 
 
This study provides an explanation of what Information Security Accountability (IS 
Accountability) in a Cloud computing context is, and how government organisations can ensure 
that it is present in Cloud computing service relationships. Although information security and 
privacy in relation to Cloud computing has received a great deal of attention by researchers in the 
field of information systems (Infosyss) (Buyya et al. 2009; Vaquero et al. 2008) and information 
security (Bessani et al. 2013; Kalpana & Singaraju 2012; Popovic & Hocenski 2010; Sabahi 2011; 
Tripathi & Mishra 2011; Yellamma, Narasimham & Sreenivas 2013; Yellamma Pachipala & 
Challa Narasimham 2014), yet, information security accountability in Cloud computing has not 
been studied in great depth. Furthermore, many of the studies concentrate on the technical aspects 
such as encryption and preventive controls. By using a qualitative approach, this study was able to 
investigate and explore organisations using Cloud computing that ensured IS Accountability prior 
to, during and after the migration of data. It also explored what happens after implementation in 
terms of security and business issues.  
 
The primary research questions that this study aims to answer are formulated as follows:  
 
 What is Information Security Accountability in the Cloud computing context? 
 How do government organisations achieve Information Security Accountability in the 
Cloud computing context? 
 
1.1  What is Information Security Accountability? 
 
Accountability is a core concern for information security in Cloud computing, it represents the 
trust in service relationships between clients and cloud service providers (CSPs) (Pearson & 
Wainwright 2013). Without evidence of accountability, a lack of trust and confidence in Cloud 
computing (Ko et al. 2011; Ko, Kirchberg & Lee 2011; Ko, Lee & Pearson 2011; Muppala, 
Shukla & Patil 2012; Pearson 2013; Pearson & Charlesworth 2009; Rashidi & Movahhedinia 
2012) is developed by decision-makers and considered as an added level of risk, which means 
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a lack of accountability increases (Cayirci 2013; DHS 2010; Ezell et al. 2010; Gellman 2012; 
Guitart et al. 2013; Kaplan, S & Garrick 1981; Morin, Aubert & Gateau 2012; Rajani, 
Nagasindhu & Saikrishna 2013; Voeller 2010), especially since a client’s essential services are 
controlled and managed by a third-party. Consequently, this new method of outsourcing 
renders the process of maintaining data security and privacy, supporting data and service 
availability, and demonstrating compliance far less transparent. (Rajani, Nagasindhu & 
Saikrishna 2013). This makes it difficult for users to understand, influence and determine what 
security obligations are actually implemented by CSPs.  
 
Many researchers indicate that accountability should be given more attention and treated as a 
high priority issue in terms of security (Ko et al. 2011; Ko, Kirchberg & Lee 2011; Ko, Lee & 
Pearson 2011; Pearson & Charlesworth 2009; Pearson et al. 2012; Pearson & Wainwright 
2013; Rajani, Nagasindhu & Saikrishna 2013; Yao et al. 2010) as it affects the quality of 
service (QoS) as well as the grade of service (GoS) (Cayirci 2013; Foster, I et al. 2008; 
Hofmann & Woods 2010; Joint & Baker 2011; Lee, S-Y et al. 2012; Xu 2012; Ye et al. 2010). 
Generally most users are seeking Assurance (Firdhous, Ghazali & Hassan 2012; Huang & 
Nicol 2013; Morin, Aubert & Gateau 2012; Piliouras et al. 2011) that their QoS and GoS 
requirements are satisfied and that their operations are not hindered due to congested cloud 
resources. Providing the required assurance measures and guarantees for both QoS and GoS is 
a challenging task. Furthermore, accountability—along with trust—are two major concepts 
that are considered as foundational for potential users wishing to embrace cloud services 
(Cayirci 2013; Chakraborty & Roy 2012; Ferrari 2013; Mouratidis et al. 2013; Pearson 2013; 
Toney & Kadam 2013). Although technical aspects for cloud security and privacy have been 
actively researched, the focus on detective controls in relation to cloud accountability and 
auditability is scarce (Ko, Kirchberg & Lee 2011). Encryption and privacy protection 
techniques, though important, will only manage a part of this problem (Ko, Lee & Pearson 
2011).  
 
A variety of mechanisms have been identified to increase trust, and these are classified by 
scholars as Preventive (active) Controls and Detective (passive) Controls (Ko et al. 2011; 
Muppala, Shukla & Patil 2012). Preventive controls are used to reduce or eliminate the 
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occurrence of specific actions or events from continuing—or taking place at all—they include 
techniques that are mainly used to discover anomalous behaviour of a system or an employee. 
Examples include firewalls and active system monitoring. On the other hand, detective controls 
are usually used to identify the root cause of an event that has violated organisational policies 
and procedures and then has caused a security breach incident. An intrusion detection system, 
or security audit trails, logs and analysis tools are all good examples of detective controls 
(Muppala, Shukla & Patil 2012). Ko et al. (2011) indicate that detective controls act as 
psychological barriers towards the violated policies in the cloud and serve as a record for post-
death forensic investigations in case of the occurrence of any non-compliance or policy 
violations. Therefore, detective controls complement preventive controls and security 
specialists aiming at achieving a reasonable and acceptable level of protection recommend a 
combination of both. 
 
However, extensive research is needed to increase the accountability and auditability of CSPs 
to ensure that both preventive and detective controls are equally treated in Information Security 
Management Systems (ISMSs) in ways that promote their Transparency, governance and 
accountability.  
 
Cloud computing is considered as one of the most promising technologies in computing today 
(Popovic & Hocenski 2010). Cloud computing addresses a number of key characteristics for 
example, flexibility/elasticity, scalability of infrastructure, a broad network access, location 
independence, reliability, economics of scale, cost effectiveness and sustainability (Zissis & 
Lekkas 2012). A cloud model can be implemented in various ways— either as a public, private, 
hybrid, or community cloud implementation—depending on the business needs of an 
organisation (Muppala, Shukla & Patil 2012). Cloud computing can be delivered with three 
major level of services including Software as a Service (SaaS), Platform as a Service (PaaS) 
and Infrastructure as a Service (IaaS) (Nayak & Yassir 2012). These three types of service and 
three cloud models are detailed in depth in Chapter 2 (see Sections 2.12, 2.13, 2.14, 2.15, 2.16 
and 2.17) 
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Gartner (2015), reported that by 2015 at least 20% of all cloud services would be consumed 
through internal or external cloud service brokerages, rather than directly. However, by 2017, 
80% of large enterprises would restrict their private cloud data center services to less than 20% 
of their total data centre services and by 2020, the most common use of cloud services will be 
a hybrid model combining on-premises and external cloud services. In addition, Columbus 
(2015) claims that Cloud computing adoption is accelerating in enterprises on a global scale as 
by 2018, 59% of the total cloud workloads will be SaaS workloads, up from 41% in 2013. 
Columbus (2015) also stated that by 2016 over 80% of enterprises globally would be using 
IaaS, with investments in private Cloud computing showing the greatest amount of growth. In 
addition, the adoption of Cloud computing services would be split equally between the public 
clouds, private clouds and hybrid clouds (Columbus 2015). 
 
Thus, the enormous growth in moving businesses to Cloud computing, due to the 
aforementioned characteristics and the absence of a specific Cloud computing accountability 
framework, highlights the growing need for research in this area. This study used an 
interpretive qualitative case study approach, and accountability for Cloud computing was 
investigated in relation to the ISMSs adopted by Omani government organisations. Further 
explanation about research methods, the study’s motivation and significance will be presented 
in Chapter 3. 
1.2  Motivation of the Research 
 
There were many factors that motivated this study, these include: 
 
 Lack of research on accountability in Cloud computing. 
 Lack of research using a qualitative approach. 
 A government’s perspective in a developing country (Oman). 
 The enormous growth in the adoption and migration to the cloud in Oman. In just two years 
the usage rate went up from 33% in 2010 to 65% in 2012. Indicating a growth rate of 100% 
in two years Nair (2012). 
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 Many questions need to be answered about the future of information security regarding 
customers’ data that is sent to cloud services in Oman and this study contributes towards 
filling this empirical gap. 
 This study is one of the few Cloud computing studies that focuses on the government-to-
government and government-to-private relationships. 
 This study is expected to be the only study of its kind that will be conducted in Oman at 
the organisational level.  
  This study seeks a holistic approach towards cloud security with a focus on the strategic 
level of decision-making as well as implementation.  
 This study will look at different government agencies rather than focus on a single 
government agency. 
 
1.3  Research Aim/Objective 
 
The aim of this study is to produce—from industry based Information Security Accountability 
practitioners (IS Accountability practitioners) in relation to Cloud computing—an 
understanding of what IS Accountability is and how certain aspects of IS Accountability may 
lead to either a beneficial or a detrimental IS Accountability outcome. This will support practice 
for IS Accountability practitioners with results that can direct practice to achieve beneficial IS 
Accountability outcomes for the adoption and implementation of Cloud computing projects 
and their stakeholders. The results can also guide educational institutions’ curriculum 
development and guide organisational culture change. It can provide the research sector a basis 
to compare and contrast with other IS Accountability research in relation to information 
security at different spheres. Overall, this study aims to have impacts in the following areas: 
  
• To extend the meaning of the IS Accountability definition to incorporate a wider concept 
on achieving IS Accountability in a Cloud computing environment. 
• To extend the addressed conceptual elements of IS Accountability that will be identified 
from the literature.  
• To produce an IS Accountability framework that will help all information security 
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practitioners, information systems specialists, policy-makers and regulators to achieve IS 
Accountability in a Cloud computing environment. 
• To identify new strategies that clients can adopt to manage IS Accountability in a cloud 
environment.  
• To identify relationships between the core elements of IS Accountability. 
• To identify the operational mechanisms that are the most beneficial to achieving IS 
Accountability. Decision-makers can then choose which mechanisms to implement 
whilst considering the organisation’s nature, the sensitivity and nature of the data as well 
as its suitability to a specific context.  
• To understand the role of the CSPs in achieving a beneficial IS Accountability outcome. 
The two primary research questions for this study are: 
 
 What is Information Security Accountability in the Cloud computing context? 
 How do government organisations achieve Information Security Accountability in the 
Cloud computing context? 
These two questions were answered by developing a theory that emerged from the data collected 
from experienced Cloud computing, information security and IS Accountability practitioners. 
1.4  Research Method  
 
The research methodology used in this study is comprehensively described in Chapter 3. The plan 
consisted of a literature review that provided this researcher a general understanding of the context 
of IS Accountability practice. Then, thirty-four IS Accountability practitioners in industry—each 
with more than seven years of experience—were engaged in qualitative interviews using semi-
structured questions (discussed in Chapter 3). 
 
The transcripts of these interviews were analysed using an inductive and interpretive qualitative 
approach (Eisenhardt 1989), which are qualities of a grounded theory methodology (Strauss and 
Corbin 1998), aided by a computer software tool, NVivo 11 (QSR_International 2015). 
The initial outcome of the set of coding was analysed and grouped including (transcripts and 
memos that were taken during the interviews). The final wide-ranging of grouping was then 
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conceptualised. These concepts were then grouped and categorised into different key themes. 
The theory was then developed based on the key themes inherited from a group of concepts 
along with relationships between them and the introduced theory was used to answer the 
research questions. 
All the stories narrated throughout the interviews along with the various aspects identified in 
these stories were comprehensively analysed and the emerging theory should assist in identifying 
what should or should not be done to achieve a beneficial project/framework of IS Accountability 
outcome. The introduced theory was enfolded with the literature that is relevant to various 
aspects of the expected theory. The enfolding highlights gaps, commonalities and differences 
between the literature and the theory developed by this study. 
1.5  Structure of the Thesis 
 
This thesis consists of eight chapters. These chapters are described in a sequential order: 
Chapter 1 introduces the thesis by providing a description of the study’s background, the study’s 
motivation and significance, and the study’s objectives and outcomes. 
 
Chapter 2 provides a review of the literature on ISMSs and IS Accountability. It lists the different 
definitions of ISMS and IS Accountability from the extant literature. This chapter reviews 
information security and information resources and how they are connected to ISMSs and IS 
Accountability. The concept of Cloud computing along with the different types of cloud services 
is thoroughly described. Different aspects of information resources and the factors of 
accountability are also reviewed. 
 
Chapter 3 presents the research methodology/framework and design adopted for this study. It 
describes the selection of the philosophy, methodology, data collection and analysis techniques. 
This study is a qualitative exploratory case study. It is based on an interpretive research paradigm 
with semi-structured interviews as the main tool of data collection and grounded theory as the data 
analysis technique. Semi-structured interviews were conducted with thirty-four respondents from 
different government organisations and CSPs (information security and information technology 
[IT] departments). To gain a rich understanding and gather rich data about Cloud computing and 
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information security, it was recommended by different scholars to use qualitative study techniques 
(Creswell, JW 1998; Eisenhardt 1989; Strauss & Corbin 1998).  
Chapter 4 offers background information about Oman’s geographic, demographic and cultural 
aspects. It also provides a description of the emergence of IT, mobile technology, and Cloud 
computing in Oman.  
 
Chapter 5 describes the findings of the study. In this section, the insights and realisations that the 
researcher discovered are presented. The initial findings are shown in a way that makes for a better 
understanding of how to answer the research questions. It presents the following findings: an 
expanded definition of IS Accountability, the eight core elements of IS Accountability and the 
eleven Key Operational Mechanisms. 
 
Chapter 6 presents the analysis and theory development. This section analyses the findings and 
develops the relationships between the eight core elements. These relationships are combined with 
the eight core elements to present a theoretical model that outlines the main concepts that may 
impact on an accountability outcome. It also presents: client strategies, the role of the CSP and the 
issues of establishing an external authority. It also discusses the importance of context in relation 
to the theoretical model. 
 
Chapter 7 performs a literature comparison and contrast that enfolds the current literature with 
the theory developed in the previous chapter. The enfolding process provides the emergent theory 
with grounding from existing literature and highlights the theory’s contribution to knowledge.  
 
Chapter 8 presents the theory in light of answering the research question and concludes this thesis 
by providing a summary of its content. The contribution to knowledge theoretically and practically 
is presented. The implication of the theory with research, practice, education and Infosyss is 
provided and outlined. Then, the limitations of the study are discussed. Finally, further research 
that can be done in the future will be highlighted. 
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1.6  Summary 
 
This chapter introduced the overall picture of what IS Accountability in the computing context is 
and how government organisations achieve IS Accountability in the Cloud computing context. It 
briefly introduced what accountability is. It also presented the motivation for the study and the 
study’s objectives. It briefly presented the research methods and how this thesis is structured. In 
Chapter 2, the following will be discussed: all aspects of the literature review starting from the 
importance of information security, organisations’ investment in IT, organisational and 
information security concerns, ISMSs, information resources, expansion on information resources, 
hardware, and the relationship between ISMSs and information resources. IS Accountability, and 
all its related aspects will also be discussed in Chapter 2.  
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2 Literature Review  
 
This chapter is divided into two main sections. The first section will look at ISMSs, information 
resources and information security. The second section will explore IS Accountability in Cloud 
computing service provisions. This chapter will review the literature in the areas of ISMSs, 
including information resources, information security concerns, and Cloud computing with its 
associated security issues. It also deals with Cloud computing in Oman.  
 
This chapter begins with an overview of the importance of information security in any 
organisation. It then covers the role of ISMSs to protect the organisational environment and 
infrastructure. Different factors of ISMSs, which are inherited from the definition of ISMS, are 
thoroughly identified and explained. Then, information resources that are influenced by ISMSs are 
explained in-depth. The information security concern for each ISMS factor is analysed throughout 
this chapter. Finally, accountability for Cloud computing service relationships and all other aspects 
associated with IS Accountability will also be identified and explained.  
 
2.1 The Importance of Information Security 
Information is considered as the most valuable and crucial asset to any organisation, and hence, 
must be properly protected (Hong et al. 2003). The use of information is evolving at an 
unprecedented rate and Meike Escherich (Escherich 2014), a principal research analyst at Gartner, 
emphasises that information within an organisation is vitally important and has to be thoroughly 
protected. However, downloads and the use of many different types of software that process this 
information, brings along more threats to organisations (Liu et al. 2012). For example, attackers 
are able to use malicious tools to gain access to various valuable information resources and services 
such as identities and credentials (Liu et al. 2012). This information can be used by attackers to 
gain profit illegally (Fossi et al. 2011). It is also evident that the need for information security for 
both personal and institutional use has rapidly increased due to the proliferation of communication 
media, electronic storage and transmission of information (Yeniman Yildirim et al. 2011). Some 
important reasons for this growth is due to the “increase in electronic applications in businesses as 
well as in daily life, the sharing of information on network systems, the accessibility of information 
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from many points, the increasing threat of loss of information, and most importantly, the increases 
in personal and corporate losses” (Dodge Jr, Carver & Ferguson 2007, p. 73). Therefore, it is highly 
important to consider the management of information security in order to protect organisations’ 
resources. 
 
2.2 Organisations and Investments in Information Technology  
Many researchers have proposed that all investments of business operations and IT should be 
integrated into their business values and should be aligned with organisational strategy (Chang, 
SE & Ho 2006; Croteau & Raymond 2004; Ju et al. 2005; Markus 2004). For example, Croteau 
and Raymond (2004) confirm that the investment in IT and business processes should be 
coordinated in order to achieve a proper strategic plan with a good integration process. Ju et al. 
(2005) propose that the correlation between strategic factors, organisational factors, and 
technology alliance have a great impact on an organisation's competitiveness. However, Markus 
(2004) argues that approaching success and improvements in terms of functions and performance 
is difficult whether or not IT is required. In any case, business success requires an integration of 
both a technological approach and organisational process. There is a resistance to investing in 
technology in most organisations due to a lack of information, human resources, and cost of 
implementing internal security management systems. This resistance can be solved by influencing 
firms and industries by introducing ISMSs to organisations (Chang, H 2013). 
 
2.3 Organisations and Information Security Concerns 
Information systems security remains the most challengeable task to IT leaders, executives and 
professionals (Dhillon & Torkzadeh 2006; Burrell, D. N., Aridi, A. S., & Nobles, C., 2018; 
Kappelman, Leon, et al. 2019; Kappelman, Leon, et al. 2018 ). Maintaining information systems 
security in organisations is more than just a technical matter. There are other aspects of information 
systems security, such as organisational “grounded principles and values” (Dhillon & Torkzadeh 
2006, p. 293), which need to be considered. There are various studies in the literature which 
emphasise that information systems security is more effective in terms of management if it goes 
beyond technical aspects (Baskerville 1993; Puhakainen & Siponen, 2010; Steinbart, Paul John, 
et al . 2018; Straub & Wlke, 1998; Dhillon & Backhouse, 2001; Segev, Porra & Roldan, 1998). 
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For example, Puhakainen and Siponen (2010) state that employee refusal to comply with 
information security policy should be considered as a real information security threat (Pienta, 
Daniel, et al. 2018; Ahluwalia, Punit, and Mohammad Merhi , 2018). Furthermore, Straub and 
Welke (1998) state that there are several values to be measured in terms of protecting information 
resources at any organisation. Segev, Porra and Roldan (1998) outline that the main key of 
protecting Infosyss security is not technical but that it should be accomplished by studying the key 
managerial elements featuring each organisation. However, Trompeter and Eloff (2001) argue that 
in addition to technical and organisational factors, ethics and personal accountability must be 
considered throughout the implementation of any ISMS.  
 
Many studies have discussed and recommended the adoption of a broader perspective when it 
comes to Infosyss security (Armstrong 1999; Dhillon & Torkzadeh 2006; Hong et al. 2003; 
Keeney & Keeney 2009; Orlikowski & Gash 1994; Siponen & Willison 2009; Tan & Hunter 
2002). For example, Armstrong (1999) emphasises that management should focus on both human 
and technical factors, and Tan and Hunter (2002) suggest that a mix of social and organisational 
factors must be considered as effective values to be employed by Infosyss stakeholders. These 
organisational and social factors indicate people’s assumptions, accountability, and values towards 
Infosyss security issues (Orlikowski & Gash 1994). Keeney and Keeney (2009) state that re-
evaluating these social factors can help to discover some hidden objectives. Hong et al. (2003)  
emphasises that both academia and practitioners have directed a large portion of their attention 
towards management tools for Infosyss security, especially since the use of electronic commerce 
is evolving exponentially. Organisations nowadays are increasingly becoming committed to 
adopting ISMS guidelines as the best practice to ensure the security of business practices and 
compliance (Siponen & Willison 2009). 
 
2.4 Information Security Management System (ISMS) 
The development of the research effort on ISMSs has produced a considerable number of 
definitions that reflect different spheres of ISMSs. Both academics and practitioners have different 
views and interpretations of the ISMS concept. From a managerial perspective, Hong et al. (2003), 
identify ISMSs as technical methods, along with managerial processes, practically applied to 
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information resources such as hardware, software and data, to ensure that organisational assets and 
personal privacy are protected. Eloff and Eloff (2003) claim that an ISMS can be defined as a 
management system employed to secure information within an organisation, with a good 
establishment and maintenance process and procedure to manage IT security. According to the 
ISO 7498-2 standard Fernandez-Medina and Piattini (2013), IT security processes and procedures 
have three main goals—defining, achieving and maintaining security—which in turn fulfil the 
requirements of the five security services (identification & authentication, authorisation, 
confidentiality, integrity and non-repudiation). The management and execution of ISMSs requires 
some necessary actions namely, (1) to identify the information security requirements; (2) to ensure 
the right strategies are in place to meet these requirements; (3) to verify the continuous evaluation 
and measurement of achieved objectives and results; and (4) to ensure the compatibility and 
usability of both protection strategies and the ISMS by reviewing and improving them over time 
(Yeniman Yildirim et al. 2011).  
  
An ISMS, according to Von Solms (2005), contains processes and procedures used within an 
organisation to secure information through information security, operational management and 
information security compliance management. An ISMS is a complete systematic management 
system that involves “management of humans, processes, and technologies” (Suhaimi, Goto & 
Cheng 2013, p. 31), in order to establish, implement, operate, monitor, review, maintain, and 
optimise security to ensure confidentiality, integrity, and availability of information.  
 
Dhillon and Backhouse (2000), elaborate that an ISMS represents a set of new principles such as 
responsibility, integrity, trust and ethicality (RITE). These principles are considered to be the key 
elements of information security management in the next millennium. However, they can be 
incorporated with traditional aspects of information protection to fulfil confidentiality, integrity, 
and availability (CIA) (Dhillon & Backhouse 2001; Lumley 2010). Siponen and Willison (2009), 
emphasise that an ISMS represents a set of guidelines intended to provide organisations with the 
best practices to fulfil the daily business security commitment. 
 
In the ISO/IEC 17799 code of practice, the ISMS has been identified as a management system that 
is ensures business continuity, maintains legal compliance and achieves competitive edge within 
organisations (Saint-Germain 2005).  
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From the above definitions of ISMSs it is clear that it entails several components made up of: (1) 
information system technology resources (hardware); (2) information system worker resources (IT 
skilled people); (3) information system software resources (software); and (4) information system 
data resources. Each of the above perspectives on ISMSs is useful. However, this study uses the 
definition of an ISMS offered by Hong et al. (2003), because it covers the most important aspects 
of technology used in any organisation, and it is considered the most valuable asset to an 
organisation in today’s world. Furthermore, it is the most wide-ranging definition, covering 
various aspects of technological resources, organisational assets, and personal privacy. The 
definition incorporates the protection of organisational assets and personal privacy. Each one of 
these components will be discussed in detail including an outline of the security breaches 
represented by them to the industry. After this, the security management system issues related to 
these components will be addressed respectively.  
 
2.5 The Evolution of Information Security Management System 
(ISMS) 
During the last two decades, the explosive development in technology along with the exploitation 
of Infosyss (Elisan 2013), has generated major concerns towards information security management 
in both private and public sectors (Suhaimi, Goto & Cheng 2013). In this context, ISMSs have 
become vitally important because it helps companies identify and implement security requirements 
in a cost-effective manner (Chang, SE & Ho 2006). The use of information is evolving 
unprecedentedly. There has been a massive increase in network and Internet traffic. Users 
download software, install different programs, and exchange an enormous number of emails on a 
daily basis and therefore, an inestimable number of malicious programs are silently downloaded 
(Liu et al. 2012). For example, attackers can use malicious tools to gain access to different valuable 
information resources such as identities, credentials, hacked hosts, and other information and 
services (Liu et al. 2012). Consequently, huge profits can be gained by selling stolen information 
illegally (Fossi et al. 2011). Moreover, Escherich (2014), a principal research analyst at Gartner, 
emphasised that the extensive use of new technology such as mobile devices within organisations 
brings with it more concern towards information security management as this can result in data 
loss, security breaches, non-compliance and regulatory violations. 
18 
 
 
 
  
2.6 Information Resources 
Information resources comprise of hardware, software, data, IT and human resources in an 
organisation, and all represent the main source for information according to Bharadwaj (2000). 
The effective use of information resources is the key indicator to an organisation’s success in 
gaining value from information security and organisational privacy. However, to some firms, the 
high investment in IT is a key indicator of failure, if it is not properly adjusted and controlled 
(Nolan 1994).  
Information resource refers to the huge amount of information retrieved and allocated by the use 
of the Internet and the URLs of websites, including information relative to the filter elements 
displayed (Kulas, Legall & Masli 1999). The advancement in web browsers has gladly improved 
web browser usability (Ondov, Bergman & Phillippy 2011) and improved the ability to find and 
extract information flowing from a variety of information resources (Webster 2014). For example, 
a large amount of data is sent via satellite and cables, and the user can acquire the requested 
information from the Internet (Navin-Chandra & Gao 2001). Videos, audio or broadcast programs 
can easily be viewed at the end user’s desktop due to the multimedia capability available on today’s 
computers (Steinmetz 2012). The large variety of different information resources that a user can 
obtain, is easily accessed through establishing queries or using sophisticated search engines 
(Halavais 2013) for each available resource within a variety of information platforms (Ross, Beath 
& Goodhue 2012; Weill, Broadbent & Butler 1996).  
2.7 Expansion in Information Resources  
Ever since the early 1980s when the personal computer (PC) was introduced to the world, the use 
of the PC has evolved in terms of capability and usage (Navin-Chandra & Gao 2001). Originally, 
data access was limited to the use of a floppy disc drive to the extended hard drive, whereas today 
storage comprises multi-gigabytes and terabytes of storage capacity attached to PCs (Arnold et al. 
2006). A huge amount of data can be stored and retrieved easily in today’s world, due to the vast 
development of technology and the rapid growth in storage capacity techniques (Malone et al. 
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2011). The availability of data is no longer limited to the user’s system or what they load on their 
PC’s, as data can now be shared, transferred and stored within an organisation network through 
Local Area Networks (LANs) which are commonly used in small and medium enterprises (SMEs). 
Users can obtain data from other connected stations or from the local server as well (Lawrence et 
al. 2013). Different types of data are exchanged and made available to other users due to the 
increase in corporate networks and internetworks where many LANs can be connected together 
(Begg et al. 2011). In addition, the introduction of Wide Area Networks (WAN) and Metropolitan 
Area Networks (MANs), make data more easily available, with the ability to be exchanged 
nationally and internationally (Kazan et al. 2012).  
 
A huge amount of information has been introduced into business organisations and homes, due to 
the expansion of larger networks commonly known as the World Wide Web or Internet (Kazan et 
al. 2012; Navin-Chandra & Gao 2001). The numbers of networks are ever increasing and they are 
located throughout the world, where about 85,000 new domains are registered every month with 
an uncounted number of Internet sites reproduced from those domains (Malone et al. 2014). The 
Internet sites represent the aggregation of information resources and are classified according to 
their usage, for example, commercial servers (.com), university servers (.edu), research networks 
and other networks of computers (.org, .net), and military networks (.mil) (Gounares, Kinsel & 
Weitz 2010; Lawrence et al. 2013; Weitz, Gounares & Kinsel 2011).  
 
Organisations nowadays are heavily dependent on the use of information resources and IT, which 
are considered the base of any organisation, and represent the main element to its growth and 
survival (Bharadwaj 2000).  
 
In the last two decades there has been continuous debate and controversy over the value of 
investments on computer and information resources and whether it is worth the expense in terms 
of satisfying the total return on assets, equity, and the added value to the economy (Brynjolfsson 
1993; Brynjolfsson & Hitt 1993, 1996; Hitt & Brynjolfsson 1996). There are many empirical 
studies (Brynjolfsson 1993; Hitt & Brynjolfsson 1996; Lucas Jr 1993; Wilson 1993) that have 
investigated the relationship between the investments on information system resources and 
business value.  
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It is clear that the use of information resources is increasing constantly (Venkatesh, Thong & Xu 
2012). For example, data storage (Kazar & Sanzi Jr 2013) is moving and developing at a very fast 
rate (Baker et al. 2011). There has been a noticeable change towards storing information, it started 
with a floppy device with a small capacity and has moved on to more capacity within hard disc 
drives, which are multi-gigabyte and terabyte (Hilbert & López 2011). The exchange of data is 
changing rapidly too (Jagadish et al. 2014). For example, data used to be saved within an 
organisation locally through LANs (Wilkinson, Schumacher & Moseley Jr 2013). Today, 
organisations are able to share data between two or more organisations through WANs and 
Internetworks (Chen, M et al. 2013). The Internet has caused data to be exchanged all over the 
world through the World Wide Web (Wagner & Gainous 2013). Consequently, data and (Furano 
& Hanushevsky 2012), and information—in today’s world—is now stored in clouds (Tilokani & 
Gupta 2013). Most organisations do not trust clouds because of information security issues 
(Pearson 2013). However, some organisations are forced to use clouds due to different factors 
including the on-demand service and cost effectiveness of the adoption of a cloud service (Joint & 
Baker 2011), or influence from another organisation’s experience to establish their own private 
clouds (Charif & Awad 2014).  
 
In this context, the concern towards information security comprises of privacy and protection, risk 
management, and the management of information resources, which is ever increasing. A proper 
solution needs to be implemented to secure information and its resources. Some information 
resources are sensitive, therefore a cost-optimal solution to provide secure access to the 
information located in different servers or databases needs to be provided, along with guidelines 
to ensure that the security and privacy of sensitive unclassified information in organisations is not 
leaked. A combination between the latest technologies and strong worker IT skills would 
strengthen organisational capability to safeguard information security. Similarly, successful 
organisations could employ the use of technology and human IT skills to ensure the protection of 
organisational information resources and personal privacy. Hardware is one of the information 
resources that will be explained in detail in the next section. 
2.8 Hardware 
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This section of the literature review examines the use of hardware as related to information 
security. Hardware is any physical device connected to a computer system through cable 
connection or indirect connection, such as communication technologies, shareable technical 
platforms and databases. It also refers to the hardware components that form the overall IT 
infrastructure in any organisation such as, internal hardware resources (CPUs), and data storage of 
external hardware resources such as networking hardware, IDSs, firewalls, data bases, webservers, 
and virtual machines (VMs) (Ross, Beath & Goodhue 2012).  
Hardware is comprised of data processing through a central processing unit (CPU), data storage, 
sharing and transferring of data and restoring data. All of which work alongside the hardware 
resources process (Davis et al. 2001), which in the end, makes up the information (Tenopir et al. 
2011).  
Hardware resources are the communication between peripheral devices and system processors 
(Stufflebeam Jr 2006) allowed and executed through the following: assignable (ITAKURA 2014), 
and addressable (Baba, Moriki & Uehara 2014) bus paths (Edwin 1983) and memory; I/O port 
addresses (Higuchi et al. 2013); interrupt vectors (Kwa et al. 2014); and blocks of bus-relative 
memory addresses (Elboim 2013), all represent the major components of hardware resources 
(Hendry 1993). Hardware resources are usually assigned through a PnP manager (Plug and Play) 
(Le et al. 2012), to initiate the necessary communication with a device instance (a physical piece 
of hardware) (Kwa et al. 2014) based on knowledge of the available resources (Matthews et al. 
2014) and the capability of using a certain device instance (Yoshimura 2012). A requirements list 
and a resource list (Kumar 2014) are the two lists that a PnP manager normally employs to keep 
track of the hardware resources (Engebretsen et al. 2014). 
 
2.9 The Relationship Between ISMS and Information Resources 
This section presents a range of emerging technologies that strongly influence information 
resources, which have been referred to as ‘new forces’ (Gartner 2013). A conceptual framework 
for understanding the impact of the emergence of these new forces on ISMSs is presented. The 
ISMS adoption to the new forces is presented in this section as well. Social media networking, 
22 
 
mobility, information management, and software along with security concerns, breaches and issues 
associated with these components are covered in this section.  
 
 
2.10 Conceptual Understanding of the New Forces  
Due to vast and sophisticated technologies (Prensky 2011), information resources are rapidly 
growing (Webster 2014) and over the past decade the scope of information resources (Kazan et al. 
2012) and the exchange of information (Lacity & Hirschheim 2012) has dramatically changed 
from internal to external use (Lawrence et al. 2013). This change in the scope of information 
resources is driven by different aspects of technology, namely the new forces such as, Cloud 
computing (Xu 2012), social media/networking (Kim, HJ 2012), mobility (Tokuyoshi 2013), and 
information management/big data, which are all growing strongly and are not easily controlled by 
in-house IT managers (Cearley & Claunch 2012). The organisational approach towards ISMSs is 
transforming, based on the new requirements brought about by the four new forces as depicted in 
Figure 2.1 below (Scholtz 2013).  
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Figure 2.1 The four central components of the new forces and their influence on ISMS adapted and constructed 
by the researcher 
 
As mentioned earlier, these new forces cannot be controlled by IT organisations (internal or 
external) and are a high priority for IT spending in the next decade (Cearley & Claunch 2012). 
They are all growing at a very fast pace (Gartner 2013); the traditional controls (firewalls, malware 
detection etc.) that IT groups have used to protect an organisation’s information resources are 
unable to cope with their rapid evolution on a daily basis (Crompton 2015). The following are 
examples of how these new forces are impacting on the frameworks that IT personnel have 
installed to protect organisations’ information resources: 
 Cloud computing: The new service delivery styles and options offered by the Cloud 
computing trend move responsibility for security to external providers, and IT groups retain 
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only partial responsibility for security and delivery of the service (Li, J et al. 2018; Marinescu 
2017; Scholtz 2013).  
 Social media/networking: This new technology is creating different and more extensive 
aspects of Collaboration, and there has been a change in users’ behaviour and in the 
communities in which they work (Andreassen et al. 2016; Kim, HJ 2012). Again, this 
technology has opened the organisation’s information resources to external influences. 
 Mobility: A wide range of new access has been directed at different applications and data, and 
end users have been offered a wide variety of device options (Kim, H-S 2016; Markelj & 
Bernik 2012; Mozer & Mozer 2014), in particular, the heterogeneity of location and device.  
 Information management/big data: This has altered the relationship of technology to 
information consumption, as data now flows from different federated sources and in either 
structured or unstructured forms (Marchand 1985). The revealed data is analysed using new 
methodologies that are foreign to various IT departments (Gartner 2013; Laudon & Laudon 
2007; Mason 2017). Technological scientists have categorised data into four dimensions: 
volume, variety, velocity and veracity (Bhatt, Dey & Ashour 2017; Erevelles, Fukawa & 
Swayne 2016; Hilbert 2016; Janssen, van der Voort & Wahyudi 2017; Lee, I 2017).  
 
In summary, these new forces have exposed organisations’ information resources to a wide range 
of external entities and influences, and that this exposure has significant implications for the 
design, management and use of the organisation’s ISMS. IT organisations need to respond to this 
exposure and take into consideration the information security aspects against access and exchange 
of information. However, they also need to continue to meet the individual’s expectations—those 
that are now more knowledgeable about the use of technology and require the capabilities that 
these new forces provide. The existence of the new forces encourages and demands IT groups to 
work towards reformation of their information security practices. 
 
This study reviews and presents a conceptual framework for understanding the impact of the 
emergence of these new forces on ISMSs. According to Von Solms (2005), ISMSs are the 
processes and procedures used within an organisation to secure information through information 
security, operational management and information security compliance management. A perfect 
ISMS is a complete and systematic management system that involves “management of humans, 
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processes, and technologies” (Suhaimi, Goto & Cheng 2013, p. 31), in order to establish, 
implement, operate, monitor, review, maintain, and optimise security to ensure confidentiality, 
integrity, and availability of information.  
 
A conceptual understanding of the factors relating to the organisation’s data protection and 
information privacy in relation to information resources is especially important due to significant 
increases in the usage of the new forces. According to Columbus (2015), Cloud computing 
adoption in enterprises is rapidly accelerating on a global scale, and it is predicted that by 2018, 
59% of the total cloud workloads will be SaaS workloads – up from 41% in 2013. In addition, by 
2016 over 80% of enterprises globally will be using IaaS, with investments in private Cloud 
computing showing the greatest growth (Columbus 2015). In terms of social media/networking, 
the emergence of social media and online social networking applications has created a real 
revolution in the working environment in large enterprises (Sturdevant 2011). For example, 
Facebook (Edosomwan et al. 2011) is one of the most popular and strongest growing web 
applications in social networking services, where more than 500 million users all over the world 
use it either for work (Duggan & Brenner 2013) or pleasure (Foster, MK, Francescucci & West 
2010). In the area of mobility, IBM has reported that (Hathi 2009) more than 40% of its employees 
prefer to work from customer locations or home rather than attending IBM premises. In addition, 
the extensive and advanced use of mobile messaging services (Velthoven et al. 2013) has led to 
cyber security risks; up to 95% of all systems located on the Internet are vulnerable and likely to 
be compromised every fifteen minutes (Kenny 2014). In terms of information management, big 
data creation is occurring at a record rate (Villars, Olofson & Eastwood 2011). For example, 
between 2009 and 2020 digital data will grow 44-fold to 35ZB per year as predicted by IDC’s 
Digital Universe Study (Kaisler et al. 2013).  
 
Therefore, ISMSs are considered a socio-technical system that includes a combination of both 
technical and human elements (Siponen & Willison 2009). Siponen and Willison’s review 
provides an in-depth understanding of the conceptual factors that comprise ISMSs when they are 
used in the context of organisations’ information security and its information resources to ensure 
their commitment towards the security of business practices and compliance in the light of the 
extensive growth of the new forces (Siponen & Willison 2009). 
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The main outcome of their review was that the scope of information resources has changed 
dramatically and is not really limited to one single source. The extensive exchange of data across 
the Internet between different organisations has become common practice; it is not a choice 
anymore, but rather a mandatory task every organisation is forced to complete (Siponen & Willison 
2009). The exchange of data through internet/intranet is represented through a variety of 
ways/media, made up of Cloud computing, mobility, social media/networking, and information 
management/big data. Each organisation is required to maintain a certain level of information 
security, due to this huge expansion of data evolving from different information resources, and 
proactive actions need to be taken against every single information security matter. The review 
revealed that the traditional IT security methods will not be able to cope with information security 
issues that have arisen from the new forces of technology. The review also identified that ISMSs 
can and need to be adjusted to deal with most of the evolving information security issues revealed 
from different information resources, such as Cloud computing, mobility, social 
media/networking, and information management.  
 
In addition, there are some characteristics that are likely to influence how organisations best apply 
ISMS components, such as the organisation’s business model, data holdings, technologies and 
applications, and the privacy risks they may raise for clients. For example, organisations holding 
highly sensitive data would need to implement the largest number of ISMS components compared 
to organisations with less sensitive data. Therefore, every organisation needs to customise how its 
ISMS is adapted to the new forces. The following section will explain these new forces in detail.  
 
2.11 Adapting ISMS to the New Forces 
The new forces—mobility, social media/networking, Cloud computing, and information 
management/big data—are rapidly changing the information resources of organisations. 
Consequently, the ISMS—with its core mission of protecting the information resources of the 
organisation—must adapt. The change in an increased external openness of information resources 
must especially be considered in adapting an organisation’s ISMS to these new forces. 
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Organisations need to move from relying only on traditional information security controls such as 
firewalls and malware detection, and pay more attention to people’s behaviour or internal staff as 
they too are using their own devices. This is achievable by having a solid and acceptable change 
in the security infrastructure, design, and implementation of controls in a way that would minimise 
preventative controls in order to balance the use of policies, controls, rights, and responsibilities. 
This sort of balance would maximise human potential by increasing trust and independent 
decision-making (Scholtz 2013).  
One way that organisations need to adapt is by moving from static to dynamic defences. Gartner 
(2013) predicted that one of the likely scenarios of the information security changes caused by 
these new forces is that by 2020 the allocated budget of enterprise information security will rise to 
60% out of the total IT budget, up from less than 10% in 2013 (Gartner 2013; Scholtz 2013), for 
rapid detection and response approaches. 
Another key adaption is the development of policy for the ISMS to allow for these new forces. For 
example, in terms of mobility it can be found that “security policies are still incomplete in many 
organisations, and contain gaps and other inconsistencies that do not measure up to business 
obligations” (Escherich 2014, p. 1), and this needs to be addressed.  
Another aspect that must be adapted is that the new forces must be strategically considered. First, 
in terms of strategic planning and how they will impact on the potential for interruption and 
disruption to IT or the business, and to evaluate the risk associated with enterprise information 
security. Second, the organisation needs to be strategic in determining the associated investment 
in the ISMS that will be required when adopting one or more of the new forces, and how much of 
the budget needs to be allocated to adapt the ISMS to achieve an acceptable level of risk (Haufe et 
al. 2016; Patiño et al. 2018; Rodal Castro 2013). 
In summary, it should be highlighted that these new forces are not a comprehensive list of every 
technology that is ready for adoption or incorporation into the strategic planning process. 
Enterprises should use them as a starting point and customise them based on their industry, unique 
business needs, technology adoption model, and which category their business is classified, and 
then customise their ISMS accordingly. 
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2.12 Cloud Computing 
Cloud computing relates to the use of online computing services and is considered an on-demand 
IT service or product based on the business model. Users and businesses can use software and 
hardware through cloud services, including SaaS, PaaS and IaaS with management of third-parties 
at a remote location (Sreenivas et al. 2013). Characteristics include: manageability, access method, 
performance, multi-tenancy, scalability, data availability, control, storage efficiency (Vairagade & 
Vairagade 2012), advanced security technologies (Sreenivas, ArunaKumari & VenkataRao 2012), 
on request allocation and reallocation of resources, virtualised storage and networking facility, 
enabling sharable resources “as a service” model, flexibility of moving an organisation’s data 
through data centres, cost effectiveness, reducing responsibility of maintaining data locally, and 
resources made customisable on the web (Yellamma, Narasimham & Sreenivas 2013). In addition, 
the computing resources and data are automatically maintained through software that is managed 
and controlled by CSPs (Saravanan et al. 2012). 
  
According to the National Institute of Standards and Technology (NIST), Cloud computing is “a 
model for enabling ubiquitous, convenient, on-demand network access to a shared pool of 
configurable computing resources (e.g. networks, servers, storage, applications and services), that 
can be rapidly provisioned and released with minimal management effort or service provider 
interaction” (Mell & Grance 2011, p. 2). 
 
2.13 Types of Cloud Services 
There are three major types of cloud services SaaS, PaaS and LaaS (Yellamma, Narasimham & 
Sreenivas 2013) that can be used in a cloud environment across computer networks (Luftman & 
Zadeh 2011).  
 
Software as a Service (SaaS)  
SaaS is web-based software that can be accessed through the Internet and hosted on a 
remote server. With Saas the software is hosted, maintained and supported by a CSP and 
the client gains access via the Internet (Avula et al. 2012; Chang, V & Ramachandran 
2016; Patiño et al. 2018; Sridhar 2016); Vedder and Naudts (2017). 
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Platform as a Service (PaaS)  
 
With PaaS, the client can customise and develop their own solutions and delivery as an on-
demand service with the aid of software developers building new applications or extending 
existing ones. The client uses a CSP’s resources. Meanwhile, the delivery of computing 
platforms and solutions are considered as a service. An example of PaaS is Google Apps 
(Almorsy, Grundy & Müller 2016; Botta et al. 2016; Sreenivas, ArunaKumari & 
VenkataRao 2012) . 
Infrastructure as a Service (IaaS)  
 
With IaaS, a CSP will remotely provide the client with an entire computer infrastructure as 
a service, including networking facilities, data storage and computing services (Madni, 
Latiff & Coulibaly 2016). The Amazon web service is a good example of IaaS (Rodriguez 
& Buyya 2017; Yellamma, Narasimham & Sreenivas 2013).  
  
From the above definitions, it can be seen that the Cloud computing model mostly depends on one 
or multiple data centres (Yellamma, Narasimham & Sreenivas 2013) where all data is stored 
extensively (Vairagade & Vairagade 2012). The IT managers or administrators assign different 
tasks to be executed in the data centres (Yellamma Pachipala & Challa Narasimham 2014). For 
example, managing the collected data, allocating resources, balancing the load, deploying the 
software, controlling security and doing real-time monitoring to maximise and guarantee the user’s 
data security protection (Guoli & Wanjun 2010) are all tasks that require different departments. 
 
2.14 Types of Cloud Computing 
There are four types of cloud deployment models offered, namely, a public, private, hybrid, and 
community cloud. These, together with their characteristics will be discussed below. 
 
Public Cloud  
A public cloud is a cloud service provided by a vendor or third-party where everything 
exists beyond an organisation’s security control. All services are hosted and managed by 
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the CSP (Li, J et al. 2018; Puthal et al. 2015; Sreenivas, Sriharsha & Narasimham 2012; 
Xia et al. 2016).  
Private Cloud  
A private cloud—also known as an internal cloud—is a cloud that is operated and managed 
internally. It provides service within an organisation and exists along with an enterprise 
firewall (Avula et al. 2012; Benedetti et al. 2017; Sookhak et al. 2017). To clarify, the 
private cloud in this context does not necessarily imply privately owned. Rather the cloud 
is internal to the organisation and hence is private to the organisation. In this thesis it is 
referred to as an Internal Cloud Service Provider (ICSP).  
Hybrid Cloud  
A hybrid cloud is a composition of more than one cloud such as public and private clouds. 
In this case, clouds are created by the enterprise. However, the management duties are 
shared between the enterprise and the second contributor cloud (Li, P et al. 2017; Talasila, 
Kumar & Kodukula, Jan-Feb 012). 
Community Cloud 
A community cloud is shared between a group of organisations that share the same 
concerns or it could be referred to as a cloud that was intentionally established to support 
a specific community (Gupta & Badve 2017; Sreenivas, ArunaKumari & VenkataRao 
2012). 
2.15 Cloud Services 
The rapid growth of Cloud computing has created a paradigm shift in technology since the whole 
IT infrastructure has become available as a service. Despite the fears of losing control by different 
users about data stewardship especially health and financial data, there are a number of notable 
commercial and individual cloud computing services, including Google (Email Service), 
Microsoft Azure and Yahoo (Rajani, Nagasindhu & Saikrishna 2013). Ko et al. (2011) state that 
Google, Microsoft (Azure) and Amazon (EC2/S3) are the current prominent cloud providers in the 
world. For example, Microsoft Office 365 provided by Microsoft is the most popular case of SaaS 
service provided to the public, Google Apps is a good example of PaaS and Amazon Web Services 
is a good example of an IaaS (Sreenivas, ArunaKumari & VenkataRao 2012; Yellamma, 
Narasimham & Sreenivas 2013). 
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2.16 Adoption Drivers for Cloud Computing 
 
Cloud computing relates to the use of online computing services and is considered an on-demand 
IT service or product based on the business model. Users and businesses can use software and 
hardware through cloud services, including SaaS, PaaS, and IaaS with management of third-parties 
at a remote location (Sreenivas et al. 2013). Characteristics include: manageability, access method, 
performance, multi-tenancy, scalability, data availability, control, storage efficiency (Vairagade & 
Vairagade 2012), advanced security technologies (Sreenivas, ArunaKumari & VenkataRao 2012), 
on request allocation and reallocation of resources, virtualised storage and networking facility, 
enabling sharable resources “as a-service” model, flexibility of moving an organisation’s data 
through data centres, cost effectiveness, reducing responsibility of maintaining data locally, and 
resources made customisable on the web (Yellamma, Narasimham & Sreenivas 2013). In addition, 
the computing resources and data are automatically maintained through software that is managed 
and controlled by the CSP (Saravanan et al. 2012). 
 
Overall the sharing of resources represents the main benefits of Cloud computing by sharing large 
pools of resources such as compute cycles, or virtual CPUs (VCPUs), storage and software 
services (Muppala, Shukla & Patil 2012). However, sharing resources increases concerns towards 
security with end use, particularly with respect to data or applications hosted in the cloud provider's 
data centres (Kalpana & Singaraju 2012). 
 
2.17 Current Issues for Cloud Computing 
In recent years, the demand on migration to clouds is ever-increasing due to the growing number 
of personal data including bookmarks, photographs, media and music files, are accessed remotely 
via a network (Zissis & Lekkas 2012; Buyya, Rajkumar, et al. 2018; Varghese, Blesson, and 
Rajkumar Buyya 2018). Cloud computing has expanded into one of the fastest growing portions of 
the IT industry and has become a promising business concept where a huge amount of 
information—for both individuals and enterprises—is placed. This transformation of data 
distribution and storage in the cloud has generated a real concern towards data privacy and data 
protection (Li, Yibin, et al., 2016; Dencik, Lina, Arne Hintz, & Jonathan Cable, 2016; Romanou 
32 
 
& Anna, 2018). It has also raised questions about how safe the cloud environment is. This question 
is considered by most organisations before making the decision of deploying their business into 
the cloud (Subashini & Kavitha 2011).  
 
After reviewing more than eighteen case studies by the researcher about Cloud computing, 
between 2009 and 2013, it was revealed that there are many challenges and security issues 
associated with cloud migration (Buyya et al. 2009; Chow et al. 2009; Hashizume et al. 2013; 
Hwang, Kulkareni & Hu 2009; Kaufman 2009; Mouratidis et al. 2013; Nurmi et al. 2009; Patel, 
Ranabahu & Sheth 2009; Pearson 2013; Pearson & Charlesworth 2009; Rimal, Choi & Lumb 
2009; Rong, Nguyen & Jaatun 2013; Shah & Shankar Anandane 2013; Walden 2013; Xiao, 
Zhifeng & Xiao 2013; Yellamma, Narasimham & Sreenivas 2013). These challenges, in most 
cases, influence the users’ decisions towards moving their businesses to clouds These challenges 
include: 
 
a) Trust and Accountability 
To ensure that accountability mechanisms are in place to provide customers with control 
and transparency over data in the cloud (Pearson et al. 2012). This includes allowing the 
client to choose and select their cloud’s provider in accordance with criteria, 
trustworthiness and IS Accountability and vice versa (Firdhous, Ghazali & Hassan 2012). 
b) Data Availability  
Customer data is usually stored in “chunks”, usually in different locations and servers. This 
would contribute negatively towards data availability and could be a real concern for the 
availability of uninterruptible and unbroken data provisions (Kalpana & Singaraju 2012). 
c) Data Privacy and Protection  
Data privacy and protection (Takabi, Joshi & Ahn, 2010a) includes privacy and 
confidentiality, integrity, and availability. A proper practice, privacy policies and 
information system procedures must be clearly stated in the service level agreement (SLA) 
(Patel, Ranabahu & Sheth 2009) to assure the client of data safety. All benefited parties 
must understand that data is confidential (Gellman 2012; Strauch et al. 2012) before 
agreeing for the data to be hosted on the cloud. The integrity mechanisms (Zhu et al. 2012) 
should be implemented by CSPs to ensure that data will not be modified to any extent. The 
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client should be made aware about any data loss or change (Shah & Shankar Anandane 
2013) and the right information should be made available to the right people (Bessani et 
al. 2013). 
d) Data Location and Relocation 
The CSPs should inform the client about the data location (where the data will be stored, 
for example in Australia), this should be clearly mentioned in the SLA (Son, Jung & Jun 
2013). In addition, the client should be aware about reallocating or transferring of their data 
from one cloud to another (Bessani et al. 2013). 
e) Storage, Backup and Recovery 
The cloud provider should ensure the following (N Kumbhar, V Chaudhari & A Badhe 
2012): 
 Adequate data storage systems are in place, at least RAID (Redundant Array of 
Independent Discs) systems. 
 Latest technology of back-up services. In case of any failure, information should 
be restored to an earlier state.  
f) Loss of Physical Control  
 In a cloud model the physical security control is lost because the enterprise 
resources are shared completely or partially with the CSP (Xiao, Zhifeng & 
Xiao 2013). 
g) Law Violation  
The risk of data being accessed by (foreign) government (Walden 2013). This includes the 
limitation of collected citizens’ data that resides/goes to storage, the duration of time to keep data 
and some financial banking protocol, and that the customer’s data should remain within the 
country. 
h) Incompatibility of Service  
Incompatibility of services between different service providers. This is particularly the case when 
the client decides to move from one cloud provider to another. For instance, Microsoft cloud and 
Google cloud are both incompatible with each other (Ullah et al. 2013). Professionals in 
cooperation with researchers in relation to cloud computing proposed solutions that might overtake 
the issue of incompatibility before, during, after data migration process such as by having a cloud 
federator or by offering testing as a service (TaaS) for SaaS, clouds, and cloud-based applications 
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(Gao, Jerry, et al., 2013; Lee & Craig A, 2016).  Yet, incompatibility issue in the cloud context is 
exist at different spheres until date (Gaetani et al., 2017). 
i) Incompatibility of Standards  
Incompatibility of current standardisation and code of practices among different clouds (Rong, 
Nguyen & Jaatun 2013). Migrating data and oriented enterprise software applications to be hosted 
in the cloud environments is a crucial IT task and requires a systematic approach.  This includes a 
set of standardization that' s workable and doable for both cloud providers and clients (Gholami, et 
al., 2016). Two main aspects considered as an important pillars that have to be well arranged before 
migrating data or applications to cloud environment (cloud adoption) namely they are  
interoperability and standardization as they define the new age IT industry  (Kostoska, Magdalena, 
Marjan, & Sasko, 2016).  
 
j) Encryption and Decryption Management  
This refers to the question of who should take the controls over encryption and decryption, the 
client or the cloud provider? (Zissis & Lekkas 2012). In the recent years cloud computing has 
emerged as one of the biggest influential paradigms in the IT industry since the new era of 
computing requires users to move their valuable data to be managed by third parties the cloud 
service providers. This in turn increases security and privacy concerns on outsourced data. 
Different schemes proposed by many researcher’s to have attribute-based encryption (ABE) for 
access control of outsourced data in cloud computing; however, most of them suffer from 
inflexibility in implementing complex access control policies (Wan, Zhiguo, Jun'E. Liu, & Robert 
H. Deng, 2012; Li, et al. 2018; Tysowski, Piotr K., and M. Anwarul, 2013; Li, et al., 2015; Park 
& Namje, 2011; Zhou, Lan, Vijay, & Michael, 2013; Dubey et al., 2012; Li, Jin, et al., 2014; Lee, 
Cheng, Pei,& Min, 2013).  
 
k) The Cloud Computing Environment  
Although cloud computing is the new emerging technology that presents a good number of benefits 
to the users, it faces lot of security challenges. For example, the physical and political environment 
surrounding the data centre and how safe it is (data location) (AlZain et al. 2012). With new 
emerging trend of cloud computing data are data are stored and accessed in a remote server with 
the help of services provided by cloud service providers. The security challenges have to be 
precisely addressed and thoroughly discussed and the location and political environment that 
surrounding the hosted data is one of the major concerns with this cloud data migration process 
(Hashem et al. 2015; Rao, R. Velumadhava, & K. Selvamani, 2015; Varghese et al., 2016; Yi, 
Shanhe, Zhengrui, & Qun, 2015). 
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In addition to the above-mentioned points, the studies also revealed some logistical issues such as 
service level agreement issues (SLA) (Morin, Aubert & Gateau 2012), costing models (Kashef & 
Altmann 2012), charging models (Pal & Hui 2012), what to migrate (Han 2013), and cloud 
interoperability issues (Ferrer et al. 2012). 
 
In the context of this study the researcher will focus mainly on challenges of accountability. Many 
scholars (Centre for Information Policy Leadership 2009a, 2011a; Ko et al. 2011; Ko, Lee & 
Pearson 2011; Pearson 2011; Pearson & Charlesworth 2009; Pearson et al. 2012; Weitzner et al. 
2008; Yao et al. 2010) believe that accountability in the cloud represents the first “building block” 
or baseline fundamental that every organisation needs to implement in order to enhance data 
protection in clouds. For example, Ko et al. (2011) state that accountability in clouds is one of the 
evolving issue in cloud security and needs to receive the greatest amount of attention. In addition, 
scholars also believe that accountability is incorporated directly with all the other information 
security challenges outlined above, and has a great impact on the implemented mechanisms, which 
in turn ensures responsible decision-making towards information security management and 
protection of data. (Ko et al. 2011). Thus, this exploratory study will investigate how an ISMS is 
adapted to help ensure accountability in Cloud computing. 
  
2.18 Social Media Networking 
 
Social media networking is the emergence of a new paradigm on the Internet, which allows 
communication and Collaboration between Internet users, family, friends, social groups, and other 
communities through social media channels and tools namely, Twitter, Facebook, MySpace, and 
Youtube (Kim, Bumsoo, & Yonghwan, 2017; Myhre, Janelle, Matthias,Mehl, & Elizabeth, 2017; 
Naslund,et al. 2016; Tuten,Tracy, & Michael, 2017; Varghese, et al. 2016; Yi, Shanhe, Zhengrui, 
and Qun, 2015; Kim, HJ 2012).  
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Jansen, BJ et al. (2009), identify social networking as online communities among Internet users to 
form a social communication service by using social network tools (e.g. MySpace, Facebook, and 
LinkedIn), virtual reality (e.g. Second Life), and online community sites (e.g. Wikipedia, 
YouTube, and Flickr). 
 
Ellison (2007), identifies social networking sites as web-based services where a public or semi-
public profile is constructed for individuals within a bounded system. A list of different users is 
articulated based on the shared connection and a list of connected users can be viewed by others 
within the system. However, these connections may vary on their facilities and nature from site to 
site (Kim, Bumsoo, & Yonghwan, 2017). 
 
From the above definitions, we can understand that social media networks are considered as one 
of the important factors for information resources (Xiang & Gretzel 2010) where large amounts of 
data and information is gathered and exchanged (Kaplan, AM & Haenlein 2010) among different 
Internet users. Today, online communication via social networking applications is growing 
exponentially and used both personally and professionally (Jansen, BJ et al. 2009). Millions of 
users (Ellison 2007) are being attracted by social network sites (SNSs) such as MySpace, 
Facebook, Twitter, and Youtube. The social media networks are receiving considerable attention 
by many business executives, decision-makers and leaders in today’s world. Businesses are trying 
to introduce new ways of making profit (Xiang & Gretzel 2010) by using social media applications 
such as Wikipedia, YouTube, Facebook, Second Life, and Twitter, which results in large amounts 
of information being (Kaplan, AM & Haenlein 2010) exchanged and transferred. Big data analysis 
of the huge volumes of data gathered on social websites is a source of profitable advertising 
algorithms, as much as it is a source of social and legal concern, as was evidenced by Facebook 
providing Cambridge Analytics with huge volumes of sensitive user data (Cadwalladr & Graham-
Harrison 2018). 
  
The social networking sites (SNSs) are being integrated with user’s daily practices (Hathi 2009; ; 
Myhre, Janelle, Matthias,Mehl, & Elizabeth, 2017) through mobile connectivity, blogging, photo 
sharing and video sharing as new communication tools (Ellison 2007). This indicates that sensitive 
information will be transferred and exchanged with different interests (Kim, HJ 2012). For 
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example, Facebook (Edosomwan et al. 2011; Phua, Joe, Seunga & Jihoon, 2017) is one of the most 
popular and strongest growing web applications in social networking services, where more than 
500 million users all over the world use it either for work (Duggan & Brenner 2013) or pleasure 
(Foster, MK, Francescucci & West 2010).  
 
The emergence of social media and online social networking applications have created a real 
revolution within the working environment (Sturdevant 2011) in large enterprises. It has allowed 
employees to work from different locations. For example, IBM reported that (Hathi 2009) more 
than 40% of their employees preferred to work from customer locations or home rather than 
attending IBM premises. Similarly, Cisco (Cisco 2010) reported that over 60% of their employees 
believe that productivity no longer means to work from the office, but rather productivity depends 
on knowledge and the ability to share that knowledge. Thus, many enterprises allow their 
employees to access online social networking sites. However, this has brought many security 
breaches to businesses and organisations (Kaplan, AM & Haenlein 2010). One example is when 
the usernames and passwords of Facebook and MySpace were sold to underground networks 
where sensitive information was stolen by cyber criminals (Shulman 2010), meanwhile their 
accounts were hijacked (Kim, HJ 2012) and the stolen accounts were used by hackers for phishing 
scams (Kaplan, AM & Haenlein 2010). Therefore, information security is a new and increasing 
challenge in the field of cyber security brought along by the use of social networks (Edosomwan 
et al. 2011). 
 
2.19 Mobility  
 
The use of personal devices for business use such as laptops, smartphones and PDAs is called 
mobility or “Bring Your Own Device” (BYOD) (Cardonha, Carlos, Marco, & Vagner, 2019; 
McNally, George, Rosemary, & Michael, 2017; Nerminathan, Arany, et al., 2017; Ometov, 
Aleksandr, et al., 2017; Escherich 2014). Mobility is considered an important aspect of information 
resources in today’s world (Markelj & Bernik 2012).  
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The term “Bring Your Own Device” (BYOD) is being supplanted by the more recent term “Bring 
Your Own Technology” (BYOT), which includes both hardware and software (Miller, Voas & 
Hurlburt 2012, p. 53; McNally, George, Rosemary, & Michael, 2017). 
Another researcher identified mobility as the process of obtaining information by gaining access 
to corporate resources with different mobile devices such as smartphones, tablets or laptops and 
used by employees who unintentionally misuse and abuse their organisation by introducing 
information security problems (Potts 2012; Cardonha, Carlos, Marco, & Vagner, 2019 ).  
According to Tokuyoshi (2013, p. 1) “Bring Your Own Device (BYOD) incorporates new devices 
into the enterprise outside of the process that IT normally follows for vetting, monitoring and 
auditing equipment for proper use”. 
 
All definitions share the same point of view, that employees bring and use their own devices in the 
workplace. However, the second definition describes this action as a potential abuse to enterprises 
as employees might do harmful things to their organisation without their acknowledgment. The 
third definition considers that bringing BYOD to enterprises misuses the IT process to properly 
control external equipment and introduces new security threats without monitoring and auditing. 
The fairness and threats of the use of mobility in organisations has risen to access organisational 
resources and represents a major concern to enterprise management, information security 
specialists, and IT management concerned with information system security (Putri & Hovav 2014; 
Ometov, Aleksandr, et al., 2017). 
Mobility has become one of the most important information resource due to the following two 
factors: 
First, the number of smart-phones is increasing exponentially (especially phones using the android 
Operating System [OS]), and have become one of the most important information resources in 
today’s world (Alexandrou, Alex, & Li, 2016; Colbert, Amy, Nick, & Gerard, 2016; Jeong, , 
Minwoo, & Balendra, 2016; Kearns & Grover, 2016 Thanh 2013; ). Thus, Escherich (Escherich 
2014, p. 1), emphasises that “the threat of cyber-attacks on mobile devices is increasing and can 
result in data loss, security breaches and compliance/regulatory violations”.  
 
39 
 
Second, the use of mobile phones is significantly increasing, due to their advancement in 
functionality and capability (Reddy et al. 2010) and mobile activity is continuously on the rise 
(Kenny 2014). For example, mobile phones have computation, sensing, and communication 
capabilities (Gaonkar et al. 2008). They are portable so people are carrying them throughout the 
day (Reddy et al. 2010) and they are considered a critical source of information since many mobile 
devices can record audio, take photos, (Oliphant 1999) and communicate over different wireless 
bonds and channels (Mohan, Padmanabhan & Ramjee 2008). Recently, most mobile devices and 
especially smartphones are equipped with various sensors, which means many functionalities can 
be executed through mobile devices, such as capturing locations and measuring acceleration (Lane, 
ND et al. 2010).  
 
 The extremely wide range of smartphone applications (“apps”) is reflected in the study by Lane, 
W and Manner (2011) showing different preferences for different types of apps by people with 
different personality traits. The increase in the use of smartphones and other mobile devices has 
brought real concerns towards information security and privacy (Chin et al. 2012) such as, physical 
theft (Babb 2014) data loss (Morrow 2012; Ottaviani et al. 2011), malicious applications (Di Cerbo 
et al. 2011) and wireless network attacks (Yang et al. 2013). 
Mary Meeker, a former Morgan Stanley analyst and current Kleiner Perkins investor, emphasised 
in her report that more than one billion users are using mobile messaging services in a time span 
of less than five years (Kenny 2014). The International Telecommunication Union (ITU) predicted 
that by 2014, there would be over two billion mobile-broadband subscriptions and more three 
billion Internet users (Sanou 2014). The extensive and advanced use of mobile messaging services 
(Velthoven et al. 2013) has led to cyber security risks as 95% of all systems located on the Internet 
are vulnerable and likely to be compromised every fifteen minutes (Kenny 2014). This partly due 
to the huge amount of data being exchanged through mobile messaging services (Chen, T & Kan 
2013). 
2.20 Mobility and Information Security Issues  
The issue of information security has become a main concern and represents a new challenge to 
the information and communication technology industry to ensure that corporate data is protected. 
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The use of mobile devices, such as laptops, smartphones and PDAs to access data, has become 
much more frequent in the past two years (Markelj & Bernik, 2012). The increase in the use of 
mobile devices raises a question towards corporate data security and privacy (Miller, Voas & 
Hurlburt 2012) which should not be exposed or compromised (Rose 2013). The future of cyber 
risk prevention seems to be an unanswered question by researchers, technology experts and policy 
makers (Kenny 2014). Most mobile device users are not proactive in protecting the information 
stored in their mobile (Tokuyoshi 2013). Therefore, losing the mobile device would result in an 
exposure of sensitive information, which is sometimes much more important and valuable than the 
mobile device itself (Markelj & Bernik 2012). Therefore, corporation’s information security 
policies and risk management processes and procedures should be constantly reviewed and 
upgraded with regard to mobile devices (Markelj & Bernik 2012). 
 
There are many studies (Escherich 2014; Miller, Voas & Hurlburt 2012; Morrow 2012; Rose 2013; 
Tokuyoshi 2013) that have researched mobility, especially the use of mobile devices at a 
workplace. For example, Egham (November 14, 2012), stated that, in 2012, the use of Android 
operating system on smartphones increased by 72.4%, compared to 52.5% in 2011, whereas the 
iOS operating system dropped to 13.9% in 2012 compared to 15% in 2011. According to a recent 
survey conducted by Gartner, at the end of the year 2013, almost a quarter of business users 
acknowledged that they had experienced a security issue with their private device, however 27% 
of those users who contributed to the survey reported the issue to their employer (2014). Nine 
hundred ninety-five full or part time workers in the United States were covered in this survey all 
of whom used a private device for work purposes. The results of the survey showed that almost 
50% of respondents used their own private devices more than one hour per day at work for working 
purposes and 20% amongst the respondents emphasised that they were using their private devices, 
especially smartphones, to gain access to data without passing through the workplace firewall.  
 
Moreover, nearly 50% of the respondents were frequently using their own mobile devices socially 
and for production tasks as well. The survey also showed that approximately 26% of respondents 
were asked by their employers to use private devices such as smartphones and other digital devices. 
On the other hand, about 15% accepted to sign the agreement of using mobility devices at 
workplace. Not having a policy in place to organise and control the use of private devices by their 
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employer was another issue for nearly 33.3% of the respondents, compared to the rest of the 
respondents who stated that their employer was either not aware or they didn’t know. Accordingly, 
the survey concluded that almost 59% of the survey respondents had not yet signed a formal 
agreement towards the use of private devices in the workplace. 
 
About 95% of employees were permitted to use their digital devices in the workplace, according 
to a survey done by Cisco on six hundred American IT and business leaders (Rose 2013). On the 
other hand, in a recent survey by Juniper Networks of more than four thousand mobile device users 
and professionals, 41% of respondents were using their own personal devices for work without 
permission from the company (Kaneshige 2012). New research also found that 84% of employees 
used the same smartphone for work and pleasure, however, 53% of the respondents did not 
consider using a phone protection password (BusinessNewsDaily 2012). 
 
Recent studies, show  that Facebook is the most popular Social Network platform with around 1.06 
billion active users followed by Twitter, LinkedIn and Google+ (Almeida, Mario, et al., 2016; 
Finley, Benjamin, Tapio, & Kalevi, 2016; Liu, Wei, et al.; 2016; Morris, John, & James Mueller, 
2014; Norouzizadeh Dezfouli, Farhood, et al., 2016).  
Users of these platforms benefits from the provided features in these platforms such as email, 
blogging, instant messaging and photo sharing. A large portion of  personal information are shared 
on Social Network platforms such as name, date of birth, photos, email addresses, phone numbers 
and group affiliations (Almeida, Mario, et al., 2016). These platforms also provide customized 
features and interactions according to each user’s personal preferences,Social graph and the digital 
mapping of people’s real-world social connections. All of this information exchanged in these 
platforms presents real threats to the users since a crucial information is provided about the users. 
The supplied information might be used indecently (Liu, Wei, et al.; 2016).  
The social network services are mostly accessed through Smartphones where a wealth of personal 
information. For example, as many as 40% of Social Network users reportedly access Social 
Network applications through their mobile devices, and so are cyber criminals (Norouzizadeh 
Dezfouli, Farhood, et al., 2016; Mario, et al., 2016) .Thus, smartphones have been widely targeted 
by cybercriminals such as malware designed to steal users’ private data . 
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The studies also show that Android and Apple’s iOS reserve the most market share of social media. 
For example, Android with 51.5% market share and Apple’s iOS with 42.4% market share are the 
most popular mobile platforms (Morris, John, & James Mueller, 2014; Norouzizadeh Dezfouli, 
Farhood, et al., 2016). The time has come to have a very solid approach to law enforcement and 
the forensic communities to keep pace with technologies and reduce the associated threats to its 
minimal. 
To sum up, security and privacy considerations are two main implications towards using digital 
devices in the workplace (Miller, Voas & Hurlburt 2012) that both users and the management in 
the organisation should be made aware of (Mylonas, Kastania & Gritzalis 2013). Mobility/BYOD 
will remain the most challenging task for IT leaders in many organisations, in terms of choosing 
the best security practices to be employed as a precautionary security control (Tu & Yuan 2012) 
and protection of sensitive corporation data (Morrow 2012). The compliance of essential mobile 
security practices (Markelj & Bernik 2012) seems hard to be achieved by users and management 
since they are not recognising or deliberately neglecting IT leaders’ instructions on mobile usage 
within organisations (Rose 2013). Therefore, the concept of BYOD highlights the main issues and 
challenges facing many organisations. It seems this will not be overcome any time soon, as it is a 
full-time task to monitor (Escherich 2014). The different use of private devices within any 
workplace environment has a great chance of bringing the threat of a security breach (Miller, Voas 
& Hurlburt 2012). This should encourage different IT organisations to accelerate an introduction 
of “the right mix of mobile security defences to balance protection, governance and user 
flexibility” (Escherich 2014, p. 1).  
 
The extensive use of private devices in a workplace, such as laptops, smartphones, tablets and PCs 
leaves behind different implications (1) protecting network traffic; (2) protecting the content of the 
traffic from vulnerabilities and exploits; (3) enforcing application policy; (4) enforcing device 
policy; and (5) protecting data on the device (Tokuyoshi 2013). According to Escherich (2014), 
first, employees should interpret the permission policy of their workplace towards the use of their 
own devices. Second, organisations should recognise that there will be many work documents 
being transferred onto private devices, which means the rise of privacy issues is highly expected 
(Miller, Voas & Hurlburt 2012). Third, intentionally or not, users will leave the organisation 
security network vulnerable and consequently data can be lost, misplaced, accessed by 
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unauthorised persons, or cause data privacy and compliance issues (Hayes 2012). Finally, there is 
a great chance of different types of malicious codes being distributed through BYOD (Park et al. 
2013).  
 
In the context of mobility, both public and private organisations, especially those allowing their 
employees to use their own private devices at the workplace, need to develop new solid policies 
(Hu et al. 2012) according to previously analysed risk (Poolsappasit, Dewri & Ray 2012). 
Currently, all private devices such as laptops, smartphones, and tablets indicate that “security 
policies are still incomplete in many organisations, and contain gaps and other inconsistencies that 
do not measure up to business obligations” (Escherich 2014, p. 1). In fact, a great number of 
organisations especially those with a smaller and mid-size production sector need to be re-
structured in order to satisfy the interoperability of new expected policies (Ifinedo 2012). Another 
aspect is that enterprise management must consider giving the required authority for a successful 
and effective implementation of new polices and information security systems (Virkki & Aggarwal 
2014). 
There are no clear mechanisms from which security leaders can rely on. Therefore, the time has 
come for all IT leaders and any other associated partners to work cooperatively towards 
information security management and strict policy enforcement to ensure user compliance. This is 
achievable by having a solid policy agreement with clear procedures for any recorded incidents of 
security breaches. 
2.21 Information Management  
 
Information management in a business and organisational context means a collective of data 
gathered from different departments in the organisation made ready for processing, with decisions 
made at the higher levels of the organisation—mostly strategic rather than tactical—and external 
information becoming more relevant than information sourced internally (Marchand 1985; Curry 
& Edward, 2016; De, Andrea, Marco, & Michele, 2016; Hilbert & Martin, 2016; Janssen, Marijn, 
& Agung, 2017). 
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(Marchand 1985) reveals that information management goes through four different stages 
throughout its development, and that IT and the information system are the main foundations that 
information management is built on: 
Stage 1: The controlling of information becomes more complex, since the amount of gathered 
information becomes extremely huge and increasingly exponential, due to company growth, 
diversification and government regulations (Janssen, Marijn, & Agung, 2017; Mergel,, R, & 
Kimberley, 2016). 
Stage 2: The management of automated technologies, where data processing activities are 
introduced, which results in fragmentation and uncoordinated management of processes. 
Stage 3: Information resource management, where data processing, and office automation are 
incorporated with central and personal computing resources. 
Stage 4: Knowledge management, where the management of information is physically and 
technically integrated along with Decision-Making, planning and operating (Janssen, Marijn, & 
Agung, 2017). 
Marchand outlines that within stage 3, many organisations are forced to re-evaluate their 
information management approach due to a number of trends. For example, information 
management has been recognised and is considered to be one of the most important resources to 
any firm, akin to marketing, finance and personnel management (Boaden & Lockett 1991). 
 
However, Jackson (1986) considers information management as a corporate function to pursue a 
centralised objective, such as the management of corporate information processing resources in a 
cost-effective manner including: (1) corporate databases; and (2) an associated service centre 
function incorporated with hardware, software and associated support personnel such as 
telecommunications and end user systems. All represent information resource management, which 
is composed of information security and IT ( Hilbert & Martin, 2016).  
 
Hirschheim (1986), supports Jackson’s view in his definition of IM: The organisation approach or 
guidelines to be adopted and implemented within an organisation towards the management of 
data/information resources and involves:  
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 The actual and formal information “account” that an organisation chooses to use as its 
information resource. 
 The actual and formal information systems designed to feed different groups and 
individuals within the organisation with requested/required information. 
 The actual and formal information technology used to manage the information resources. 
 The actual and formal strategy and mechanisms towards the implementation approach to 
introduce both information systems and information technology in the organisation. 
 
2.22 Information Management and Security Concern 
Information management in today’s world, is considered a critical resource for information and its 
privacy (Bélanger & Crossler 2011) due to the advanced use of IT and information systems such 
as intranets (Curry & Stancich 2000). Today, organisations extensively rely on IT and information 
security (Fichman & Kemerer 2012) to manage corporate data and information internally (Luftman 
& Zadeh 2011) or externally (Cragg, Caldeira & Ward 2011), such as the implementation of 
payment electronic systems, booking systems, online registration systems, ticketing systems and 
much more across the Internet (Dhillon 1999). For example, nineteen companies showing initiative 
to protect themselves have signed on to use the Secure Sockets Layer (SSL) protocol for Internet 
security, (designed by Netscape Communication) including Apple, Digital, IBM, Microsoft, 
Novell and Sun.  
 
Curry and Stancich (2000), outline that information overload represents major challenges to 
organisations and thus, information should be timely, up-to-date, maintainable and cost-effective. 
Ross, Beath and Goodhue (1996), argue that organisations can overcome the overload of 
information by building a sustainable framework, including a strong IT staff, a reusable technology 
base and developing a partnership between IT and business management. Dhillon (1999), 
commented that the main issues and concerns regarding IM today is information security, which 
is the protection of information assets of the body corporate due to the massive use of IT and 
growth dependent on electronic network resources. Luftman and Zadeh (2011), support Dhillon’s 
concern towards information management, in a survey targeting senior IT executives from four 
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hundred and seventy-two organisations (one hundred and seventy-two American, one hundred and 
forty-two European, one hundred and three Asian and fifty-five Latin American) to help IT and 
business leaders recognise the important issues and trends facing information management by 
testing the top ten management concerns towards information management. Privacy and security 
were ranked 20th by Europe, 11th by Asia (including Australia) and 9th by both the United States 
and Latin America as two of the most important issues facing information management. 
 
From the literature, it is clear that a huge amount of information owned by different organisations 
are shared among people and organisations, within information management. Thus, the security of 
information management must be considered as one of the most important factors to measure the 
quality of service from organisations and service providers.  
  
2.23 Software 
 
Software is a generic term for a set of instructions or rules—commonly known as a program—that 
has been programmed to execute different hardware components or to perform specific tasks by 
end users. The computer function or task cannot be performed or operated without the set of 
instructions. There are two different types of software that are commonly known—system software 
and application software (Acklin 2014). Software can be physically recorded on CD-ROMs, DVDs 
or hard discs (Maurya 2012). Some software can be transmitted wirelessly over the Internet 
(O'neill, Lilley & Rao 2014) or directly between computers using infrared technology or Bluetooth 
(Kidney, Warnes & Andrews 2006).  
According to Joshi (1987) computer software falls under two categories: operating systems and 
application programs. The overall operation of a computer system is managed and controlled by 
an operating system. A disc operating system originates from a storage source and is usually 
external to the computer, whereas a firmware operating system is usually located in read-only 
memory. However, if the entire operating system is located in firmware, then the firmware 
operating system must have a “bootstrap loader” for loading the disc operating system. Application 
software is a set of instructions that originate from an external source to perform a specific task 
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and is executed through an operating system. The operation of a computer is coordinated by the 
operating system and instructed by the application system.  
2.24 Different types of Software  
There are two types of software used, namely, system and application software. These will be 
discussed below. 
System software 
System software has a direct interaction with hardware components in order to operate the system 
and also provide a platform for other applications to work. It includes disc checkers, registry 
checkers and an operating system (most computers are pre-installed with this software). Windows, 
Linux, iOS and Android all are good examples of operating systems that are a part of the system 
software (Kindberg & Fox 2002).  
Application software 
Application software is commonly used by end users to accomplish certain tasks. Microsoft office, 
Enterprise Resource Planning (ERP) system, and EndNote are all examples of applications 
software (Meyer et al. 1998).  
2.25 Software and Security Issues  
Today, most computers in the world share the same features in that they are becoming extensively 
interconnected and are greatly relied upon to process and store sensitive information ( Cunningham 
& Sean, 2018; D’Orazio, Christian, Kim-Kwang, & Laurence; 2017; Halls, David, &  Rob, 2017; 
Keene, David, & Daryl, 2016; Van & Wil, 2016; Drake 1999). Thus, the unauthorised access risk 
and threats to different systems and information has increased due to this increased 
interconnectivity (Mukai et al. 2007). Below are the main security issues threatening both system 
software and application software:  
  
48 
 
Identification & authentication of users, cryptography, virus prevention 
Many security advances exist in these areas and most of these advances eventually rely upon 
computer software. Personal computers in most cases are used as a tool to gain access to computer 
systems, the software in these small personal computers is vulnerable to “local attacks”. The local 
attacks that target PCs could be software that has been compromised by people or by other software 
( Aljawarneh, Shadi, Ali, & Reem, 2017; Lin, Jie, et al., 2017; Wurm, Jacob, et al., 2016; Godwin 
& Walters 2006). This includes, ”passwords (Kelley & McAuliffe 2007), user-IDs, credit-card 
numbers and expiry dates, bank account and PIN numbers, smart-card data, biometric information 
including fingerprint scan (McArdle & Johnston 2007), cryptographic keys, and the like, are all 
examples of identification, authentication or similar data which is either sensitive in itself, or may 
allow access to sensitive, restricted or other information or services” (Drake 1999, p. 1). 
Illegal access to computer systems 
This could occur by obtaining information and exploiting various security flaws found in computer 
software products (Wiseman 2008). 
Puthal et al. (2016) stated that more than 20 billion IoT sensors are deployed on the Internet, and 
this number is expected to increase  in scale over the next five to 10 years and estimated by US 
Federal Trade Commission to reach upto 50 billion IoT devices by 2020 (V. Cerf and M. 
Ohlhausen, 2013). 
The collected data by IoT devices is expected to be used by decision making in several application 
domains, such as smart healthcare, smart home, precision agriculture, and disaster management. 
The collected data can be categorised into different levels namely (1) personal and home IoT 
applications are at the level of an individual or home, (2) enterprise IoT applications are at a 
community scale, (3) utility IoT applications are at the local or regional scale; and (4) mobile IoT 
applications spread across domains (J. Gubbi et al., 2013; Sajid, Anam, Haider, & Kashif 2016; 
Puthal et al., 2016).  
There are several security concerns associated with data collected through IoT applications, such 
as trustworthy of the IoT sensors, the verification that sender is a sensor device, not a robot or 
malicious device hosted in the edge of the data center, and the assurance that data wasn’t corrupted 
in the edge of the data center while in transit to the Cloud data center. Security leaders stated that 
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addressing these issues requires enforcing the security and privacy in IoT applications across layers 
J. Gubbi et al., 2013; Puthal, Deepak, et al., 2016; Roman, Rodrigo, Javier, & Masahiro, 2016; 
Sajid, Anam, Haide, & Kashif, 2016; Yan, Qiao, et al., 2016).  
Viruses 
There are different types of viruses (Suuronen, Janne, & Martin, 2016; Yang, Lu-Xing, Xiaofan, 
& Yingbo, 2017) and they can easily be distributed to systems in different forms. After a virus has 
been introduced to a computer, it automatically spreads (Pagan & William, 2016; Singh et al., 
2018; Xiaofan, & Yingbo, 2017; Zhang, Chunming, & Haitao, 2016). For example, Trojan-Horses 
are executed with user acknowledgment by masquerading as a new or well-known computer game 
or other product. Some viruses are introduced to systems through electronic mail attachments 
(Jingbing, C. U. I., Yu, T., & Bai, Z., 2018; White, Gregory, Eric, & Udo, 2017),which 
automatically execute—or execute after a simple mouse-click—incorrect security settings on the 
Internet, on the TCP/IP or even on modems (Marsden & Green 2009). 
Computer software piracy 
This problem is increasingly expanding and could be mitigated by the encoding of registration or 
serial numbers that accompany the product (Bahar 2013).  
The software piracy phenomena has noticeably increased in the past decades due to the advanced 
development on hardware and software industries ( Andrés, Antonio, & Simplice, 2016; Asongu, 
Simplice, Pritam, & Sara, 2018).  The developments were divided between system software such 
as operating systems like “Windows” and “Apple” Macintosh” and their user interfaces (Chavarria 
et al. 2016). The advancements in hardware was obvious by producing a very powerful personnel 
computers, smartphones, and different types of portable computers (Andrés, Antonio, & Simplice, 
2016). This all contributed towards more consumptions and demand on software. However, the 
software companies and developers have restricted the use of free software by commercializing 
the software industries and that led end users to find alternatives to download free software through 
a software piracy (Chavarria et al. 2016; Gomes, Nicolas, Pedro, & Luís, 2018).  
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Three main themes on fighting software piracy were discussed by different scholars. The first 
theme presents the discussion about the software piracy through non-legal mechanisms such as 
community engagement, ‘making legal easier’, online-only offerings and digital rights 
management (Holm 2014). The second theme presents the issue of software piracy through the use 
of catch-up techniques for Intellectual Property Rights (IPRs) policy harmonisation (Asongu 
2013). The last theme on fighting software piracy through mechanisms of certainty in punishment 
(Yoo et al. 2011) and IPRs protection contingent on legal origins (Asongu 2015) and knowledge 
of ethics codes in academic institutions (Santillanes and Felder 2015). 
2.26 Security Breaches for the Above Components 
Despite the fact that over $20 billion was invested in IT security technology in 2014, uncountable 
enterprises and government organisations have fallen victim to cyber-attacks (Adepu, Sridhar, & 
Aditya, 2016; Ding et al. 2017; Taha et al. 2018) of incredible sophistication and complexity 
(FireEye 2014). According to a recent survey that was published in the Help Net Security (HNS) 
newsletter (Tilley 2015), security concerns rank the highest with chief information officers (CIOs) 
and IT professionals in 2015, as cyber-attacks are increasing with more complexity than ever 
before (Liu, Shuai, et al. 2016; Liu, Xuan, & Zuyi, 2017; Taha et al. 2018). The results revealed 
that more than half of the respondents (51%) believed that the security budget should not be cut or 
reduced (Fielder, Andrew, et al. 2016; Kappelman et al. 2017). 
Although external security threats are considered as a de facto issue, there are internal security 
issues and challenges created by employees that are a deep concern to IT professionals. Such issues 
have the potential to introduce genuine security disasters to an organisation. In one instance, about 
62% of workers admitted to using mobility (Kearns & Grover 2016) and a further 59% were 
sharing passwords (Jacobson, Douglas, & Joseph, 2016), which in turn led to stricter security 
policies for the employees (Tilley 2015). The Ponemon Institute reported that the cost of security 
data breaches in 2014 exceeded five million dollars on average (FireEye 2014) which indicate that 
the security implications are not limited to the loss of a company’s reputation, but to additional 
cost as well.  
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2.27 Information Security Accountability 
The following section discusses in detail four different areas related to accountability. First, the 
organisation and end user accountability are briefly introduced. Second, the meaning of 
accountability is discussed. Third, the evolution of accountability is explained. Finally, the 
conceptual factors of IS Accountability are listed and discussed.  
2.27.1  Organisations and End Users’ Accountability  
People will remain the most responsible party in mitigating human risks posed by malicious tools 
(Abraham & Chengalur-Smith 2010). There is a social responsibility in combating threats and 
therefore, all parties should work together to mitigate the risks of malicious threats and that 
includes governments, ISPs, end users, and international bodies. (Abraham & Chengalur-Smith 
2010). 
 
2.27.2  What is Accountability and How Does it Relate to Cloud 
Computing and ISMSs 
Accountability is a global term that has been used and presented for a number of years in computer 
science, finance and public governance, and is becoming more incorporated into business 
regulatory programs. However, recently the term accountability has emerged in terms of a 
worldwide privacy and data protection framework (Pearson et al. 2012). The research effort on 
accountability has produced a considerable number of definitions. These definitions embody 
different spheres of accountability research. Both academics and practitioners have different views 
and interpretations of accountability. For example, accountability in computer science according 
to scholars is referred to a limited and imprecise requirement that is met by reporting and auditing 
mechanisms (Cederquist et al. 2005; Pearson 2011). Yao et al. (2010), considers accountability as 
a way of making the system accountable and trustworthy by the combination of mechanisms. 
Accountability should be approached by having mechanisms that concentrate on a broader scope 
of the legal issues (Butin, Chicote & Le Métayer 2014; Vedder & Naudts 2017). For example, 
Vedder and Naudts (2017) suggested to call for accountability mechanisms that transcend the 
mechanisms that are inherent in regulation. Authors like Jaatun et al. (2016) proposed to develop 
accountability mechanisms that would diversify processes, non-technical mechanisms and tools 
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that would support accountability practices. Rush (2010) defines accountability as the reporting 
and auditing of mechanisms and obligating an organisation to be answerable for its actions. 
 
Vithanwattana, Mapp and George (2017) identified accountability as the process of tracking users’ 
activity in a continuous manner while accessing resources in the system. The users would be 
tracked against the systems they accessed, which systems they were granted access to, what type 
of information they accessed, the amount of data transferred during their access, time spent on the 
system and when they disconnected from the system.  
 
Muppala, Shukla and Patil (2012) refer to accountability as the adherence to accepting the 
ownership and responsibility towards all actions in a standardised way as regulated by an 
acknowledged organisation such as the Organisation for Economic Cooperation and Development 
(OECD) who published privacy guidelines in 1980. However, Ko et al. (2011) consider 
accountability as one out of the four components of trust in Cloud computing. The remaining three 
are security mechanisms (e.g. encryption), privacy (the protection of personal or confidential data 
not to be exposed) and auditability. A reasonable definition for accountability has been provided 
by the Galway project of privacy regulators and privacy professionals. To them, accountability is 
defined to as the commitment towards safeguarding personal information with an obligation to act 
as a responsible steward by taking responsibility for protecting, managing and appropriating use 
of that information beyond mere legal requirements, and to be held accountable for any misuse of 
that information (Centre for Information Policy Leadership 2009b). 
 
The Centre for Information Policy Leadership in the United States has identified accountability in 
relation to privacy as “the acceptance of responsibility for personal information protection. An 
accountable organisation must have in place appropriate policies and procedures that promote 
good practices which, taken as a whole, constitute a privacy management program. The outcome 
is a demonstrable capacity to comply, at a minimum, with applicable privacy laws. Done properly, 
it should promote trust and confidence on the part of consumers, and thereby enhance competitive 
and reputational advantages for organisations” (Centre for Information Policy Leadership 2011a, 
p. 1).  
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Pearson (2017) stated certain conditions need to be met in order to provide an improved basis of 
trustworthiness in the Cloud computing environment, which automatically enhances 
accountability.  
 
This study uses the definitions of accountability offered by several authors (Centre for Information 
Policy Leadership 2009b, 2011a; Muppala, Shukla & Patil 2012; Vithanwattana, Mapp & George 
2017). These definitions cover the central components of accountability namely Transparency, 
Responsibility, Assurance, and Remediation. For example, organisations are required to 
demonstrate a certain level of acknowledgement and assumption of Responsibility by introducing 
or having in place appropriate policies and procedures along with promoting good practices for 
correction and remediation in case of failure and misconduct (Pearson 2011). In addition, in terms 
of data protection, organisations should be held responsible against any decision made about the 
protection of data by report, explanation, enhancing Transparency, considering liability and be 
made answerable for the consequences (Muppala, Shukla & Patil 2012). Governance and ethical 
dimensions along with promoting implementation of practical mechanisms are all parts of 
accountability, whereas legal aspects and guidance should be interpreted for data protection 
(Centre for Information Policy Leadership 2010). The above definitions are used as the basis of 
this study because the definitions incorporate the protection of organisational assets and personal 
privacy.  
 
However, none of these studies have mentioned the role of the ISMS in controlling all aspects of 
accountability in Cloud computing. This indicates that the need to employ an ISMS in order to 
control all aspects of security challenges in Cloud computing is a trend in today’s world. 
Accountability in relation to cloud service provision needs to be examined and investigated with 
regards to its integration with ISMSs. 
 
Therefore, accountability and ISMSs are interconnected with each other, since both of them are 
designed to satisfy the same approach towards information security management and data 
protection. Their main goals are to ensure the protection of organisational assets and personal 
privacy regardless of the difference in processes and procedures followed to achieve each 
approach. 
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2.27.3  Evolution of Accountability 
 
The principle of accountability is found in the well-known OECD Guidelines; in the laws of the 
European Union (“EU”), the EU member states, Canada and the United States; in emerging 
governance such as the APEC Privacy Framework and the Spanish Data Protection Agency’s Joint 
Proposal for an International Privacy Standard. The Organisation for Economic Co-operation and 
Development (OECD) established accountability as a principle of data protection in 1980 and since 
then has played an increasingly important and visible role in privacy governance. The emergence 
of the accountability principle places responsibility on organisations as data controllers to comply 
with measures that give effect to all of the OECD principles (Centre for Information Policy 
Leadership 2009a). In the European Union, the principle of accountability initially considered 
privacy protection including the implementation of processes by organisations, which in turn 
assessed how much data was to be collected, the usefulness and the usability of the collected data 
and the protection level required to ensure information security. The transfer of data outside the 
EU has been managed to ensure safe transfers of sensitive and personal data, which was addressed 
in the EU accountability principle in the data governance section (Centre for Information Policy 
Leadership 2010). In February 2009, The Spanish Data Protection Agency’s established a basis 
for data transfers and created the Joint Proposal for an International Privacy Standard, which 
included the principle of accountability (Centre for Information Policy Leadership 2011b). The 
office of the Privacy Commission of Canada established the first principle of accountability in 
2009 under Canada’s Personal Information Protection and Electronic Documents Act (PIPEDA) 
that soon became part of the law that relates to processing, storing and transferring data 
domestically and outside the Canadian border (Centre for Information Policy Leadership 2009b). 
In the United States, the government has acted initiatively to enhance the principle of data 
protection and accountability by imposing legal obligations, Under the Gramm-Leach-Bliley Act, 
and the Safeguards Rule, enforced by the Federal Trade Commission, requires financial 
institutions to have a security plan to protect the confidentiality and integrity of personal consumer 
information (Weitzner et al. 2008).  The Asia-Pacific Economic Cooperation (APEC) Privacy 
Framework was established based on the OECD principles to manage the data protection and 
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privacy of personal information intended to be exchanged domestically or internationally and 
requires accountability during the data transfer (Centre for Information Policy Leadership 2009a, 
2009b, 2011b) Some of the petroleum companies are also applying this type of ISMS as well (the 
ITA 2015). 
 
The concept of Accountability has been strengthened by the European Union. On May 2018 the 
General Data Protection Regulation of the EU was implemented and directly applies to ther 
processing activities of personal data which has a link to the European Union (Albrecht & Jan 
2016). All members of the European Union have to adopt the new decrees and has to apply all 
associated sanctions in case of security breaches (Voigt,Paul, & Axel 2017). The GDPR is 
expected to have a major effect not only on the members of the European Union's but it's expected 
to raise the bar for data protection laws around the world (Tesfay et al. 2018). 
 
2.27.4  Conceptual Factors 
The Centre for Information Policy Leadership has identified accountability as “a demonstrable 
acknowledgement and assumption of responsibility for having in place appropriate policies and 
procedures, and promotion of good practices that include correction and remediation for failures 
and misconduct. It is a concept that has governance and ethical dimensions. It envisages an 
infrastructure that fosters responsible decision-making, engenders answerability, enhances 
transparency and considers liability. It encompasses expectations that organisations will report, 
explain and be answerable for the consequences of decisions about the protection of data. 
Accountability promotes implementation of practical mechanisms whereby legal requirements and 
guidance are translated into effective protection of data” (Centre for Information Policy Leadership 
2010, p. 2).  
As mentioned previously, this study uses the definition of Accountability offered by several 
authors (Centre for Information Policy Leadership 2009b, 2011a; Felici, Koulouris & Pearson 
2013; Muppala, Shukla & Patil 2012; Pearson, Luna & Reich 2015). In particular, these definitions 
cover the central components of accountability: Transparency, Responsibility, Assurance and 
Remediation. These definitions are used as the basis of this study because they incorporate the 
protection of organisational assets and personal privacy. Figure 2.2 shows the overall interactions 
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between these four key components in terms of achieving accountability. It should be noted that 
the double arrows indicate that the four factors interact with each other and are not necessarily 
independent of each other. 
 
 
Figure 2.2 The four central components of Accountability in the existing literature. 
 
2.27.4.1 Responsibility  
Responsibility in the context of accountability for Cloud computing service provision is the 
acknowledgment and assumption of responsibility by CSPs that they have introduced or have in 
place appropriate policies and procedures (Ilten et al. 2012; Ko, Lee & Pearson 2011). 
Responsibility is achievable by ensuring the existence of obligatory and enforceable written data 
privacy policies and procedures that reflect applicable laws, regulations and industry standards 
(Jaatun et al. 2016; Jaatun et al. 2017; Pearson, Luna & Reich 2015; Takabi, Joshi & Ahn 2010b). 
The accountable CSP should develop, implement and communicate to clients a set of data privacy 
policies that are informed by appropriate external criteria recognised by laws, regulations or the 
industry’s best practices (Toney & Kadam 2013). In addition, the accountable CSP should be 
prepared to provide clients with (Wang et al. 2010) and also design and deploy a set of procedures 
to implement effective and practical written policies according to the circumstances of each 
organisation—such as what data is collected, how it is used, and how systems and organisations 
are connected (Vithanwattana, Mapp & George 2017; Weitzner et al. 2008).  
Responsibility
Transparency
Assurance
Accountability in 
Cloud Computing
Remediation
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Responsibility by CSPs involves executive oversight; that is, internal oversight and responsibility 
for data privacy and protection (Centre for Information Policy Leadership 2011a). This can be 
achieved by the recruitment of a data privacy leader equipped with suitable resources and 
personnel, who will be responsible for reporting to the CSP organisation’s leadership (Cederquist 
et al. 2005). Senior management should be committed to supporting this process via: (1) 
appropriate reporting and oversight of the organisation’s privacy program; and (2) recruitment of 
senior-level executives in order to develop and implement the CSPs programs, policies and 
practices (Buyya et al. 2009). However, small- and medium-sized organisations should allocate 
such oversight resources according to their organisational context, such as the extent and 
sensitivity of their data holdings and the nature of their data usage (Rajani, Nagasindhu & 
Saikrishna 2013). By fulfilling the responsibility component, CSPs will have a stronger effect on 
the client’s side by increasing trust and confidence towards migrating the business to cloud the 
cloud, which in turn will increase accountability and reduce risks associated with Cloud computing 
(Ko et al. 2011).  
Responsibility is considered one of the most important factors of IS Accountability to adequately 
manage the relationship between CSPs and clients. IS Accountability supports data stewardship 
that enhances the trustworthiness of cloud ecosystems (Felici & Pearson 2014; Raab 2012). The 
accountable organisation (CSPs) should have a data privacy program in place to establish, 
demonstrate and test its accountability. Each organisation should demonstrate a level of 
Responsibility and a willingness to be accountable for any misconduct in its data practices, policies 
and procedures, which should be implemented based on external legislative criteria (Jaatun et al. 
2016; Jaatun et al. 2017), and generally accepted principles or the industry’s best practices. All 
policies and procedures must be approved at the highest level of the organisation, and senior 
management should demonstrate their commitment towards motivating Responsibility, which in 
turn encourages accountability.  
Globally, the EU Directive, OECD guidelines and APEC principles have established policies and 
procedures in accordance with legislation, in order to demonstrate their commitment to 
implemented policies and internal practices. 
2.27.4.2 Assurance 
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Assurance, in terms of Accountability for Cloud computing service provision, is to comply with 
governance and ethical measurements along with promoting the implementation of practical 
mechanisms that are commonly considered key parts of accountable processes and procedures 
(Centre for Information Policy Leadership 2010; Ilten et al. 2012; Pearson, Luna & Reich 2015). 
In addition, Assurance is considered as the main tool of evidence that provides valuable 
information to risk management where this evidence would be used by providing confidence to 
stakeholders that the qualities of service and stewardship with which they are concerned are being 
managed and maintained appropriately (Felici & Pearson 2014; Pearson, Luna & Reich 2015).  
The following are part of Assurance in relation to accountability for the provision of Cloud 
computing services. 
2.27.4.2.1 Staffing and delegation  
Adequately trained personnel will ensure the validity of the CSP’s privacy program, and will 
appropriately allocate the right resources to the right staff (Centre for Information Policy 
Leadership 2009a, 2009b, 2010, 2011a, 2011b, 2018; Nunez et al. 2013). Each organisation should 
have a reasonable number of staff to ensure their privacy program runs smoothly, providing 
adequate training to enable this and to also incorporate any new developments in the organisation’s 
business model, such as data collection practices and technologies, and consumer offerings 
(Popović 2010). The appropriate delegation of authority and responsibility for data protection 
within an organisation is deemed both effective and viable to an accountable CSP (Centre for 
Information Policy Leadership 2009a, 2010; Felici & Pearson 2014). Small and medium-sized 
organisations should ensure such delegations align with their specific activities and circumstances, 
such as the nature, size and sensitivity of their data holdings (Li, M et al. 2010). When correctly 
implemented, the client and CSP relationship will be more assured; with CSPs conveying their 
employees as appropriately trained and are assigned responsibility for the privacy program (Jaatun 
et al. 2016; Jaatun et al. 2017; Pearson et al. 2012).  
2.27.4.2.2 Education and awareness 
An efficient education and awareness program will ensure that an organisation’s personnel and 
on-site contractors are kept up-to-date on data protection obligations (Ramgovind, Eloff & Smith 
2010). Such ongoing education and awareness will enhance the CSP’s employees’ capabilities and 
increase their understanding of the essentiality of protecting clients’ data to avoid data leakage 
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consequences (Bristow et al. 2010) such as job dismissal (Ko et al. 2011). This process, without 
any doubt, will increase the level of trust between clients and their CSPs (Ko, Lee & Pearson 
2011).  
2.27.5 Mechanisms to Manage IS Accountability in the Cloud 
Computing Environment 
The literature has led to the identification of several mechanisms that researchers believe are 
supportive of achieving IS Accountability in a Cloud computing environment (Ilten et al. 2012; 
Jaatun et al. 2016; Jaatun et al. 2017; Jena & Mohanty 2017). It is believed that mechanisms are 
tools and activities that are used to implement and monitor the goals of IS Accountability. 
 
Jena and Mohanty (2017) have discussed the importance of cloud auditors to be used in online 
dispute resolutions (ODR) in the cloud environment where data is remotely controlled as part of 
the compliance process during the Remediation stage. The importance of cloud auditors as an 
effective mechanism was discussed by Jaatun et al. (2017). For example, mechanisms to clarify 
compliance with respect to extraterritorial legislative requirements and provide a list of 
certifications required, should be handled by the cloud auditor, as they are considered to be the 
main actor to perform audits and certifications, to monitor accountability levels of cloud 
providers and to make sure that collection of implicitly collected data is made transparent (Jaatun 
et al. 2017). Jaatun et al. (2017) stated that the need to introduce new mechanisms that enable 
cost-effective management to manage the increasing amount of data and resources in the Cloud 
computing environment provides extra Assurance to clients’ critical features such as security 
and privacy. Risk analysis mechanisms and compliance were discussed in the literature as well 
(Ilten et al. 2012; Jaatun et al. 2016; Jaatun et al. 2017). 
 
2.27.5.1 Ongoing risk assessment and mitigation 
To be an accountable CSP, processes are needed to understand the related risks to privacy that may 
occur from the implementation of new solutions, products, services, technologies or business 
models (Pearson 2011). The outcomes of ongoing risk assessment and mitigation (Zhang et al. 
2010) should be reflected in the organisation’s measures taken to mitigate clients’ potential risks. 
They should not treat risk assessment as static; rather that it is dynamic and evolving according to 
60 
 
the nature of the collected data, and the usage and processing of the data (Jansen, W & Grance 
2011). Organisations should also demonstrate a satisfactory level of risk analysis in relation to 
their organisational context to be accountable in risk assessment and mitigation practices 
(Heimgartner 2015) and by having an effective risk management process and SLAs in place 
(Jaatun et al. 2016; Jaatun et al. 2017; Pearson, Luna & Reich 2015). In addition, further 
demonstration should be made by these organisations of how such decisions are made and the 
steps taken to mitigate the risk (Clemons & Chen 2011). By having such steps in place including 
precise processes and procedures to arrest ongoing risk and mitigation, CSPs will be perceived 
positively by clients in terms of accountability, and are likely to be branded as a trustworthy party 
(Ko, Kirchberg & Lee 2011)  
2.27.5.2 Program risk assessment oversight and validation  
Constant reviews of an organisation’s privacy and data protection accountability program should 
be considered by both clients and CSPs in order to be perceived as an accountable organisation 
(Jansen, W & Grance 2011). This will ensure the consistent meeting of an organisation’s needs 
through sound decisions made regarding data management and protection that successfully 
promote and meet the privacy outcomes (Clemons & Chen 2011). An exchange review of such 
programs between CSPs and clients will improve trust and validate CSP programs, which in turn 
conveys an accountable partnership (Khajeh‐Hosseini et al. 2012).  
2.27.5.3 Event management and complaint handling 
An accountable organisation should have in place procedures that effectively respond to inquiries, 
complaints and violations of data protection (Centre for Information Policy Leadership 2010; 
Jaatun et al. 2016; Jaatun et al. 2017). A timely response to any inquiry, complaint or violation in 
terms of data protection will establish an image of support between clients and CSPs, which in 
turn will strengthen accountability between them (Bristow et al. 2010). The matter of support 
between clients and their CSPs can sometimes become complicated and often leads to contract 
termination, which means a loss of trust between clients and CSPs (Muppala, Shukla & Patil 2012).  
2.27.5.4 Internal enforcement  
Accountable organisations should have in place methods to enforce internal policy, ensuring that 
any breaches to those internal data protection rules by employees—such as IS Accountability 
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practitioners—propriate or misuse of data, are subject to sanctions including discharge (Centre for 
Information Policy Leadership 2010; Carvallo et al. 2017). In this case, such internal enforcement 
is directly connected to CSPs and strengthening these enforcement aspects will enhance the 
likelihood of clients choosing to employ that CSP (Bristow et al. 2010; Carvallo et al. 2017; Hadar,, 
Vax, N., Jerbi,, & Kletskin, 2017; Merlino et al. 2016). 
Overall Assurance and accountability are interconnected. Based on the business culture, each 
organisation is expected to establish performance systems to be perceived as an accountable 
organisation, and the following characteristics represent successful performance systems: (1) they 
are consistent with the organisation’s culture and are integrated into business processes; (2) they 
assess risk across the entire data life cycle; (3) they include training, decision-making tools and 
monitoring; (4) they apply to outside vendors and other third-parties, to ensure that personal data 
obligations are met no matter where the data is processed; (5) they allocate resources in places 
where the risk to individuals is greatest; and (6) they are a function of an organisation’s policies 
and commitment. In Europe, North America and Asia-Pacific seal programs are used where they 
play the role of third-party accountability agents, which provides external oversight by making 
Assurance and verification reviews a requirement for participating organisations. 
2.27.5.5 Transparency  
In order to ensure Transparency in the context of accountability for Cloud computing service 
provision, a range of issues need to be covered. An outcome of each review including 
modifications to rules and procedures should be made available to clients in a clear and timely 
manner (Takabi, Joshi & Ahn 2010b). The information should be appropriately conveyed to both 
client organisations and regulators in a rigorous and cost-effective manner (Pearson & 
Charlesworth 2009). As part of this process, the outcome of assessment measures or audits should 
be reported to the appropriate employee within an client organisation, and where necessary 
corrective action should be taken (Patel, Ranabahu & Sheth 2009). Transparency includes reports 
and explanations of decisions that have been made to protect data. It also means that acceptance 
of liability and redress actions are clearly presented to clients (Muppala, Shukla & Patil 2012). 
Transparency between clients and their CSPs is an essential element towards achieving 
accountability in Cloud computing, as most clients want to know who is handling their data as 
well as how, where and when it is used. To exchange such information between clients and CSPs 
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increases confidence and trust, which in turn increases accountability (Jaatun et al. 2017; Ko et al. 
2011).  
A level of Transparency should be demonstrated between clients and organisations. Clients should 
have rights over the collected data by checking it. They also have the right to stop using certain 
data where it is inappropriate or alternatively to correct the collected data when it is inaccurate. 
However, there may be limitations to the disclosure of information in some circumstances.  
2.27.5.6 Remediation 
To achieve Remediation that ensures accountability for Cloud computing service provision, there 
is a need for a range of remediation processes. Remediation according to Centre for Information 
Policy Leadership (2010, p. 7) is “the method by which an organisation provides remedies for 
those whose privacy has been put at risk”. In this context, an accountable organisation should use 
their best practices in correction and redress in the case of failure and misconduct (Jaatun et al. 
2017; Pearson 2011). In addition, an accountable organisation should have a specific remediation 
mechanism that suits each organisation according to their data holdings, and the way the data is 
used and appropriated for a specific issue. These mechanisms should be readily and easily 
accessible to clients, and the accountable organisation should be able to address complaints in an 
effective and efficient manner (Pearson 2013). The redress mechanisms would be different from 
culture to culture and from industry to industry. Therefore, decisions about redress should be made 
locally.  
However, these remediation mechanisms would need to be developed in consultation with a range 
of experts, regulators, civil society, and representatives of both public and private sector 
organisations (Jansen, W & Grance 2011). To establish a credible accountability approach, CSPs’ 
redress mechanisms should be fully discussed and examined, with each mechanism adequately 
serving the requirements of all related parties such as culture, regulations, self-regulations and 
laws (Pearson 2011). Such mechanisms would increase the confidence between clients and CSPs, 
and strengthen the decision on migrating a business to a cloud environment (Takabi, Joshi & Ahn 
2010b).  
Remediation complements accountability processes and procedures to ensure business continuity 
in case of failure. When failure occurs, individuals should have access to a recourse mechanism. 
63 
 
For instance, a third-party agency might be needed to address and resolve the failure that has 
occurred. Clients should be aware of the processes and procedures to be followed in case of failure.  
 
2.28 Summary 
As detailed above, the literature revealed four main components of accountability in relation to 
Cloud computing service provision and showed that in order to be an accountable organisation, 
the four components should be fully implemented. As can be seen in the descriptions of these 
factors, there are inherent interactions between the four components (Responsibility, Assurance, 
Transparency and Remediation) which means that they should all be addressed simultaneously; 
individually implementing each component is likely to cause failure in relation to IS 
Accountability. CSPs that wish to be regarded as accountable should be aware of these four 
fundamental accountability components and must be prepared to demonstrate to clients their 
accomplishment of them. However, this does not mean that there is a singular method for 
implementing all four factors or any individual factor – the nature of the organisation, its industry 
context, the type of data collected, the business model, and the potential risks that data usage raises 
for clients all have an impact on the method chosen for implementing these factors (Pearson 2011). 
The next chapter will present the Research Method and the motivation for this study. 
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3 Research Methods 
This chapter explains the research framework including the primary research questions. The 
research objectives and its impact on the field of IT are also explained. The motivation and 
significance for this study is thoroughly discussed in this section. Different aspects of the study 
methods such as the study design, data collection, data analysis, case studies, the interview process, 
transcription process and the analysis process are all thoroughly discussed in this chapter. Finally, 
the ethical issues will also be presented in this chapter.  
3.1 Primary Research Questions 
The two primary research questions that this thesis addresses are: 
 What is Information Security Accountability in the Cloud computing context? 
 How do government organisations achieve Information Security Accountability in the 
Cloud computing context? 
3.2 Research Objectives 
This study seeks to understand what IS Accountability is when organisations have migrated their 
business to the cloud and how do government organisations achieve a level of IS Accountability 
that is acceptable and appropriate for their organisational needs. This study aims to produce an IS 
Accountability framework enabled by a theoretical-based description and an analysis of the gap 
that exists between the ideal and the actuality of the institutional and technical environments of 
Cloud computing implementation in regards to IS Accountability. Finally, this study hopes to find 
out ways to strengthen the trust and confidence between organisations that have adopted the cloud 
and CSPs, which in turn strengthens IS Accountability and reduce risks connected to the adoption 
of Cloud computing services. This approach gives broader insights and perspectives to benefit 
different sectors, such as industry, civil society, academia and government. The extensive 
involvement in this study by industry was indicated by the enthusiastic participation of CSPs, data 
protection commissioners, the ITA and government client organisations. This active involvement 
highlights the significance and timeliness of this study into IS Accountability in Cloud computing.  
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3.3 Impact 
This study aims to have impacts in the following areas: 
 The study’s findings can contribute to the bodies of knowledge in the fields of 
information systems and information security. 
 The study can produce a set of recommendations that will help all information security 
practitioners, information systems specialists, policy-makers and regulators in relation 
to IS Accountability. 
CSPs and implementers all over the world will benefit from this study, in relation to 
improving IS Accountability in the cloud. This study will provide better insight and 
vision to both customers and CSPs to improve their services. 
 Small to medium enterprises (SMEs) may find the study useful in assisting their 
decision to adopt cloud service provisions for their business processes.  
 
3.4 Research Motivation and Significance  
Since little research has been done on IS Accountability Cloud computing initiatives in developing 
countries from a government perspective, this study contributes towards filling this empirical gap. 
In summary, this study has research significance because: (1) it is one of the few Cloud computing 
studies that focused on the government-to-government and government-to-private relationships; 
(2) it is one of the few studies that explored the meaning of IS Accountability in the Cloud 
computing context; (3) it is expected to be the only study of its kind that was conducted in Oman 
at the organisational domain; and (4) this study seeks a holistic approach towards cloud security 
with a focus on the strategic level of Decision-Making as well as the implementation level in 
different government organisations rather than focusing on a single government organisation. 
 
The migration to the cloud has become a phenomenon (Hobfeld et al. 2012) that has spread widely 
amongst government and private sectors across the world. Both sectors share a similar direction 
and vision for migrating to the cloud and the issue has received growing attention from the 
academic and business communities (Zissis & Lekkas 2012). In addition, there is significant 
evidence that it achieves its goals of flexibility, cost-effectiveness, and providing platforms for 
business and consumer IT services over the Internet. There is also a significant amount of 
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agreement about the existence of information security issues prior, during, and after cloud 
implementation, and thus concerns are being voiced about security issues introduced through the 
adoption of the Cloud computing model (Hashizume et al. 2013). Gartner (2015), predicted that 
by 2015 at least 20% of all cloud services would be consumed via internal or external cloud service 
brokerages, up from less than 5% today. However, by 2017, 80% of large enterprises will restrict 
their private cloud data centre services to less than 20% of their total data centre services (Gartner, 
2015). Furthermore, by 2020, the most common use of cloud services will be a hybrid model 
combining on-premises and external cloud services. In addition, Crompton (2015) states that 
despite the benefits and the rapid growth in the implementation and the adoption of clouds services 
by a wide range of customers, there are three main key strategic, operational and consumer 
challenges. 
 
The following are challenges that will remain in the adoption of Cloud computing in the coming 
years (1) governance (Nagpal et al. 2014); (2) Cloud computing environments (Khajeh‐Hosseini 
et al. 2012) which means (a) resource allocation and utilisation based on needs (Xiao, Zhen, Song 
& Chen 2013), (b) what type of cloud provision solution suits an organisation better i.e. a private 
cloud (Armbrust et al. 2010), a public cloud (Hofmann & Woods 2010) or a hybrid cloud solution 
(Mazhelis & Tyrväinen 2012) and which vendors would be right to play each role; and (3) security 
and privacy (Gartner 2015), which means how enterprises will ensure IS Accountability in cloud 
services and that their owner obligations are truly implemented in outsourced clouds (Hashizume 
et al. 2013) and that their data will not be exposed to security threats (Wei et al. 2014). However, 
despite the potential gains achieved in Cloud computing, the security of an open-ended and rather 
freely accessible resource is still questionable and this impacts cloud adoption. Behl and Behl 
(2012) state that a clear security strategy to stay secure along with security policy, processes and 
procedures with auditing mechanisms are needed to ensure and safeguard information security in 
the cloud environment. 
 
Although there are many research studies in Cloud computing and information security, the 
convergence of these two areas encourages further academic efforts towards understanding Cloud 
computing IS Accountability. Some of these topics are discussed with other issues, thus they are 
not explored separately. IS Accountability in cloud service provisions is one of the evolving issues 
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in cloud security and needs to receive significant attention (Ko et al. 2011). For example, cloud 
adoption and implementation (Borgman et al. 2013; Chung & Chun 2014; Colomo-Palacios et al. 
2013; Dargha 2012; Kuo et al. 2007; Morgan & Conboy 2013; Utomo 2014; Viradia, Bhatt & 
Jayswal 2014) and information security issues with clouds (Bessani et al. 2013; Kalpana & 
Singaraju 2012; Popovic & Hocenski 2010; Sabahi 2011; Tripathi & Mishra 2011; Yellamma, 
Narasimham & Sreenivas 2013; Yellamma Pachipala & Challa Narasimham 2014) all require 
further attention. 
 
3.5 Research Techniques 
This study used an interpretive qualitative case study approach. The rationale behind choosing the 
case study as the research method is explained in this section. The use of the case study 
methodology in both interpretivist and positivist research has been studied and justified by a 
number of scholars (Cavaye 1996; Creswell, J 2003; Creswell, JW 1994, 1998; Darke, Shanks & 
Broadbent 1998; Edmondson & McManus 2007; Eisenhardt 1989; Foddy 1994; Gillham 2000; 
Kothari 2004; Merriam 1998; Yin 1994, 2003). For example, Kothari (2004) has identified a 
qualitative case study approach as a way to solve certain research problems systematically with 
guidelines by the developed framework or theories connected to the intended research topic 
(Edmondson & McManus 2007). Creswell, JW (1998) encompassed case study methodology 
among the  five  traditions  of  along inquiry  with phenomenology, ethnography ,   and biography,
method research qualitative a adopted has study this of nature the While theory. grounded,  the 
choice of a valid methodology becomes a complicated task due to the various methods available 
within the qualitative culture of inquiry (Creswell, JW 1994). Thus, based on the research question 
and maturity of the study area, it was decided by the researcher to use the grounded theory 
approach (Strauss & Corbin 1998) and the interpretive qualitative case study was the method used 
for data collection (Eisenhardt 1989). This decision was made because it fit the nature of this study 
being a qualitative inductive exploratory study. Comprehensive and in-depth data about 
participants, motives, attitudes and behaviour can be offered by a case study methodology (Foddy 
1994). However, Yin (1994) argues that the data obtained from a case study cannot be used to 
generalise to other cases, rather it can be used to generate questions for future research to expand 
the theory.  
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A qualitative approach was proposed to be used for this study in order to obtain in-depth 
understanding or a rich picture of accountability in Cloud computing. To achieve an in-depth 
understanding about certain phenomenon is the main aim of a qualitative approach (Kvale 1989). 
Strauss, and Corbin, (1990) state that qualitative research methods can be used to uncover and 
understand what is concealed behind any phenomenon. Also, qualitative methods allow for new 
opinions on particular phenomenon, about which a significant amount may be already known. The 
absence of any existing framework that can be used for IS Accountability in the Cloud computing 
environment to manage the cloud service relationships between customers and their service 
providers was one of the main goals of this study. Since this study was exploratory in nature, it 
was proposed that grounded theory be used as the research methodology (Strauss & Corbin 1998). 
The grounded theory approach is extended by Eisenhardt (Eisenhardt 1989) and considered to be 
the base line to describe any phenomena—especially where no model exists to describe that 
phenomena—data will then be collected about the particular phenomena and then analysed. A 
resultant theory emerges from the collected data that describes what is happening. Glaser and 
Strauss (1967), consider that the main objective of the grounded theory method is to build theory 
rather than test theory.  
 
McMurray et al. (2004, p. 314) describe the grounded theory in the following way, “… data is 
gathered within a reflective framework where a broad research question is raised. Interviews are 
conducted, the data or recorded statements from the interviews are analysed, and a second set of 
interviews is conducted. After that, further analysis occurs with reflection and the formulation of 
provisional hypotheses”.  
 
The reflective framework aspect of the methodology used is a key part of understanding and 
making relationships in the data, concepts and themes that were coded. This reflective aspect of 
the methodology was conducted throughout the data collection and data analysis.  
The rationale for choosing Oman as the exemplar in this study is threefold: (1) the lack of research 
with focus on IS Accountability on Cloud computing from a government perspective in Oman; (2) 
Cloud computing adoption and implementation in Oman is in its early days but is growing rapidly, 
the outcome of this study is important for implementers and for future research in Infosyss and 
information security; (3) the researcher is an Omani citizen involved in the public sector in Oman 
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and there is a personal interest in seeking to understand what has happened and what is happening 
with the implementation of Cloud computing by looking at different perspectives. 
 
3.6 The Research Process  
This section provides an overview of the research process that was adopted for this study. 
 
 
 
Figure 3.1 The Grounded Theory Method (Adolph, Kruchten & Hall 2012). 
Figure 3.1 displays the use of the Grounded Theory Method for researching certain phenomenon. 
Even though it might appear conceptually simple, (Adolph, Kruchten & Hall 2012), it is rigorous 
and scientific in its practice. Figure 3.2 below highlights the processes involved in developing a 
Grounded Theory. 
 
The process for this study included a number of stages. The first stage involved collecting data 
by conducting interviews, and then coding the collected data through NVivo software by 
dividing data into separate items or concepts (Coleman & O’Connor 2007). These concepts are 
considered the building blocks of Grounded Theory Method (Adolph, Kruchten & Hall 2012). 
All concepts or themes were then reinterpreted and re-evaluated and inter-relationships between 
concepts were identified and recorded.  
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The gradual repetitive process produced the sub-concepts and from this, the theory started to 
emerge (Coleman & O’Connor 2007). Although this study used the Grounded Theory Method, it 
was extended by Eisenhardt's (1989) modified version, which will be explained in the next 
section. The figure below shows the complex research method process used in this study.  
 
Figure 3.2 A conceptual view of the research process showing major inputs, methods and outcomes, based on 
Eisenhardt (1989). 
The analysis steps that were performed (based on the grounded theory approach described in this 
chapter) are shown in Figure 3.3. The one-way arrows describe the various steps in the process. 
The content in the blue boxes inform about each step and correspond to Eisenhardt's (1989) 
modified version of the research process, which was essential to the generation of the theory. 
Figure 3.3 further displays the conceptual components with outgoing arrows after the selective 
coding process was done. These components were involved in performing a grounded theory 
analysis of the data (open coding, axial coding, and selective coding). 
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Figure 3.3 Eisenhardt (1989) theory building process combined with the Grounded Theory Analytical Process. 
The following list provides the key steps involved in the research process: 
 
 The use of NVivo 11 (QSR_International 2016), for coding and analysis of different 
themes.  
 Concepts and terms were grouped into categories and subcategories (hierarchical 
relationships) by using the axial coding process.  
 Axial coding and the use of matrix queries were used to help identify relationships 
between concepts other than the hierarchical relationships. 
 Selective coding was then used to integrate the concepts in order to find the 
relationships between themes (Strauss & Corbin 1998).  
 The theory was then validated by enfolding it with the existing literature on 
accountability and cloud service provision and by the use of cross-case and within-
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case comparison (Cresswell 1998; Creswell, J 2003; Eisenhardt 1989; Stake; Strauss 
& Corbin, JM 1990; Strauss, A & Corbin, J 1990).  
3.7 Research Design 
A wide range of literature was reviewed to provide a clear and general understanding of the context 
of accountability in Cloud computing and its service relationships. This study was conducted with 
eighteen case studies within nineteen Omani government organisations that both use and provide 
Cloud computing. This included thirty-four security staff with over two years of experience that 
were interviewed with open-ended questions. Over one hundred and twenty thousand words were 
obtained, with all interview transcripts analysed through an inductive and interpretivist qualitative 
approach (Eisenhardt 1989). The grounded theory methodology (Strauss & Corbin 1998) and 
NVivo 11 software (QSR_International 2016) were also used as tools for coding the themes that 
arose. 
 
3.8 Data Collection 
The primary data collection method was semi-structured interviews with thirty-four participants 
(twenty-six males, and eight females), which came from both the CSP and client’s side, and 
included the following: managers, executives, IT professionals, security specialists, Information 
and Communication Technologies (ICTs) professionals, information security leaders, and cloud 
experts. Most qualitative research is dependent on purposeful sampling (Minichiello, Aroni & 
Hays 2008); thus, the participants were selected (Eisenhardt 1989) according to their involvement 
in the implementation of Cloud computing in their department. They were also chosen based on 
their experience in information security, information systems and outsourcing fields. The 
interviews were conducted during official working hours in their offices, with each session lasting 
about an hour and a half. All interviews were recorded for analysis purposes. Different departments 
were selected based on the participants’ roles and levels of experience in information security 
and/or involvement in the decision-making process to allow triangulation (Creswell, JW 1998), 
which in turn was used to seek validation of the developed theory. Continuous analysis (Eisenhardt 
1989) was conducted after each interview to influence the discussion in the subsequent interviews. 
This ongoing review process helped provide an instant record of the key themes, it also enabled 
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interview comparisons for the final analysis to improve the subsequent interview questions. The 
interview process ended when it was determined that theoretical saturation had been achieved. 
3.9 Data Analysis 
The final data analysis stage was through a modified grounded theory (Eisenhardt 1989) 
combined with the grounded theory analytical process (Strauss, A & Corbin, J 1990). Different 
concepts (text) captured during the interviews were identified, with open coding used to identify 
concepts, categories and their properties. These concepts were then categorised into fundamental 
themes of the core elements of IS Accountability in Cloud computing, through the axial coding 
process. Selective coding was used to integrate the concepts and identify relationships between 
them (Strauss & Corbin 1998). More details about the data analysis process can be found in the 
attached Appendix J. 
The thematic coding used in this study is one of the most common forms of qualitative data 
analysis, which is founded in grounded theory. The study identified themes, categories and 
classifications of the data. Those themes were excerpted and coded from passages of the data 
driven from the interview transcription. Each coded theme was tagged or marked with a specific 
name.  
  
The model was validated by the enfolding of the existing literature on IS Accountability and 
cloud service provision and by the use of cross-case and within-case comparison (Creswell, J 
2003; Creswell, JW 1998; Eisenhardt 1989; Stake ; Strauss & Corbin, JM 1990; Strauss, A & 
Corbin, J 1990). Thus, the interviews conducted with participants from different government 
organisations to allow for triangulation and to increase the validity and reliability of the obtained 
data. Finally, the computer software NVivo 11.0 was (QSR_International 2017) used as an aided 
tool for coding and analysis of the different themes. 
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Series CSP Name Participants Gender (M/F) Provider Type 
1 Oman Data 
Park 
1 1F/0M  
2 Microsoft 1 0F/1M  
3 ITA Oman 8 2F/6M  
 
Table 3-1 List of interviewed CSPs in Oman (private and government) from 23/10/2015 to 21/1/2016 
 
 
 
Table 3-2 List of interviewed government departments from 23/10/2015 to 21/1/2016. 
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Table 3-3 List of standards used by government entities in Oman. 
 
 
 
 
 
 
 
 
 
 
76 
 
Table 3-4 The cloud migration services used by government entities in Oman. 
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3.10 Case Studies 
The interviews were conducted across various Omani government entities that had adopted Cloud 
computing with internal services such as a private cloud, or as a public cloud that was externally 
outsourced, or that had adopted both, which is commonly referred to as a ‘hybrid cloud’. These 
included ministries, educational organisations, IT associations and health organisations, including 
three public CSPs and three private. The public CSPs were Oman Data Park (ODP), Microsoft’s 
international arm known as Microsoft Azure, and Government-Open Source Cloud. Across the 
resultant twenty-one case studies, between one and eight interviews were conducted.  
Among the thirty-four participants, there were twenty-six that were male and eight that were 
female. All interviews were tape-recorded except for two participants that refused to participate if 
the interview was recorded, as per the RMIT University ethical agreement to respect participants’ 
terms and conditions. In this case, detailed notes were taken during and immediately after the 
interview. 
The interviews were conducted in two languages, based on the participants’ preference: English 
or Arabic. Some preferred English because most IT terminology is English-based, while others 
chose Arabic as it was easier for them to elaborate in. In some cases, a mixture of Arabic and 
English was used.  
All interviews were transcribed, and thirty-four interviews were perfect regarding clarity, and 
reach in data. However, two out of the thirty-six interviews were omitted due to a technical 
problem in recording and distortion that occurred during the interview. The researcher scaled up 
the number of interviews to have back-up and enough sampling to avoid not being able to meet 
the minimum number of interviews required for the qualitative research. Overall thirty-four 
interviews were transcribed perfectly including the non-recorded one, with twenty-six male and 
eight females as is depicted in Figure 3.4 
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Figure 3.4 Participants by Gender. 
 
Figure 3.5 Organisations by owner type 
3.11 The Interview Process 
The researcher used different methods of reaching the participants such as email, telephone calls 
and physical visits to their offices. An appointment was made for each interview and they were 
sent a brief about the study and the goals of the interview. The researcher prepared four documents 
(1) the interview protocol; (2) the study’s overview; (3) the ethical form approval authorised by 
26
8
Male Female
19
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Government Private
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RMIT University; and finally (4) the agreement forms to be signed by the participant if he/she had 
no objection to contribute in this study.  
The agreement form had different options where the participants had to choose. These options 
were (1) agree to do the interview; (2) agree to be tape-recorded; (3) agree to mention his/her name 
on the final thesis; (4) agree to mention his organisation on the final thesis; and finally (5) 
verification that he/she read all the attached documents and had no objection towards any of the 
included options.  
The overview document of the study attached that was sent to the participants consisted of 
information regarding the study—the aim of the study and the targeted participants along with the 
selection process. The document was close to the study proposal with some modification to some 
points such as the selection process, the motivation for the study and the targeted audience. 
The interview protocol document consisted of questions that were prepared to open up the dialogue 
and make a brief introduction about the study and each participant’s background. This protocol 
was very useful as it was like a road map where each participant had the ability to learn more about 
the interview and allowed them to make a quick overview of their responsibilities off the top of 
their heads. This eased the job for the researcher and participants and saved time. The interview 
protocol document included twelve parts, starting with demographics such as date, place of 
interview, and ended with a thank you to the participant.  
All instructions were explained in detail at the time of the interview by the researcher to ensure 
that the participant had read all the included points and clearly understood each one. The researcher 
elaborated more about the different options included in the consent form and made them clear to 
the participant in order to help them decide which option to choose. 
All of these documents were attached to an email and forwarded to the participants electronically 
or submitted directly to them in person (or to the reception of their department) and followed by a 
phone call to ensure that they had received all the documents. The researcher ensured that all the 
proposed candidates received their documents two weeks before conducting the interview. The 
interviews started at the end of October in 2015 and finished at the end of January in 2016. 
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3.12 Transcription Process  
The duration of the tape-recorded interviews was between thirty-three minutes and two hours. The 
transcription and validation process took about three months. The length of the transcribed 
interviews was between nine to twenty-four pages. After the transcription process, all transcripts 
were validated and checked by a third-party who had finished their PhD recently. This validation 
was to ensure that all the Arabic tape-recorded versions matched the transcribed version in English. 
This validation gave added value to the researcher as it pointed out many English and typing errors 
that were then fixed. This early edit to the transcribed text eased the job of the researcher in doing 
the analysis with the aid of NVivo 11, as it allowed the researcher to identify the relevant themes 
and concepts. 
3.13 The Analysis Process Using NVivo 
All transcribed interviews were imported to NVivo. The transcriptions were in two formats: PDF 
and Microsoft Word. No audio, video or pictures were imported to be used in the analysis. Some 
literature reviews about Cloud computing and IS Accountability in PDF format were imported to 
NVivo as well. However, they were not used in the coding process. Only the transcribed 
participants were used for the coding process. One hundred and eighty-seven items were coded as 
initial themes including the sub-items or child nodes. In addition, one hundred and seventeen 
memos were recorded for the coded parent and child nodes. These memos consisted the definition 
for each coded item based on the participant’s point of view and some direct quotations from the 
participant. Fifteen main items were coded as high-level themes including Accountability, 
Authority & power, Cloud benefit, Cloud computing, Cloud vision, Demographics, Education and 
awareness, Event management and Complaint handling, Executive oversight, Mature migration 
and experience, New approach in Oman (cloud), Ongoing risk assessment and mitigation, program 
risk assessment oversight and validation, traditional systems, and types of cloud service. Table 3.5 
below depicts the initial high level of coding that consisted of fifteen parent nodes. This is further 
illustrated in Figure 3.2. All tables consist two main things the theme name and the number of 
sources, which represents the number of participants out of the thirty-four that talked about this 
particular theme. 
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Theme 
Number of Participants 
that discussed the Theme 
Accountability 34 
Authority & power 34 
Cloud benefit 32 
Cloud computing 30 
Cloud vision 24 
Demographics 23 
Education and awareness 34 
Event management and complaint handling 34 
Executive oversight 32 
Mature migration and experience 32 
New approach in Oman (cloud) 31 
Ongoing risk assessment and mitigation 32 
Program risk assessment oversight and validation 32 
Traditional systems 11 
Types of cloud service 19 
Table 3-5 The initial high level of IS Accountability themes. 
 
 
Figure 3.6 The initial high level of themes, codes of IS Accountability. 
At the second stage of the analysis, the researcher analysed the data based on the participants’ 
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point of view towards IS Accountability, more specifically, what IS Accountability meant to CSPs 
and clients. Based on the concepts derived from the interviews, the researcher concluded that there 
were four perceptions of IS Accountability as summarised below: 
 
The perception of IS Accountability according to the ITA as a Government Cloud Service 
provider (GCSP). In this scenario many parent and child nodes were excluded from the high level 
of IS Accountability outcomes that concluded during the initial coding. In this scenario one 
hundred and sixteen items out of one hundred and eighty-seven themes were used to contribute to 
the meaning of IS Accountability according to the ITA as a GCSP. The ITA representatives left 
out seventy-one items that they felt were not related to IS Accountability. The following figure 
and table illustrates IS Accountability according to the ITA.  
 
 
 
Theme 
Number of 
Participants that 
discussed the 
Theme  
Accountability 34 
Assurance 34 
Breach of privacy 30 
Cloud Computing 30 
Cloud Security 33 
Comply with local standards 34 
Cooperation 33 
Education and awareness 34 
Event management and complaint handling 34 
Executive Oversight 32 
Ongoing risk assessment and mitigation 32 
Program risk assessment oversight and 
validation 
32 
Remediation 33 
Responsibility 34 
Transparency 34 
Table 3-6 The initial high-level themes associated with IS Accountability according to the ITA. 
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Figure 3.7 The initial high level of themes, codes of IS Accountability according to the ITA. 
 
 The perception of IS Accountability according to government clientele. In this scenario 
the government clientele’s perception covers different areas of IS Accountability. One 
hundred and twenty-nine items/nodes were coded out of one hundred and eighty-seven 
themes leaving out the remaining fifty-eight themes from the total coded items at the 
beginning of the analysis. The following figure and table illustrates the IS Accountability 
themes based on government clientele in Oman. 
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Name 
Number of 
Participants that 
discussed the 
Theme 
Accountability 34 
Assurance 34 
Cloud Benefit 32 
Cloud Security 33 
Cooperation 33 
Culture 30 
Education and awareness 34 
Event management and complaint handling 34 
Good Management of resources 32 
Ongoing risk assessment and mitigation 32 
Other constraints or challenges 26 
Program risk assessment oversight and 
validation 
32 
Remediation 33 
Reputation 32 
Responsibility 34 
Transparency 34 
Table 3-7 The initial high-level themes associated with IS Accountability according to the government clientele. 
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Figure 3.8 The initial high level of themes, codes of IS Accountability based on government clientele. 
 
 The perception of IS Accountability according to private CSPs (ODP - national local 
service provider and Microsoft - international service provider). In this scenario, the 
perception of IS Accountability was measured against criteria that concentrated more on 
Assurance and fulfilling the requirements of the SLA. Ninety-three items were coded to 
fulfil the requirement of IS Accountability based on the Private Cloud Service Providers 
(PCSPs). Ninety-four codes or items were excluded from the overall IS Accountability 
initial codes. The following diagram and table illustrates IS Accountability based on the 
PCSPs. 
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Name 
Number of 
Participants that 
discussed the 
Theme 
Accountability 34 
Assurance 34 
Concerns about information security in Cloud 33 
Cooperation 33 
Event management and complaint handling 34 
Executive Oversight 32 
Good Management of resources 32 
Ongoing risk assessment and mitigation 32 
Program risk assessment oversight and 
validation 
32 
Remediation 33 
Reputation 32 
Responsibility 34 
Transparency 34 
  
Table 3-8 The initial high-level themes associated with IS Accountability according to the PCSPs. 
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Table 3-9 The initial high level of themes, codes of Accountability based on PCSPs. 
 
 The perception of IS Accountability according to ICSPs hosting a private cloud. For 
example, the Ministry of Commerce and Industry (MoCI) and the Diwan of Royal Court 
(DoRC). In this scenario the clients concentrated more on the enforcement measures and 
strengthening the SLA internally in order to fulfil the requirements of IS Accountability. 
In turn, they increase training and education as part of motivation for their employees to 
become loyal and responsible. One hundred and seventeen items were coded leaving the 
remaining seventy themes out of IS Accountability. The following diagram and table 
illustrates IS Accountability according to the ICSP. 
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Name 
Number of 
Participants that 
discussed the Theme 
Accountability 34 
Assurance 34 
Cloud Computing 30 
Education and awareness 34 
Event management and complaint 
handling 
34 
Executive Oversight 32 
Good Management of resources 32 
The existence security department 22 
Ongoing risk assessment and 
mitigation 
32 
Program risk assessment oversight 
and validation 
32 
Remediation 33 
Responsibility 34 
Transparency 34 
Table 3-10 The initial high-level themes associated with IS Accountability according to the ICSPs. 
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Figure 3.9 The initial high level of themes, codes of IS Accountability based according to ICSPs. 
 
3.14 Ethical Issues 
This study followed the research policies (Code of Research Conduct) at RMIT. Since this study 
involved human subjects—recording of interviews and personal information—ethical approval 
from the Human Research Ethics Committee at RMIT was obtained. This is classed as Minimal 
Risk. Prior to conducting interviews, the respondents were informed verbally and in writing that 
this study had obtained ethical approval from the university along with details on how to report 
any misconduct. See Appendix A. 
 
3.15 Summary 
This chapter has covered the research framework including the primary research questions. The 
research objectives and the expected impact of this study were also explained. The motivation and 
significance for this study were thoroughly discussed in this chapter. In addition, the research 
methods such as, the research design, data collection, data analysis, case studies, the interview 
process, transcription process and the analysis process were discussed in this chapter. The ethical 
issues were also presented in this chapter. Detailed information about the case study will be 
thoroughly discussed in Chapter 4. 
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4 Case Study Background-Oman 
This chapter provides background information about the case studies that were used in this study. 
First, it discusses how Oman provides an appropriate case study location for looking at Cloud 
computing in government organisations. Second, it provides some background information on 
Oman and the use of IT in Oman. Third, it provides information on the general use of Cloud 
computing in Oman to help understand the background of the case study organisations’ use of 
Cloud computing. Fourth, it provides a description of the ITA who play a vital role in government 
use of Cloud computing in Oman. Finally, it points to some key issues that are described in the 
Appendices about the adoption of Cloud computing by Omani government organisations. 
4.1 Rationale for Oman as a Case Study Location 
The researcher chose Oman to be the exemplar case due to the following reasons namely (1) the 
implementation and adoption of Cloud computing services in Oman only started between the year 
2008 and 2010 (Nair 2012) which means it is still at an early stage; (2) it was believed that the 
issue of IS Accountability arising from the adoption of Cloud computing was of considerable 
concern to government departments in Oman; (3) the researcher is an Omani citizen who has 
worked in information security in the government sector, and had a personal interest in their 
experience to better understand the IS Accountability issues resulting from the adoption of cloud 
services; and (4) the enormous growth in the adoption of the cloud by Omani government 
organisations and the private sector. From 2010 to 2012, usage rose from 33% to 65% in 2012, a 
growth rate of 100% in two years (Nair 2012). As is seen in this study, by 2016, nearly all 
government organisations in Oman were using Cloud computing. However, the level of Cloud 
computing adoption in Omani government organisations varies considerably. Some government 
organisations are just beginning their adoption of Cloud computing while others have several years 
of experience and are using Cloud computing at a world-class level. This gave the researcher the 
ability to address case studies at many levels of adoption and usage. As is evident from this study, 
the government sector in Oman is an active, advanced (in parts) and recent adopter of Cloud 
computing and therefore provided a good site for this study.  
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This study is expected to contribute towards understanding the future of IS Accountability in the 
context of cloud service provisions in Oman. It is expected to be the only study of its kind to be 
conducted in Oman at the organisational level. 
4.2 Information Technology in Oman  
Oman—formally The Sultanate of Oman—is an Arab country located in the South-west of Asia, 
on the southeast coast of the Arabian Peninsula with a total land area of approximately 309,500 
square kilometres. It is bordered by the United Arab Emirates in the northwest, Saudi Arabia in 
the west, and Yemen in the southwest. Muscat is the capital city of Oman (Oman 2015). According 
to the latest estimates of National Centre and Statistics (NCSI) in 2015, the total population of 
Oman was 4,143,651 million people (NCSI 2015). However, nearly 1,822,777 residents, 42.5% of 
the total population, are expatriates, while approximately, 2,320,651 residents, 57.5% were Omani 
citizens (Sambidge 2014). 
The IT sector in Oman is developing rapidly and the Omani government is currently working 
towards the enhancement of the IT sector by undertaking a wide-ranging scheme of planning and 
developing programs (Naqvi & Al-Shihi 2009). For example, the transformation into a digital 
society is one of the important plans considered by the government of Oman (Ashrafi & Murtaza 
2008). The government of Oman established Knowledge Oasis Muscat (KOM) in September 2003, 
a technology park to satisfy the following objectives (1) help in the development of a knowledge-
driven economy; and (2) to serve as an attractive point for ICTs investment, to encourage new 
ICTs local companies by serving them with counselling and proper guidance in the ICTs sector 
(KOM 2008). In 2006 the Information Technology Authority (the ITA) was established by the 
Omani government (ITA 2015) in order to (1) set and develop a national IT strategy; (2) assisting 
Omani organisations with proper consultation and guidance to facilitate and implement IT 
infrastructure; and (3) control and manage the implementation of Oman’s digital strategy to ensure 
the solidity diversification into the digital world (Jabr 2010).  
In a recent report released by the United Nations (UN), titled “Measuring the Information Society 
Report” and according to The International Telecommunication Union’s (ITU), Bahrain, UAE, 
Qatar, Saudi Arabia and Oman are the top five among Arab states and were ranked within the top 
sixty in the ICTs Development Index (IDI) are considered as dynamic countries that recorded 
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above-average improvements in their ICTs. One hundred and sixty-six countries were measured 
according to their level of ICTs access, use and skills. Oman was ranked in fifth position among 
the Arab states with an IDI of 6.10 and was ranked in the top ten countries in the world for leading 
mobile network performance (Muscat Daily 2014a). 
The tremendous growth in mobile and Internet connections in Oman was acknowledged and 
praised in the latest report released by the International Telecommunication Union (ITU), a United 
Nations agency which reflects Oman’s development in the telecommunications sector. Between 
2008 and 2010 the number of Internet users increased dramatically, moving from twenty to sixty-
three per one hundred users in two years. In 2012 the number of Internet users reached 2,168,084 
with 78.2% in Internet penetration. Mobile subscriptions in Oman moved to 4,809,248 with a 
173.40% increase in mobile penetration compared to the past years (Patil 2012). This was likely 
due to the extensive use of Internet cafes, the involvement in social media activities by most youths 
and the rise of blogging, all having contributed to the increase in the number of Internet users, as 
stated in the ITU report "Measuring the Information Society’’. The report classified Oman’s 
mobile sector as highly competitive and appreciates the government’s efforts to create a 
knowledge-based economy and society (Patil 2012). 
According to Hilal Al Siyabi—the media and consumer affairs manager at Telecommunications 
Regulatory Authority in Oman—one of the main reasons behind this growth is competition. 
Omantel, a government company, was once the only service provider, now there are Ooredoo, and 
many Mobile Virtual Network Operators. Al Siyabi adds that competition always bring good news 
for consumers and as regulators they are looking for different scopes to improve the services 
provided, which in turn offers consumers more choices and better services at affordable prices 
(Muscat Daily 2014a) 
In summary, the development in the telecom sector and ICTs infrastructure in Oman is considered 
as one of the top priorities by the Omani government towards achieving Oman Vision 2020 aiming 
at the diversification into the digital world according to the directives of His Majesty the Sultan of 
Oman. This calls for a better understanding of the Arab digital generation and how global issues 
in the field of IT and telecommunications, beside the government’s efforts to incorporate use of 
ICTs for rapid economic growth, will affect the country in the years to come. 
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4.3  Cloud Computing in Oman 
Cloud computing has been rapidly growing in Oman, both in the private and government sectors. 
A number of indicators that support this can be seen:  
 The establishment in 2006 by the Government of the the ITA to both provide cloud services 
to government organisations and to regulate and oversee their use (ITA 2015), in addition 
to their broader IT responsibilities. 
 In 2014, Oman won the prestigious GITEX award for its G-Cloud project in the ‘Best 
Virtualisation Solution Implementation’ category (Muscat Daily 2014b).  
 The government has been planning and developing programs for the sector for several 
years as stated by Said Akar, the regional director of EMC for the South Gulf region (Khan 
2012). 
 Microsoft, IBM, Data Park, ITON and EMC have made significant investments in Cloud 
computing infrastructure in Oman (Adams 2012; Khan 2012; Muscat Daily 2011). 
There has not been much research performed on the adoption of Cloud computing in Oman. 
However Nair (2012) did two surveys in 2010 and 2012. Table 4.1 summarises the results: 
Summary Questions In 2010 In 2012 
Organisations having an awareness 
of Cloud computing technology  
33% 90% 
Organisations using Cloud 
computing technology  
33% 65% 
Some precautions taken to prevent 
security risks among the 
organisations using a cloud  
63% 15% 
Comprehensive precautions taken 
to prevent security risks among the 
organisations using a cloud  
37% 85% 
   
Table 4-1 Adoption of the cloud in Oman – Comparison between 2010 and 2012 
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As can be seen, there were large increases in awareness and usage over the period of 2010 to 2012 
in Oman. Organisations also became much more thorough about taking precautions to prevent 
security risks as can be seen in Table 4.1. 
4.4 ITA Oman 
A crucial element in understanding the use of Cloud computing within Oman’s government sector 
is the ITA. They have played a central role in the adoption and use of Cloud computing for the 
majority of Omani government organisations. As mentioned earlier, the ITA Oman was 
established in 2006 to provide, manage and direct IT infrastructure and strategies for the Omani 
government. As Cloud computing became more available, the ITA moved more into the field. 
4.4.1 Role of the ITA 
The ITA not only aims to provide services to manage the requirements of new technologies for the 
needs of the Omani people, but also to direct Oman towards becoming a knowledge-based 
economy. This is achieved by improving the efficiency of government services, enhancing the 
activities of businesses and empowering individuals with skills and knowledge (ITA 2015).  
Instead of only providing technical support to government organisations transferring to e-
Government, the ITA has expanded their roles to include the following: 
 Government infrastructure provision. 
 Advice and support relating to IT for the Government sector. 
 A capacity for the development of IT in society.  
The ITA has developed a number of IT infrastructure projects and implemented e-service delivery 
platforms such as Cloud computing by establishing The National Data Centre. The ITA has played 
a leading role in Oman in terms of developing frameworks and standards in relation to IT. This 
has been followed by oversight from government organisations to ensure that the ITA are 
committed to complying with proper standards when implementing their e-service projects and 
other requested services. 
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4.4.2 ITA Oman Structure 
The ITA currently runs eight major programs. These programs aim to fulfil Oman’s digital 
strategy. The ITA’s vision has changed to have a broader perspective rather than its original goal 
of digital transformation for Omani government entities (ITA Oman 2017). The eight services are 
as follows:  
1. Advancing the Digital Society 
The advancement of the digital society is intended to increase digital literacy and transform 
Oman into a knowledge society through several projects and training programs. This is 
supported by the National IT Training & Awareness Framework (NITTA) initiative. 
According to the ITA four hundred and sixty specialised training programs were given through 
the ITA in 2017 (ITA Oman 2017) as is depicted in Figure 4.1 below. Each of the columns 
represents a specific training projects. The Jump Start program was an internal program offered 
by ITA Oman to assist attendees in moving quickly to the digital society. 
 
 
 
Figure 4.1 The number of beneficiaries from the specialised training projects, ITA Annual Report 2017 (ITA 
Oman 2017) 
 
2. Encourage the development and delivery of Smart Government and Services. 
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This is achieved by projects in Collaboration with various government entities. Sixty-nine 
eGovernment services were launched in 2017 (ITA Oman 2017) as is shown in Figure 4.2 below.  
  
 
Figure 4.2 The government electronic services launched by end of 2017, ITA Annual Report 2017 (ITA Oman 
2017) 
 
3. A vibrant Digital and ICTs Industry Ecosystem 
This is achieved by supporting the development of the IT industry in Oman in terms of digital 
content, the development of mobile applications and the creation of Omani technological 
products through a number of projects and initiatives. This in turn enhances the strategic 
objectives of the Sultanate, and keeps the Omani IT sector in line with global advancements in 
the IT industry. The ITA has established the Centre for Mobile Apps Development and since 
its launch up until the end of 2017 (ITA Oman 2017), the centre has successfully trained 498 
trainees in smart mobile apps development as is shown below. 
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Figure 4.3 The total number of trainees in smart mobile apps development executed by ITA, ITA Annual Report 
2017 (ITA Oman 2017) 
4. Cyber Security and Trust  
The Information Security Department at the ITA has two main roles, which are divided among 
two different sections. The Information Security Department is responsible for the security of 
government organisations, and Oman Computer Emergency Response Team (OCERT) is 
responsible for the security and public awareness in the field of cyber space. However, both 
sections strengthen information security in government organisations by providing a secure 
environment with high quality security services and raising their awareness about information 
security. The ITA's (2017) annual report revealed a number of achievements in terms of cyber 
security and trust. The Information Security Department alone provides several services such as, 
network and portal protection, Internet access security, end-point security, information security 
operations, security assessment and IT security consultancies. This division has contributed to the 
securing many government departments in several ways as is depicted in the figure below.  
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Figure 4.4 The ITA’s Information Security Department achievements by end of 2017, Annual Report 2017 (ITA 
Oman 2017) 
In addition, the OCERT has made several achievements in terms of technical security support and 
information security awareness as is depicted below in Figure 4.5 (ITA Oman 2017).  
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Figure 4.5 The ITA O CERT’s achievements by end of 2017, Annual Report 2017 (ITA Oman 2017) 
Figure 4.5 provides an overview of the level of activity in the information security area that the 
OCERT had to manage in 2017. As can be seen the level of threat is significant. 
The OCERT also includes Cyber Security Professional Services, which provide cyber security 
training workshops, seminars and conferences to improve the capabilities of cyber security 
awareness in Oman. Its achievements depicted in the figure below. 
 
Figure 4.6 Cyber Security Professional Services achievements, Annual Report 2017 (ITA Oman 2017) 
Figure 4-6 provides an overview of how the OCERT is pro-active in improving information 
security in Oman.  
It also manages the Omani contribution to regional security by being a member of the International 
Telecommunication Union-Arab Regional Cybersecurity Centre (ITU-ARCC). The ITU-ARCC 
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was launched in December 2012. The centre aids Arab countries to establish national cyber 
security centres, help them gain international recognition, and give them the opportunity to benefit 
from the services provided by the centre, in cooperation with the International 
Telecommunications Union. According to the ITA’s annual report (ITA Oman 2017) the centre 
made great achievements in 2017 as shown below in Figures 4.7 and 4.8 respectively. 
 
 
Figure 4.7 Regional achievements of O CERT, Annual Report 2017 (ITA Oman 2017) 
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Figure 4.8 Regional and international achievement of Oman CERT, Annual Report 2017 (ITA Oman 2017) 
 
5. Governance, Standards and Policies 
The ITA has provided about forty-five cases of consultancy (ITA Oman 2017), and provides all 
the necessary services to different government organisations, which has saved the government 
large sums of money (see Figure 4.9 below). 
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Figure 4.9 The consultancy value in terms of cost and saved money to Omani Government, Annual Report 2017 
(ITA Oman 2017) 
6. Next-Gen Infrastructure  
The development and implementation of IT infrastructure in Oman to help government 
organisations and private sector entities is another role of the ITA. Through this role the 
ITA assures quality services and keeps organisations up-to-date in terms of the latest 
international technologies by undertaking various IT infrastructure projects and initiatives 
including ICTs, information security, and Cloud computing. The development and 
implementation of the IT infrastructure include six sub-programs they are: 
a. ePayment Gateway  
The government and private sector organisations and citizens are able to make 
secure electronic transactions and simplify payment procedures see Figure 4.10. 
 
Figure 4.10 The electronic payment achieved through the payment gateway by end of 2017, Annual Report 2017 
(ITA Oman 2017) 
 
b. The National Data Centre  
The National Data Centre was designed to host all the data of government organisations 
so that they may concentrate on their core business instead of thinking about IT 
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infrastructure and development matters. All technical support and disaster recovery are 
provided through this centre. Currently, the centre hosts the data of thirty-eight 
different government organisations. 
c. eTendering service 
All tenders have to go through this electronic gateway, this contributes to achieving 
better Transparency and accuracy in handling government projects. Since its launch 
and up until 2017, thirty-seven government entities have joined the system (ITA Oman 
2017) as depicted in Figure 4.11.  
 
 
Figure 4.11 The benefits gained from implementing tendering systems at ITA cloud, Annual Report 2017 (ITA 
Oman 2017). 
d. Oman Government Network (OGN)  
The OGN is a secure national network that enhances security between government 
organisations and supports the ITA’s projects for building Oman’s digital society. 
Collaboration is enhanced through this service. Fifty-four government sites were connected 
to this network in 2017; since then, the total has risen to 1060. The team works to develop 
a high-speed network to which fourteen government organisations are already connected.  
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e. Innovation and Support Centre (ISC)  
 
The ISC is a cloud-based shared infrastructure that includes servers, networks, storage, 
applications. All the IT infrastructure requirements of government organisations are met 
at the ISC. It allows government organisations to focus on their core business, thereby 
increasing their agility, improving efficiency and reducing their IT budget. According to 
the ITA (2017), eighteen government organisations have migrated business to the ITA’s 
cloud either fully or partially.  
 
f. Digital Certification  
Since 2012, the ITA’s National Digital Certification Centre (NDCC) has been offering 
digital certification (ITA 2017) (see Figure 4.12). This certification has to be implemented 
to fulfil the requirements of the electronic transactions law. A number of services are 
offered through the digital certification such as digital identity, digital certification, digital 
stamps and time stamps that allow citizens and residents to conduct transactions with a 
high level of confidentiality, trust, credibility and data protection. Public Key Infrastructure 
(PKI) is used to activate ID cards and SIM cards, and can be used as a certification method 
online without the need of having to be physically present at service providers’ locations. 
 
Figure 4.12 Digital certification offered by the ITA since the end of 2017, Annual Report 2017 (ITA Oman 2017) 
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7. Digital Promotion and Awareness 
Maintains awareness throughout the year through sustained media and promotional 
campaigns. The ITA has is Oman’s representative in international security events. 
According to the ITA, fourteen government organisations participated in COMEX in 2017 
(ITA Oman 2017). The ITA also uses different types of social media platforms such as 
Facebook and Twitter. The ITA also conducts surveys to measure the public’s awareness 
levels on eGovernment Services and other related security issues.  
 
8.  Operational Excellence  
The ITA tries to maintain operational excellence in a number of ways. Examples are: 
 Occupational Health and Safety Data. 
 Environment Data. 
 Audit/Inspection. 
 Customer Management.  
 ITA eTransformation.  
 Training and Awareness.  
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Figure 4.13 Maintaining operational excellence by the ITA, Annual Report 2017 (ITA Oman 2017) 
Figure 4-13 summarises a range of activities carried out by the ITA in their goal of improving IT 
usage in Oman. Many of the activities are not related to this thesis, but they illustrate the wide-
ranging nature of the ITA’s mandate. 
Summary  
As can be seen from the above, the ITA plays a leading role in the use and development of IT in 
Oman, especially in the government sector. Their role in the development and management of IS 
Accountability is crucial, specifically in the areas of Cyber Security; Governance, Standards and 
Policies; and Next-Gen Infrastructure. 
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4.5 Cloud Computing Adoption Processes 
During this study, a wide variety of information was gathered on the adoption processes of Cloud 
computing by Omani government organisations. This information covered issues such as 
motivations to adopt, adoption processes, the use and adaptation of standards, the adaptation of 
organisations’ ISMSs to the Cloud computing environment and implementing cloud services. 
These issues, while important, are not directly related to the study’s topic of IS Accountability. 
However, several appendices have been created to present some of these results for the interested 
reader (Appendix U: The Use of Meetings in the Cloud Adoption Process; Appendix W: The Use 
of Standards; Appendix X: The Use of ISMS and Appendix Y: Implementing Cloud Service 
Provision). 
4.6 Summary 
In this chapter, details about Oman’s geography, demographics, as well as the development of IT, 
and the adoption of Cloud computing in Oman were presented. It is important to understand the 
study’s background as it frames the context of the research, which follows in Chapter 5 and which 
was based on the research methodology established and justified in Chapter 3. In the next chapter, 
the principal findings of the research in relation to IS Accountability are presented. 
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5 Case Study Findings 
This chapter firstly presents how the participants define IS Accountability. Then, it examines the 
eight core elements of information security that arose out of the analysis performed on the data. IS 
Accountability is built upon the essential core elements described in this research. This is not to 
say that the many other elements identified in this study are not of relevance. However, the eight 
core elements were identified as those of major importance and are the ones that had the most 
impact in terms of achieving IS Accountability. Another important understanding of the core 
elements is that the implementation of the eight core elements of IS Accountability need to be 
custom-designed for each specific organisation, and that the emphasis placed on each of the eight 
core elements will be in a way that suits each organisation—its business model, and the way it 
collects, uses and stores data. 
The eight core elements include:  
 Accountability Support Environment 
 Flexible Change Process 
 Collaboration 
 Commitment to External Criteria 
 Assurance  
 Remediation  
 Responsibility  
 Transparency 
 
The revealed concepts from the interviews along with supporting statements made by 
participants are presented, providing the basis from which the key concepts were derived. The 
demonstration of each concept in this chapter consists of a general discussion, supporting quotes 
from the interview data, a summary of its relationship to the practitioner attributes, and a brief 
overview of how the core element contributes to IS Accountability. This is then followed by a 
discussion of sub-elements that were identified in relation to each core element. This chapter 
also discusses the key operational mechanisms that can be used to implement IS Accountability 
with the eight-core element model. 
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This section provides a brief overview on the analyses that the researcher conducted. As mentioned 
in Chapter 3, this thesis conducted a qualitative study based on data obtained through interviews 
with open-ended questions regarding accountability around Cloud computing. The interviews 
were described in Sections 3.1.7 and 3.1.8 and a number of additional questions were added after 
the early interviews were analysed. The process of analysis was conducted with the aid of a 
software tool called NVivo 11.0 (QSR_ International 2017), which enabled a structured and 
comprehensive analysis (as described in Section 3.1.9). This chapter will present and discuss the 
findings gathered from the thirty-four interviews with participants that worked in the field of IS 
Accountability in Cloud computing. The derived concepts from the interviews along with 
supporting statements made by the participants are presented, which provide the basis from which 
the key concepts were discovered. These concepts are described thoroughly in this chapter and are 
further analysed in Chapter 6 and compared with current literature in Chapter 7. 
To describe the results of the analysis performed by this research, the researcher ran two different 
analyses after the open-coding stage of the data analysis axial coding was performed. The first 
type of axial coding was hierarchical, looking for higher-level concepts, and the second part looked 
at relationships between concepts. In the first analysis process, a high level of accountability 
themes were revealed and the researcher re-analysed the themes, which generated a new set of 
accountability themes (as described in Section 3.9).  
 
 
5.1 The Definition of Information Security Accountability 
The key finding from this research is that there are eight core elements that make up IS 
Accountability. The researcher examined the meaning of IS Accountability against the eight core 
elements. The eight key elements were identified regarding achieving accountability along with 
their sub-elements. Based on this key finding, the following definition of IS Accountability was 
developed: 
IS Accountability is the ability of an organisation to be committed to data protection and 
the management of privacy, with the following:  
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 Active Collaboration between clients, CSPs, individuals and regulators.  
 Transparency in processes and operations. 
 Flexibility towards changing processes and procedures. 
 A consideration of a Commitment to External Criteria. 
 A willingness to adopt different mechanisms to assure responsible Decision-
Making. 
 Holding those responsible when an organisation fails to protect data and privacy. 
 Being able to fix the consequences of the problem as best as can be done and 
reacting to the problem to prevent it from reoccurring. 
 Continuing to do all the above on an ongoing basis. 
As can be seen from the definition above, there is no single aspect which determines what IS 
Accountability is, because it is a complex concept. It is important to realise that though there are 
multiple elements of IS Accountability, the level at which any specific element needs to 
implemented within an organisation is context-dependent. Therefore, the approach of achieving a 
certain level of IS Accountability is based on each organisation’s information security 
requirements. 
“The approach towards achieving accountability in cloud computing in terms of information 
security all depends on each organisation. What they need to achieve out of the bigger picture of 
tracing who did what? Especially with information security as each organisation has a different 
approach and different levels of information security and what suits one organisation may or may 
not fit another organisation”.  
The following section expands upon the eight core elements that formed the basis of the definition. 
 
5.2 Core Elements of Information Security Accountability 
The goal of this research was to understand what an organisation needs to do to achieve IS 
Accountability in a Cloud computing context. It should be noted that this is different from 
achieving information security as an organisation considered accountable for information security 
may still have corresponding breaches. Indeed, some aspects of IS Accountability such as 
Remediation may never come into play if such a breach does not occur.  
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In order to determine if an organisation is accountable for its information security, the first step is 
to determine and define the core elements of IS Accountability. Previous research (Al-Rashdi, 
Dick & Storey 2015) used a literature analysis to determine the following four core elements of IS 
Accountability—Assurance, Remediation, Responsibility and Transparency. This current study 
independently found that these four elements were considered by participants to be core elements 
in achieving IS Accountability. The four elements are defined as follows: 
 Assurance – a well-founded belief that all relevant actors are complying with government 
and ethical measurements, and promoting the implementation of practical mechanisms that 
support them (Centre for Information Policy Leadership 2010). 
 Remediation – “The method by which an organisation provides remedies for those whose 
privacy has been put at risk” (Centre for Information Policy Leadership 2010, p. 1). 
 Responsibility – the acknowledgment and assumption of Responsibility by relevant parties 
that they have introduced or have implemented appropriate policies and procedures (Ko, 
Lee & Pearson 2011). 
 Transparency – the availability and provision of relevant information in a clear and timely 
manner to the relevant parties (Pearson & Charlesworth 2009). 
 
Analysis of the case studies in this research confirmed that these four elements are core to an 
organisation’s definition of IS Accountability, and that the definitions presented in the earlier 
model are valid. A more detailed discussion of these four core elements can be found in Section 
2.4.4. The case studies also offered up four new elements (including sub-elements) as core to IS 
Accountability in the Cloud computing context: Accountability Support Environment, Flexible 
Change Process, Collaboration, and a Commitment to External Criteria. Figure 5.1 below shows 
the percentage of coded references for all eight core elements, and Figure 5.2 below presents an 
updated model that incorporates all eight conceptual core elements and their sub-elements.  
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Figure 5.1 Percentage of coded references for each element 
 
Figure 5.2 The extended model of IS Accountability 
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The above model (Figure 5.2) arose out of the analysis of the data collected in the case studies. 
The elements allocated inside the dark green boxes (Transparency, Assurance, Remediation, and 
Responsibility) are elements that were identifiable in the literature prior to the research as well as 
being identified in the research, whereas, the light green boxes include elements identified from 
the case studies but were not identified in the literature. 
The following sections provide further detail on each of the above core elements and their sub-
elements.  
5.2.1 Accountability Support Environment 
An Accountability Support Environment (ASE) in the context of Cloud computing, is the level of 
support provided by the organisation in regards to the implementation and ongoing provision of 
IS Accountability. By providing an environment which supports accountability, the overall level 
of accountability is increased. Overall, there was considerable discussion by the participants that 
there needs to be an environment that is supportive of understanding, implementing and 
maintaining IS Accountability. Such an environment strongly enables the successful 
implementation and operation of the other seven elements. 
 
“Culture plays an important role in influencing different decisions throughout the 
communication and daily routine decisions whether in clouds or any new concept in our country. 
I believe this applies to most of the other government clients in terms of dealing with the ITA or 
any other cloud service providers. Culture would affect the decisions surrounding change in 
policy, and taking things more seriously with more responsibility, which in the end reflects 
accountability”. - Client 
 
“I think we have to enhance the concept of information security culture, which is not easy to 
build. It requires years of work and awareness to make this culture as part of everyone’s lives. 
This can be strengthened by our higher-level management and indeed we do have understanding, 
and a supportive and mature management at the ITA. There is a huge difference between 
compliance and security, if you are secure but do not comply this is a big problem. Security is all 
about culture if you do not have this culture the likelihood of a breach is high. You might be 
complying but it is not enough to be secure and vice versa. Our top management is really 
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supportive of all means that make our position as a government provider strong in terms of 
information security and accountability as well”. - CSP 
 
Analysis of the interviews identified five sub-elements that were strongly supported as being 
necessary to support IS Accountability in general. The five sub-elements are shown in Figure 5.3 
below.  
 
 
Figure 5.3 Sub-elements of an ASE 
 
Each of the sub-elements is detailed and discussed in this section. There were several 
other sub-elements that could have been presented, however, the analysis identified these 
five as being the most important in providing a supportive environment. In summary, 
they are as follows: 
 Executive Engagement - internal Executive Engagement and Responsibility 
towards protection of information security and data privacy. 
 Documentation - acknowledges the importance of having Documentation in 
place, which needs to be supported and empowered by top management. 
 Decision-Making - encouraging and supporting the development and 
implementation of the IS Accountability program by making it real and not just 
Accountability 
Support 
Environment 
Executive 
Engagement 
Documentation 
Decision-Making
Resource 
Management 
Reputation
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on paper. This is achieved through putting proper decision-making mechanisms in 
place, which include the involvement of all stakeholders in the accountability 
program and introducing a level of enforcement towards decisions taken. 
 Resource Management - demonstrating a level of understanding of available 
resources along with good management of the allocation of the resources 
(financial and skilled personnel) to ensure that the client’s data that has been 
migrated to the cloud is well protected. 
 Reputation - maintaining the Reputation of the CSP is one of the crucial 
intangible assets directly connected to accountability. This is achieved by 
evaluating the client’s satisfaction with the provided services in terms of IS 
Accountability.  
Table 5.1 describes the sub-elements of ASE in terms of the number of interview sources and the 
coded references. 
 
ASE Sub-Element 
Number of participants that 
mentioned the element 
Number of coded references 
related to the sub-element 
Executive 
Engagement 
30/34 390 
Documentation 
20/34 222 
Decision-Making 
31/34 313 
Resource 
Management 
27/34 302 
Reputation 
24/34 122 
Table 5-1 ASE’s sub-elements 
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5.2.1.1 Executive Engagement 
 
Executive engagement refers to the way that executives are engaged in the development of 
information security policies and their operation. An accountable organisation needs to have a 
level of direct engagement by their executives to ensure an effective data privacy and IS 
Accountability program is in place. Top management is required to empower and help senior-level 
executives to develop and implement the organisation’s IS Accountability policies and practices. 
For example, top management should commit to appropriate reporting and oversight of the 
organisation’s privacy program. 
 
There was strong agreement by most of the participants about the role and impact that direct 
Executive Engagement has on achieving IS Accountability. Executive Engagement is considered 
as a key sub-element of ASE because it connects high-level management with middle management 
and eases the communication between them. It allows top management to be involved in all matters 
that might come across before, after and during the implementation phase of IS Accountability 
when moving data to the cloud. It enhances the ASE by assigning the needed resources with the 
correct delegation and personnel. A failure of an executive not being engaged throughout the 
implementation of an IS Accountability program leads to a less supportive environment, which in 
turn negatively impacts on IS Accountability.  
“We believe that our top management and their executives should be engaged across all levels 
that contribute towards the achievement of the accountability of information security. The 
executive engagement will give better management to different resources and utilisation of current 
and new agreed policies which in turn will emphasise the way to strengthen the SLA’s and its 
mechanisms. This engagement would also enhance the continuous review and monitoring of our 
policies and procedures, which may give us a better insight of protection towards our information 
security. Executives also make sure that there is compliance with all available national and 
international standards along with approved and published or circulated law such as criminology 
and electronic law”. 
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“We are very lucky with the support that we receive from top management down to the low levels 
within the hierarchy. Indeed, we are lucky of this generous support. Their support is not limited 
to day issues or information technology or information security. Their support covers all areas, 
and that really eases our job and allows us to achieve our goals professionally. In regards to our 
division, our top management insist to know how we are progressing, the challenges we face, 
and whether we are updated with the latest news about information security breaches”. 
 
As well as assisting overall, Executive Engagement helps to provide a supportive environment in 
several specific ways.  
5.2.1.1.1 Required operational mechanisms  
The IS Accountability practitioners stated that the development and the implementation of an 
organisation's privacy, accountability programs, policies, and practices have to be empowered by 
the executives by having their middle-level managers heavily engaged during the development 
stage. To do so, the executives have to have operational mechanisms in place such as an auditing 
and quality assurance team. The audit must be connected to an auditing department, and the review 
of procedures, operational performance and compliance versus quality, must be connected to a 
Quality Assurance Department. These operational mechanisms are used to assist the executives to 
implement a supportive environment for IS Accountability.  
“Executive oversight shows a high level of engagement towards reviewing and re-issuing the 
implemented policies to match the national or international accepted criteria and national law. 
This boosts our effort, of information security towards accountability”.  
5.2.1.1.2 Increasing Trust 
The IS Accountability practitioners emphasised that by having Executive Engagement in 
developing the processes and procedures, and regularly reviewing those policies, trust is enhanced 
between the CSPs and clients. More trust then leads to better accountability and a reduction in risk.  
 
“The ITA’s clients, in most cases, acknowledge the involvement of senior and middle 
management in improving our processes and support of having better information security 
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policies in place. This enhances the trust between the ITA as a provider and our clients, which in 
turn extends information security accountability. Direct involvement of senior managers means 
more confidence in the delivery of our services”. 
  
5.2.1.1.3 Formality and Decentralising Development and Authority 
When discussing executive engagement, it is important to note that engagement does not mean 
that the executive is the one who actually develops the programs, policies and procedures. The 
executive’s role is to support and provide input to the entire process. 
“Executives should authorise middle managers to develop and implement the organisation's 
programs, policies practices, plans and procedures. Keep in mind that too much formality and 
lack of managerial presence leads to a non-healthy environment, which in turn does not support 
achieving planned tasks and information security accountability in a cloud is one of those tasks”. 
The IS Accountability practitioners stated that decentralising power and authorisation eases the 
relationship between executives and their middle managers when developing and implementing 
information security programs, policies and practices along with plans and procedures. The release 
of some power enhances communication between executives and their lower-level managers, 
which leads to reducing the formality in the relationship between all IS Accountability 
practitioners. This then allows for a better level of accountability. They added that the more formal 
you are, the more the gap between executives, senior-level employees and the rest of employees 
increases. This affects the work environment indirectly. They also claimed that executives should 
support the whole team to create a more supportive environment which, in turn encourages the 
achievement of a higher level of IS Accountability.  
 
The IS Accountability practitioner sinterviewed for this study consistently stated that direct 
engagement and follow-up by executives in the development of policies and processes including 
the implementation of mechanisms enhances management and auditing, and offers proper 
utilisation of resources, which in turn strengthens accountability.  
“The executive oversight shows a high level of engagement towards reviewing and re-issuing 
the implemented policies to match the national or international accepted criteria and national 
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law. This boosts our effort, of information security towards accountability and data privacy of 
individuals and business partners in Oman and internationally”. 
 
5.2.1.1.4 Understanding Of Information Security 
 
Both the information security and cloud experts indicated that the extensive involvement of 
executives in the continuous reviewing of policies and procedures provides a better insight of 
information security and data privacy.  
“The process is continually reviewed by the management and they order each division to go 
through the outcome of the review and apply the required changes. The higher the involvement 
of the executive, the better outcome is expected most of the time because the executive has the 
proper authority to change some identified challenges whereas regular employees are not. The 
work is infinite, but this will be applied towards the enhancement of information security 
accountability with our business partners. Because we have adoption and migration of 
information to the cloud, we need to review our policies, processes, and procedures and check 
whether they are in line with our internal and external criteria including national laws”. 
 
5.2.1.1.5 Enforcement of compliance 
 
Information security leaders emphasised that engagement in developing the processes and 
procedures, and regularly reviewing them enhances confidence between CSPs and clients and 
enables the fulfilment of compliance. For example, participants stated that at the Royal Diwan 
the executives are heavily engaged in the implementation of newly introduced policies, and 
procedures that contributes to IS Accountability because without Executive Engagement none of 
the senior-level employees would listen. 
“Executive engagement is becoming a cultural norm because in some cases no one would adhere 
to whatever policies and information security practices you want to introduce to the organisation. 
The engagement by higher-level management is a must and, in most cases, the government uses 
the top-down approach to circulate any new decree or rules either through the minister, or 
cabinet or regulators”. 
121 
 
 
 
The IS Accountability practitioners from the Central Bank stated that all new information 
security policy that contributes to the accountability of information security is enforced through 
executives officially in the form of a mandatory requirement rather than a choice. This is done in 
order to make sure that all banks, money exchangers and investors obey to the implementation 
of the new policies. Therefore, Executive Engagement is mandatory to enforce some aspects of 
information security policies to the IS Accountability program. A negative aspect of this is that 
it becomes a habit where only those initiatives where executives engage in will be implemented. 
“We have to use a top-down approach whenever we want to conduct any project or introduce a 
new framework. Culture plays a very important role in our society and influences achieving goals 
both positively and negatively”.  
 
Summary 
The sub-element Executive Engagement was discussed by thirty out of thirty IS Accountability 
practitioners, which generated three hundred and ninety coded references (see Table 5.1). As can 
be seen from the previous discussion, Executive Engagement and its aspects (required 
operational mechanisms, increasing trust, decentralising development and authority, 
understanding information security and enforcing compliance) are an important part of the ASE 
element. Executive Engagement is a well-grounded concept, discussed strongly by nearly all of 
the IS Accountability practitioners that were involved in this study. 
 
5.2.1.2 Documentation 
 
Documentation is providing a reference for future work about all the processes and procedures in 
information security that have taken place to date in a readily available format. This helps to 
provide an environment which is supportive of IS Accountability. A failure to provide 
Documentation leads to significantly reduced accountability according to IS Accountability 
practitioners. 
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“Executives and top managers in the organisation are required to empower the use of 
documentation for all tasks throughout the implementation of accountability of an information 
security program and failure to have the documentation to be used in the future will, without a 
doubt affect the information security accountability programs”.  
 
Documentation is directly interconnected with IS Accountability as it is usually intensively 
examined in the case of an information security breach. If the implementation of IS Accountability 
is well documented along with the day-to-day monitoring process, this will help investigators to 
identify who was doing what and what the problem was.  
 
A key issue for IS Accountability Documentation is that it must be readily available. This instant 
availability helps to create a supportive environment for other IS Accountability activities, which 
strengthen overall IS Accountability. The importance of Documentation is not only limited to the 
ASE, it is important to the other seven IS Accountability elements also. Each element must be 
clearly documented along with their processes. Therefore, Documentation is necessary and has to 
be implemented at all the different stages of an IS Accountability process.  
 
“All things should be documented at least as a reference for future work. The documentation 
process must cover all processes that are involved in introducing new solutions to the 
organisation. This documentation will record all the work before, during, and after the 
implementation of new information security and accountability measures. The cloud service 
provider must make this documentation easily accessible upon request either by clients or by 
regulators for investigation purposes”. 
 
All executives and their senior-level executives have to acknowledge the importance of having 
Documentation in place and this has to be supported by top management. Every single task that 
has been pursued to achieve accountability of information security in the cloud must be well 
documented for future use. Failure to do so will lead to a direct impact towards achieving IS 
Accountability according to the IS Accountability practitioners . 
“Itis vital to document all processes and procedures in information security as a reference 
for future work, which also provides evidence of accountability. Such documentation should 
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keep an up-to-date record of all information security aspects implemented in organisations, 
with proper means of implemented solutions”. 
 
5.2.1.2.1 Summary 
The sub-element of Documentation was discussed by twenty of the thirty-four IS Accountability 
practitioners,and it generated two hundred and twenty-two coded references (see Table 5.1). This 
indicates that Documentation is a well-grounded concept, as it was discussed throughly by the 
majority of the IS Accountability practitioners in this study. 
5.2.1.3 Decision-Making 
 
The decision-making process is an important pillar in providing a supportive environment for IS 
Accountability. This is because it requires many operational decisions to be made on a day-to-day 
basis as well as having situations where critical decisions are needed to be made quickly in times 
of extreme stress. In addition, the ever-changing nature of information security requires many 
decisions regarding the tactical and strategics aspects of IS Accountability. An accountable 
organisation needs to demonstrate the ability to implement a set of mechanisms that ensure 
responsible Decision-Making towards data management and protection. Furthermore, an 
accountable organisation should have the ability to demonstrate to the clients how decisions are 
made. In organisations where the decision-making process is properly set up, a more supportive 
environment is obtained. 
 
“The clients and cloud service provider both agree on the importance of decision-making. 
Decision-making has different stages and the top management from both sides (client & cloud 
service provider) should understand the necessity of making decisions at the occurrence of a 
critical event. The day-to-day work and operational aspects need some immediate and flexible 
decisions which cannot wait for long to take proper action. Of course, the approval for decisions 
made by top management regarding routine work is not permitted in critical cases”. – The ITA  
 
Two specific aspects of the sub-element Decision-Making were signalled as being particularly 
important. They are explained in detail below. 
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5.2.1.3.1 Enforcement of Decision-Making 
The first important aspect of the decision-making process that was emphasised by the IS 
Accountability practitioners was the need for the enforcement of decisions. Proper enforcement 
encourages a stronger support environment as people can be assured that decisions will be carried 
through.  
 
“The task of accountability is never easy but we need to achieve it either by internal enforcement 
or by laws and regulations”. 
 
5.2.1.3.2 Decentralisation of Decision-Making 
The other important aspect of Decision-Making that was discussed by the IS Accountability 
practitioners was the need to decentralise Decision-Making. Executives and senior managers need 
to decentralise some Decision-Making to enable lower-level management to take action when it is 
needed instead of waiting for the executives, especially if it is in relation to an information security 
threat. The executive can achieve this by giving some authority and power to the lower-level 
management who are involved in the development of information security and information 
security operations. 
 
“The challenge is that some decisions need to be made immediately, and waiting for senior 
managers takes time. Sometimes we must conduct a meeting with both the ITA and the client and 
this takes time as top management are always busy. The response to some simple cases— because 
of this administration process—would take about three months Even though they are simple cases, 
the decisions that are required to fix them takes a very long time. We are trying to be accountable 
and responsible. We hope some of the decisions can be made by lower-level managers only; this 
will result in faster responses to some reported security problems if the decisions are to be made 
by lower-level management. We addressed this issue with our top managers. We adhere to our 
client’s requirements as they admire our work and process”. 
 
A lack of decentralisation can have a detrimental effect on the supportive nature of the IS 
Accountability environment. An example of this is adopting top-down Decision-Making, where 
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decisions are forced to be made at very high levels (e.g. the Minister of a government department) 
as the specific authorisation has not been laid out in an SLA or client policy. One way in which 
this is circumvented is by the development of cabinet-level policies, which can allow IS 
Accountability practitioners to bypass managers reluctant to approve initiatives without specific 
authorisation. 
 
“To be able to make decisions regarding the introduction of new standards, policies, and 
information security accountability practices is crucial at this time as we need to match what we 
have and compare it with our new cloud services criteria that are provided by cloud service 
providers or requested by clients if the host is internal. However, the top-down approach is a 
popular method used for circulating decrees or national laws through cabinet whenever needed”. 
 
5.2.1.3.3 Summary 
The sub-element of Decision-Making was discussed by thirty-one of the thirty-four IS 
Accountability practitioners that were interviewed, which generated three hundred and thirteen 
coded references (see Table 5.1). This suggests that the concept was strongly supported by the IS 
Accountability practitioners . 
 
5.2.1.4 Resource Management  
 
Resource Management—in the context of IS Accountability—is the ability to manage all resources 
including skilled workers, hardware, and software to fulfil the requirements of data protection and 
privacy. It is also the ability to allocate a sufficient level of resources to ensure that the IS 
Accountability program is appropriately staffed by adequately trained personnel. The resources on 
the CSP’s side must be well-organised and prepared in terms of security, to host the client’s 
integrated services in a way that ensures the client’s information security and data privacy across 
the data life cycle—from its collection, to its use for an application, to its transmission across 
borders, to its destruction when it is no longer useful. A failure to provide this level of Resource 
Management will lead to an environment where IS Accountability cannot be achieved or where a 
lower level of IS Accountability than is desired is obtained.  
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“The ability to manage all facets of IT, and skilled people by allocating enough resources that 
support the implementation of different aspects of information security policies and frameworks 
along with national and international standards in cloud computing environment is most desired”. 
 
An important aspect of Resource Management is ensuring that the resources expended on 
information security are appropriate and that they are delivering value to the organisation. The IS 
Accountability practitioners stated that making appropriate decisions about the utilisation of 
existing information security resources and security activities can save expenses from being 
wasted in the future. An example that arose from the interviews was where one organisation was 
migrating from an ICSP to using the ITA as their CSP. As a brand-new data centre had just been 
developed by the organisation, it worked with the ITA to continue using this facility as opposed to 
moving all their applications to the ITA and abandoning the new facility. This decision saved a 
considerable amount of resources, which were then used to fulfil other areas such as information 
security training. ASE supports this insight towards managing the IS Accountability required 
resources in order to reserve more resources for future use. The Resource Management sub-
element helps to satisfy executives and internal employees: 
 “Top management will be happy about the utilisation of resources and cost depreciation plan as 
this will save money and the internal employees are happy as the remaining funds will be utilised 
to fund training courses in relation to information security accountability such as computer 
security and cloud computing skills. This motivates all cloud service provider employees to achieve 
information security accountability in terms of data protection and clients’ privacy”. 
 
“I want to make it very clear here, that top management will not help you if you are not 
managing your resources properly, if they help you, they will be liable for wasting the budget. 
What we are trying to do as a client is making a list of all our requirements in terms of 
information security and cloud infrastructure and presenting it to the top management in terms 
of value and the consequences resulting from not receiving the necessary support from our top 
management. Always deal with information security matter as a matter of value and this how it 
should be”. 
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Summary 
The sub-element of Resource Management was discussed by twenty-seven of the thirty-four IS 
Accountability practitioners with three hundred and two coded references. The overall view was 
that an environment where Resource Management is badly handled detracts from the overall 
support for information security and IS Accountability. This concept had a very strong base of 
support from the IS Accountability practitioners that were interviewed. 
 
5.2.1.5 Reputation  
 
Reputation is the opinion that the staff of the client organisation have in regards to the competence 
and capability of the CSP. Reputation helps to provide a supportive environment for IS 
Accountability as it gives clients a measure of how much they can trust the CSP. As the Reputation 
of the CSP grows, clients will then be more willing to trust the CSP and that will lead to an 
improved focus on IS Accountability. 
“Clients always seek to cloud with a cloud service provider that has a good reputation. This 
reputation is measured by compliance to the SLA requirements, the flow of communication, 
constant review of the processes and procedures and the ability to share the review with us as a 
client transparently. Our involvement as a business owner contributes to speeding up the recovery 
process in the occurrence of a serious event. Our involvement in the different processes during a 
critical situation makes us work more closely and more responsibly towards bringing the business 
back in a shorter amount of time, even sometimes less than the time that is specified in the SLA”. 
“The decision to use Google for email migration was highly accepted by our top management, 
especially because it is a cost-free service. Everyone was happy with the decision to cloud with 
Google. Until now we are with them and we have never received any complaints from our students 
or faculty. Even the faculty are very happy because they have adequate space on Google drive and 
email and never stated that their drives or emails were full. Our students and faculty are using it 
regularly and all their work is saved there. Our faculty can browse their email from anywhere in 
the world 24/7 without any restrictions. We have no complaints against Google Cloud, not in their 
implementation nor in their information security”. 
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Reputation is the level of standing that a CSP has to maintain in the marketplace by gaining the 
client's satisfaction with the provided services. Reputation in the context of IS Accountability for 
Cloud computing helps the client choose which CSP to cloud with. The client will look at several 
factors including the protection of data, Resource Management, risk assessment, the risk mitigation 
process, the implementation of security policies, and good redress action taken in cases of threat. 
The accountable organisation always tries to instil a high level of IS Accountability that reflects 
their Reputation among the clients. This practice is followed by the ITA, the government clientele, 
and the private CSPs such as ODP, IBM & Microsoft.  
IS Accountability is intangible. However, Reputation is a tangible concept that can contribute to 
achieving IS Accountability in a Cloud computing environment. Client satisfaction is feeling 
happy about a certain delivery of services within a level of compliance and quality provided by 
the CSP or any affiliated third-party or vendor. This satisfaction impacts directly on IS 
Accountability through Reputation. Reputation is a result of good support and assistance received 
by the higher management contributed to maintaining the level of CSP Reputation. Reputation in 
the context of IS Accountability for Cloud computing could even be attained by mature experience. 
Mature experience is learning from others’ experiences or judging the CSP based on its past 
experiences. 
IS Accountability is intangible that directly impacts Reputation in the case of having good or bad 
references as a CSP in the marketplace. This all impacts on achieving IS Accountability in a Cloud 
computing environment. ASE supports Reputation by maintaining the requirements of IS 
Accountability in the marketplace. If the Reputation of an organisation is harmed it is difficult to 
regain because all clients will have a bad image about the specific CSP. This includes cases such 
as, a security breach to clients’ data and the organisation’s privacy. 
Good Reputation can be achieved by complying with the agreed SLA, being transparent, 
continuous reviewals of processes, procedures and audits, and good Resource Management. 
Showing this level of commitment to clients enhances trust, which in turn lowers risk and enhances 
IS Accountability. Besides an ASE, Reputation impacts on IS Accountability in the areas of 
Collaboration, Responsibility, a Commitment to External Criteria and Transparency. 
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Professionals stated that Reputation always influences the decision towards judging which CSP is 
accountable or not accountable. The migration to cloud always goes to the responsible provider 
that holds a high Reputation. IS Accountability practitioners confirmed that Reputation might be 
considered as a component of identity and having a reference about providers and some history 
about their work, which is always helpful in order to make the decision to cloud. Reputation is an 
effective tool that should be demonstrated and maintained by a CSP. Reputation testing is 
important as it determines the honesty of a certain CSP and to ensure that whatever was proposed 
in the kick-off meetings is delivered. It also ensures that the business needs are met before, after 
and during the implementation process. Reputation is the backbone of ASE element and failure to 
maintain its requirements leads to a failure in the implementation of IS Accountability. 
Summary 
The sub-element of Reputation was discussed by twenty-four of the thirty-four IS Accountability 
practitioners, and generated one hundred and twenty-two coded references (see Table 5.1). The 
concept received significant attention from executive level management in particular revealing 
that this concept is a major influence on the ASE.  
5.2.1.6 Summary 
 
The core element of ASE is not as specific in terms of achieving IS Accountability as the other 
seven elements. This is because the process of developing a supportive environment requires a 
broad range of activities and those activities are mostly context-dependent. The analysis found five 
sub-elements that need to be considered in establishing a supportive environment for IS 
Accountability in an organisation. Those sub-elements are: Executive Engagement, 
Documentation, Decision-Making, Resource Management and Reputation. Some of the sub-
elements such as Executive Engagement, Decision-Making, and Resource Management have 
relationships with other core elements, which will be discussed in Chapter 6. The key 
understandings of the element are that enterprises need to assign appropriate resources for proper 
oversight and Executive Engagement taking into account the extent and sensitivity of their data 
holdings. Enterprises should also regularly document policies, processes and procedures and this 
Documentation should be dynamically changed to remain up-to-date and aligned with new 
concepts. 
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5.2.2  Flexible Change Process 
 
A Flexible Change Process in the context of IS Accountability Cloud computing is flexibility in 
relation to altering IS Accountability policies, plans, processes and procedures. This is necessary 
when there are circumstances that both clients and/or CSPs require alteration or modification to 
their written policies, plans or procedures. Table 5.2 depicts the number of IS Accountability 
practitioners that discussed this element.  
 
Flexible Change 
Process 
Number of participants that 
mentioned the element 
Number of coded references 
related to the element 
Flexible Change 
Process 
9/34 
33 
Table 5-2 Flexible Change Process 
The information security accountable organisation should demonstrate a readiness to accept 
negotiation with clients/CSPs in terms of policies, processes and plans. The main objective of this 
negotiation is to understand what is available in terms of policies with a certain CSP and what is 
not available. An example is where the client might have specific non-standard needs such as 
having to adhere to the HIPAA health standard. This is a requirement in the case of the Ministry 
of Health (MoH) where HIPAA has to be integrated by the CSP into their operations. Different 
clients have different requirements in terms of policies and what suits one organisation does not 
necessarily fit with others. Therefore, a Flexible Change Process improves IS Accountability and 
increases the trust between the CSP and clients. A Flexible Change Process works more effectively 
within remediation processes in the case of an information security breach, as the client has the 
flexibility to decide what is a suitable recovery plan for the organisation, who should be involved 
in the recovery process and what the critical services—preferably those that are cheaper and have 
a shorter response time— are. This will enhance IS Accountability and ensure more protection of 
clients’ data and privacy. Due to all of these points, a Flexible Change Process is deemed as an 
important element of IS Accountability. 
“Competition in the market always leads to more options, more work, more responsibility and 
accountability. Each cloud service provider will try to attract clients by offering more options 
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with a high quality of delivered services. They will attract the customer by continual updates to 
their training and education programs. They will entice the customer by complying with all the 
needed standards and giving access to all necessary information in a transparent manner. They 
present themselves as accountable cloud service providers who care about the following factors: 
clients’ information security, response time, the development of new mechanisms, ongoing risk 
assessment and mitigation, developing new means towards putting corrective actions and 
redress plans in place to ensure business continuity. The cloud service provider must accept and 
understand the need of modification for all the mentioned factors to attract clients. Competition 
always encourages the inventions of new technology in the market and this is part of 
accountability to avoid falling behind the others”. - IT Manager from the Telecommunications 
Regulatory Authority Oman 
 
 
A failure to demonstrate flexibility towards documentation policy, plans and procedures will 
increase conflict between the CSP and their clients, which significantly reduces IS 
Accountability according to the IS Accountability practitioners. 
“In fact, we acknowledge that at the ITA some organisations have to customise their own 
policies and standards with aid from the ITA with compliance of national laws. The more the ITA 
accepts the needed changes, the objective of accountability can be achieved and many 
challenges and disagreements can be overcome between the ITA and our clients. The challenges 
and disagreements may be in processes, plans, implementation and adoption, but by allowing 
clients a chance to modify the policies to match their business needs without having a major 
impact on our infrastructure or information security strategies, for sure challenges would be 
minimised. Modification of policies when needed has a limit as does transparency”. - ITA 
Infrastructure Manager 
The IS Accountability practitioners were clearly of the opinion that the change process in the 
context of IS Accountability for Cloud computing requires flexibility in relation to altering ICTs 
policies, plans, processes and procedures. The case studies show that the ITA supervises the 
adoption and use of Cloud computing by Omani government organisations, but it has worked with 
them to achieve a mutually beneficial outcome. 
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“From my experience there would be some challenges, maybe with flexibility and there is always 
conflict between flexibility and security efficiency. These policies are set to hire security and to 
improve efficiency, so we can open a dialogue between the ITA and organisations and this is what 
we are currently doing. We open a dialogue and we try to understand what the background of 
setting such policies, sometimes we accept and sometimes we do not accept the changes. If do not 
accept them there will be some risks. If the risk impacts the ITA’s infrastructure, there is no way 
that that policy will be altered. However, if the risk impacts only that organisation then the ITA 
will accept changing the policy only if the organisation accepts the risk or can customise it or 
modify it. And that depends in the risk or the impact of changing such policies, the way I see it now 
with the ITA, they have adopted some standards, so there should be no objection to the policies 
which are established by the ITA because all are based on best practices and international 
standards”.  
 
The IS Accountability practitioners emphasised that although the default ITA policies are 
comprehensive, plans still need to be tailored to fit specific business needs. Similarly, they pointed 
out that process changes offered by the ITA can allow clients to integrate new protocols that are 
not addressed by existing ITA policy. An inflexible change policy was considered not allowing 
organisations to be properly accountable for all their requirements. They appreciated the fact that 
the ITA was open to changing/extending their default policies. An example of this was the Ministry 
of Health integrating the HIPAA health standard for patient health records. The HIPAA Privacy 
Rule establishes national standards to protect individuals’ medical records and other personal 
health information, and it applies to health plans, health care clearing houses, and health care 
providers that conduct electronic health care transactions. 
 
“Always be flexible with your clients in terms of changing the policies, processes and 
procedures. This will help all parties to collaboratively comply with all means of regulations in 
accordance with national law. Although the ITA standard/policies are comprehensive and cover 
many aspects, we still must customise those policies to fit with our business needs. We do not 
need to use everything but at the same time there are some missing points which deal with health 
aspects, and we have to match them with other international standards like the HIPAA”. 
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The IS Accountability practitioners indicated that these changes were mainly conducted in face-
to-face negotiations between the CSP and the clients. Such changes were influenced by the 
outcome revealed from the continual risk assessments applied at the customer’s site. The final 
agreement about the change process usually occurred during business case meetings, normally 
held at the initial discussion of the transition plan to G-Cloud. Then all of these changes would 
be listed on the program risk assessment. 
The IS Accountability practitioners adhered to this fact and felt more accountable towards any 
actions that would be taken and to be held responsible for breaching organisational policy or 
national laws. 
An IT manager from the Ministry of Higher Education (MOHE) believed that it would be 
worthwhile to have a foundation of the ITA policies that each entity could then customise based 
on specific needs, including the organisation’s level of information sensitivity. For example, the 
MOHE IT manager explained that while the ITA policies state that employees should never use 
the Internet, this policy is not effective for MOHE and therefore, they had to alter this policy and 
adjust it to their business needs:  
“In our situation we cannot deny the utilisation of the Internet. The Internet is crucial to most of 
our staff, as more than 90% of the ministry’s work is digitised and placed in the cloud; for this 
reason, the ministry altered the ITA’s policies to manage Internet usage”. 
Summary 
In summary, this concept was discussed by nine IS Accountability practitioners and generated 
thirty-three coded references (see Table 5.2 above). The majority of the IS Accountability 
practitioners that discussed this element were from the ITA and the discussion was comprehensive 
and with an acknowledgment to the necessity of flexibility in modifying some information security 
policies in a way that suits the government clientele’s organisation. This element had a narrower 
base of support in this study compared to other core elements amongst the IS Accountability 
practitioners. However, the deep understanding and acknowledgement by executive-level 
management at the ITA and its connection with other core elements puts it in a strong position and 
highlights its importance in regards to achieving IS Accountability. 
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5.2.3  Collaboration 
Collaboration in the context of IS Accountability in the cloud, is primarily about cooperation 
between the CSP and its clients. The concept of Collaboration was discussed by all thirty-four IS 
Accountability practitioners as can be seen in Table 5.3 below. Collaboration ensures that every 
one of the partners are responsible for their actions and can be held accountable when a breach 
occurs. It enables Transparency and allows quick discussion about non-compliance or breached 
policies and determines how to overcome the issue immediately and in cooperation with the client, 
thereby assisting Remediation. This assures the client that the CSP is doing what has been agreed 
to in the SLA. A secondary level of Collaboration to achieve accountability is between the 
organisation and three other entities: regulators, business partners and data subjects/individuals.  
“Compliance and collaboration processes between individuals, business partners and regulators 
are touching the surface of accountability. In fact, this is part of the selection process that the ITA, 
G-Cloud division is following to filter the government entity according to the list of criteria and 
standards (local and international) along with applicable laws. These are all part of the process. 
Non-compliance with collaborative requirements would impact on achieving accountability within 
a cloud computing environment”. 
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Collaboration 
Number of participants 
that mentioned the 
element 
Number of coded 
references related to the 
elements 
Collaboration  34/34 521 
Table 5-3 Collaboration 
By enhancing Collaboration, IS Accountability practitioners felt that achieving IS Accountability 
was noticeably easier than situations where Collaboration was minimal or non-existent because it 
built trust between the business partners.  
 
“Cooperation and transparent discussions between the client and cloud service provider are 
important and as a client, we need the ITA to work more closely with us. You know we are not 
professional like the ITA. So we need to discuss issues such as ICTs, information security, the 
cloud, and day-to-day issues with their team. I believe through extensive communication, meetings, 
and instant reporting of events, many accountability issues will be declared such as assurance of 
the SLA, compatibility with hardware, software, resources needed in the data centre, and 
compatibility with agreed policies according to national laws. Many other benefits are expected 
to be gained”. 
More Collaboration is needed during the remediation process if anything goes wrong or in case of 
a breach of an organisation’s information security.  
 
“The communication between the ITA and the client has to increase in the case of a breach, and 
this is where I indicated that responsibilities have to be shared between the cloud service provider 
and the client. If we did not work together with more cooperation that means the meaning of 
sharing responsibility is useless and it is better to take off from the SLA. If something goes wrong, 
the investigation process will take place to find out the cause and put the suitable effective redress 
or corrective actions with a well-managed plan to execute those actions. The question of how are 
we going to overcome the occurred situation or breach if we are not communicating will not 
happen. Both our managements have to agree on the suggested decisions and proposed solutions”. 
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The Assurance of putting the recovery plan to restore the business or services back to life need 
extensive Collaboration mechanisms between the CSP and the client. A failure to demonstrate 
solid Collaboration between CSPs and affiliated clients decreases Transparency with individuals, 
regulators and business partners. An example might be a lack of reporting of a sensitive matter 
that directly affects the protection of clients’ data and privacy in the Cloud computing 
environment, which significantly reduces IS Accountability according to IS Accountability 
practitioners. 
 
5.2.3.1 Secondary Collaboration Partners 
Regulators stated that compliance with rules and applicable law demonstrates IS Accountability 
and influences the client’s practice. Every client sought peace of mind in doing business by 
adhering to international standards and the applicable country’s laws in Collaboration with the 
authority or regulators. By having this type of cooperation, the client will be assured that there will 
be Remediation in case of a breach of security, SLA conditions, or a violation of the law. 
Regulators believe that Collaboration enhances the Reputation of the CSP, strengthens the CSP’s 
Resource Management, and in turn, this increases trust. Overall this helps show the client that the 
CSP is accountable. 
An information security specialist in Oman stated that Collaboration between different parties 
enhances individuals’ Assurance and trust of the processes and procedures provided by the CSP 
when they need support or if their data is placed at risk. Individuals need real action to be taken 
and more Transparency with extensive communication from both the CSP and regulators when 
investigating their personal complaint against any occurred threat. Individuals expect CSPs to deal 
with personal information securely by using and managing it responsibly. Individuals expect CSPs 
to handle their information in a manner that is consistent with the country’s laws and regulations, 
and to comply with the national and international information security and privacy policies. 
Collaboration between different entities is the key to this approach. 
One IS Accountability practitioner stated that the business partners such as the vendors or suppliers 
have to answer questions and enquiries from clients with adequate information about the nature of 
the data and the commitments associated with it. This Collaboration should be followed with 
assurances that the accountable data owner has complied with any requirements for that 
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information and its sharing with the supplier. Organisations who seek Collaboration with business 
partners by providing them with adequate answers can be considered as an accountable body. 
Cloud experts added that accountable users of outside contractors need assurances that these 
obligations can be met by their business partners regardless of where the provider may process the 
data. 
“Maybe we should talk to our business partners and vendors and try to get more information 
about the nature of the data. In a cooperative, manner we can try to understand how they did it 
and use it as a reference when I see issues around the sensitivity of information or accountability 
and responsibility issues”. 
5.2.3.2 Role of the Information Security Department 
The client and their affiliated CSPs both benefit from the existence of a client having an 
information security department in terms of Collaboration. The security department eases the job 
of communication between the client employees and their affiliated CSPs by understanding the 
issues and terminology of information security and fulfilling their requirements of achieving IS 
Accountability for Cloud computing.  
 
“The existence of the security department reflects how responsible the government is and what 
they are doing to ensure information security for the migrated data. The department of information 
security will be the first focal point in the organisation to be contacted in case of a breach”. 
IS Accountability practitioners from the client organisations and the ITA stated that the security 
department is considered to be the first part in the organisation to be contacted in case of a breach. 
The department will also look after all of the information security aspects such as protecting user 
information and privacy, drawing policies, auditing other departments towards compliance, 
education and awareness lectures will be enhanced and closely monitored by the existence of an 
information security department. All applied standards will be checked against compliance with 
national law. The practise of these aspects by both the CSPs and their affiliated government client 
strengthens Collaboration with the client which in turn strengthens the trust and enhances IS 
Accountability within Cloud computing. 
“The order from cabinet of establishing an information security department fulfils many 
information security issues such as protecting user information and privacy, drawing policies, 
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auditing other departments towards compliance, as well as education and awareness. This 
department is considered as the first point of contact between the cloud service provider and the 
clients. Direct communication eases many processes and overcomes many challenges as each 
team will have a better knowledge and understanding about each other. This all enhances 
information security accountability”. 
 
Another benefit from having an information security department is that the CSP and the 
department can collaborate more easily to handle compliance requirements. The knowledge of 
information security that is housed in the information security department allows the compliance 
process to run more smoothly than when there is no such department. This means that 
Collaboration is enhanced during the compliance process and that Collaboration enhances the 
efficiency of compliance. 
“Having a security department on the client’s side allows a faster response to Cabinet. By 
linking these departments to the minister’s office, promotes better trust and confidence between 
the cloud service provider and us as a client. It is expected to increase the flow of 
communication between both of us—the client and the cloud service provider—which in turn 
minimises the occurrence of a security breach. Not only are communication and trust increased, 
the department will also work as an internal auditor to check if the employees on the client’s side 
are doing what the policies specify. If not, then we will use the power of having this department 
linked directly to the minister’s office, internal enforcement will be practised in certain 
occasions. However, I prefer close communication and nice negotiation than enforcement 
powered by authorities”.  
 
5.2.3.3 Collaboration Versus Enforcement Between the ITA and Government 
Clients 
An important issue that arises specifically when using a GCSP is that it can be very difficult to 
enforce an SLA when both organisations belong to the government. In the situation of a For-Profit 
Cloud Service Provider (FPCSP), the SLA can be enforced—if necessary—via the courts, whereas 
using an ICSP, executive management can enforce the SLA by fiat. 
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However, client staff stated that it is very difficult to enforce any sanctions between government 
organisations. The culture of work and how the government clientele deal with each other 
regardless if it is a work or business matter would not encourage enforcement of financial penalties 
for non-compliance or any type of sanction. None of these penalties/sanctions can be forced under 
law in disputes between a government client and the ITA in the case of a breach of the SLA. In 
the case of the ITA, this is reinforced by the fact that the ITA provides a free service and this makes 
it even harder for the client to enforce SLA conditions. 
“Good cloud service providers should have in place some sort of procedure that enforces the 
policy in case of non-compliance, yet as a government client we cannot enforce sanctions on the 
ITA because all of us are working under one umbrella (the cabinet), also do not forget the ITA 
cloud services are free, so you cannot hold them liable, it will be more about negotiation and 
collaboration to end a dispute that has occurred. On the other hand, the case is completely 
different with a private sector service provider, all sanctions would be applied to them in the case 
of non-compliance with our rules or agreed policies”. 
It is important then to realise that these disputes need be sorted out in a collaborative way, not by 
enforcement. It follows then that where a collaborative environment between the client and the 
GGCSP is the norm, that solving these disputes will usually be easier. Some clients indicated that 
this means that they see FPCSPs as being more accountable than the GCSP. Some clients also 
believed that this indicated the need for an independent third-party regulator to arbitrate between 
the ITA and the client organisations. 
“If we take the Telecommunications Regulation Authority as an example, they regulate the 
telecommunication operators like Oreedo and Oman Mobile. So, if any of them fail to provide the 
agreed service and to obey the rules and regulations, they have the power to force some penalties 
and they can take legal action against them”.  
 
5.2.3.4 Summary 
Overall, the concept of Collaboration was discussed by all thirty-four of the IS Accountability 
practitioners that were interviewed and generated five hundred and twenty-one coded references 
(see Table 5.3 above). This concept was discussed intensively by both the clients and the CSP. IS 
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Accountability was seen as important for many aspects but especially for Remediation. This 
highlights that Collaboration is an important and a well-grounded element that is necessary for 
achieving IS Accountability. 
 
5.2.4 Commitment to External Criteria 
A Commitment to External Criteria in the context of IS Accountability for Cloud computing is a 
willingness and a capacity to adopt and use external policies and practices that are not of the 
organisation. Such external criteria include local policies (e.g. ITA policies in Oman), industry 
standards and best practices (e.g. ISO27001, ITIL, CCSK, HIPAA etc.) and government laws and 
regulations (e.g. Oman Electronic Government Architecture Framework (OeGAF) Standard, E-
transaction law, privacy law etc.). Failure to commit to these standards indicates a lack of 
knowledge of the complexity of information security and the inability of the organisation to deal 
with the many security threats within a Cloud computing environment. As one IS Accountability 
practitioner indicated: 
“Organisations must implement policies connected to the appropriate external criteria, 
which can be found in the country’s laws, or the industry’s best practices to protect the 
information and privacy of individuals and business partners”. 
An organisation that does not adopt and use these external criteria as a reference point were 
not seen by the IS Accountability practitioners as being accountable for information security. 
Compliance with these external criteria was seen as very important. 
“We are not tolerant with vendors/suppliers and individual users for non-compliance”. 
 
A Commitment to External Criteria means that an accountable organisation must demonstrate 
towards data practices by being answerable for the misuse of collected personal or business partner 
data.  This sentiment was echoed by all of the IS Accountability practitioners as can be seen in 
Table 5.4. 
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Table 5-4 Commitment to External Criteria 
IS Accountability practitioners stated that they were using external criteria such as ISO27001, 
American information security standards, ITIL Standard, CCSK Standard and/or the HIPAA 
standard. They also stated  that they were adhering and complying with local standards and national 
laws such as the Omani local IT and security standards, Oman electronic government architecture 
framework (OeGAF) Standard, Electronic Criminology law, E-Transaction laws, and privacy laws 
 
5.2.4.1 Alignment of Internal Policies with External Criteria 
A Commitment to External Criteria can be demonstrated by the adoption of internal policies that 
are consistent with the relevant external criteria for that organisation. This is evidenced by the 
following quote by one of the IS Accountability practitioners in the study. 
“We acknowledge that we have to comply with the ITA’s standards, which include information 
security, ICTs, and cloud computing policies. But we also acknowledge that the ITA must confirm 
that all standards are compatible with national laws and that there are no conflicts between what 
we practice and the current law. We do not want problems from cabinet. We need to fulfil the 
policies’ requirements but with adherence to national laws”. - Ministry of Civil Service 
 
The IS Accountability practitioners stated that an accountable organisation should show its 
readiness and capability to be both responsible and answerable for its data practices. A set of 
policies should be implemented in connection with external criteria. Compliance with external 
criteria can be matched with policies found in either the law, generally accepted principles, 
industry best practices, or an applied framework. They also stated that these policies should be 
designed to protect the individual’s privacy, set up mechanisms to act on those policies, and 
constantly monitor those mechanisms. 
Commitment to 
External Criteria 
Number of participants that 
mentioned the element 
Number of coded references 
related to the element 
Commitment to External 
Criteria  
34/34 
482 
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5.2.4.2 Executive Oversight 
The IS Accountability practitioners stated that executive oversight must support the decision of 
using those policies and plans to put them into effect. Superior and senior management should 
audit the performance against the approved plans and policies at different organisational levels. 
Information security professionals from the ITA emphasised that all management should work 
with a commitment to ensure that implementation of policies will not be subordinated to the 
organisation’s priorities. The priority should be information security and the organisation’s 
business data privacy. IS Accountability practitioners from the ITA emphasised that commitment 
can be demonstrated by the entire organisational structure by assigning appropriate staff with 
implementing the policies and supervising those activities.  
“Executive oversight shows a high level of engagement towards reviewing and re-issuing the 
implemented policies to match the national or international accepted criteria and the country’s 
laws. This boosts our effort of information security towards accountability and data privacy of 
individuals and business partners in Oman, and internationally”. 
 
5.2.4.3 Benefits of Compliance to External Criteria 
IS Accountability practitioners in the research identified a number of benefits to clients and CSPs 
of committing to external criteria, such as international standards. 
5.2.4.3.1 Peace of Mind 
Every client seeks peace of mind, and by having this type of adherence to international standards 
and national laws, the client will be assured that there will be  enforcement in case of a breach in 
security, SLA conditions, or the violation of law.  
“By doing so you are practising accountability and the client would be influenced by this practice. 
Every client seeks peace of mind in doing business and by having this type of adherence to the 
international standards and practised laws in the country ensures peace of mind”. 
5.2.4.3.2 Consistency of Standards 
The IS Accountability practitioners advocated for the consistency of standards to be used by all 
ministries, individuals, and business partners. They added that the consistency of policies would 
contribute positively towards enforcement matters by making it easier to understand what needs 
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to be done in a specific information security situation. Moreover, there would be no need for 
discussion about what needs to be done. 
“I prefer the policies to be used as one standard designed by the ITA to be implemented by all 
departments, individuals and business partners. I strongly support the idea of taking all our 
policies from the ITA instead of each government client designing their own”. 
5.2.4.3.3 Savings in cost, time, and effort 
Overall, the IS Accountability practitioners  preferred that all government entities should follow 
the ICTs leader in the country—the ITA. They argued that this would save time, effort, and 
improve the performance and policies of cloud implementation. They also stated that this would 
improve trust. 
“I believe the ITA as they are a government entity and are brought and assigned by the cabinet to 
look after all the government entities regarding technology, policies, implementation processes 
and procedures towards new trends and data protection. Doing it all under the ITA will save cost, 
effort, and time”. 
 
5.2.4.3.4 Minimises exceptions from policy enforcement 
IS Accountability practitioners stated that the ITA would not introduce something incompatible 
with the international standards or in conflict with current government policy. They emphasised 
that by following the policies as stated by ICTs leaders in the government, the power of individuals 
to use their social influence to obtain exceptions to policy would be minimised.  
“Do not forget that the atmosphere of the working environment in our society or culture 
negatively impacts the decision towards policies and other issues related to the enforcement of 
policies”. 
5.2.4.3.5 Rationale for Commitment 
CSP employees, stated that they were doing their best to protect the business partners’ and 
individuals’ data by following the national and internationally accepted policies and criteria. 
Additionally, they emphasised that the national security standard be implemented based on the 
needs of the business. Compliance with each and every element of the government standard is a 
huge task. It includes securing the data regarding the architecture design as well as the natural 
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design. For this reason, the compliance process should follow certain elements of international 
standards, such as the NIST, the CCSK or the National Security standard.  
“Yes. The thing is to protect everyone else’s data; we did this within the architecture design, 
when we started to develop the government cloud, we included the original standard within the 
cloud technology. One of them was the CCSK standard, and we also  adhere to the National 
Standards. We also follow the NIST standards”. 
5.2.4.3.6 Summary 
The concept of a Commitment to External Criteria had contributions from all thirty-four IS 
Accountability practitioners that were interviewed with four hundred and eighty-two coded 
references (see Table 5.4). This concept was discussed the most out of all the interview questions 
in relation to IS Accountability, data protection and client’s privacy. The Commitment to External 
Criteria is considered as an important IS Accountability element as it compels the CSP and clients 
to implement policies, standards (local and international), and best practices in accordance with 
the laws and regulations of the country.  
5.2.5 Responsibility 
Responsibility—in the IS Accountability practitioners ’ view—is the acknowledgement of 
Responsibility by CSPs that they have implemented the following: appropriate policies and 
procedures, a willingness to share responsibilities, a willingness to trace who did what, when, 
and where and to identify violations of Responsibility. As can be seen in Table 5.5 below,all of 
the IS Accountability practitioners discussed the element. Responsibility requires having a clarity 
of roles and specific responsibilities and having appropriate Staffing and Delegation. 
Responsibility in the context of IS Accountability for Cloud computing, is the acknowledgement 
of shared accountability between the CSP and senior levels of government along with the 
associated clients. This is important in the context of  clouding between government bodies such 
as the ITA as it is the primary GGCSP. This is because, as discussed earlier, the solutions 
available for a client in relation to a GGCSP are considerably weaker in the event of an 
information security incident going wrong. Therefore, it is crucial that roles and responsibilities 
are clearly developed and outlined before an Information security incident can take place. A 
failure to implement the Responsibility element properly within the organisation can impact IS 
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Accountability. This impact could be that specific roles would be assigned to inadequate 
personnel, which would affect the protection of information security for the organisation and the 
data privacy of clients. Responsibility has one sub-element Staffing and Delegation, which is 
depicted in Figure 5.4.  
 
 
Figure 5.4 Sub-elements of Responsibility 
 
 
Table 5-5 Responsibility 
“We want the ITA to be clear and set all responsibilities in the SLA. Responsibilities should be 
shared between the cloud service provider and associated clients. As a client, we must see this 
included and practised in the SLA that was initially assigned between us and the cloud service 
provider. It does not really matter if it is a private provider or a government provider (the ITA). 
If responsibilities are not listed in the SLA then you can never have high expectations towards 
information security accountability. If roles are not specified who is going to do what, then you 
cannot judge anyone later if a security breach occurs. At least the SLA assures the client and 
makes things clearer in terms of assigning jobs between both the cloud service provider and the 
client in the occurrence of threats”. - Client 
Responsibility
Staffing and 
Delegation
Responsibility Sub-
Element 
Number of participants that 
mentioned the element 
Number of coded 
references related to the 
sub-elements 
Responsibility 34/34 456 
Staffing and 
Delegation 
33/34 385 
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“If we migrate the data to the ITA or a private provider then all tasks must be clearly assigned 
and we have to know who is going to perform which job. Having clarity from the start is better 
for both of us. The client must know all the roles that they need to perform, and likewise the 
cloud service provider must define all roles and different tasks in the SLA. At least we have a 
reference to go to in case of a dispute. I strongly advise the ITA to make the SLA compulsory and 
not a choice”.  
 
5.2.5.1 Sharing of Responsibility 
IS Accountability practitioners in the research indicated that it was necessary for both client and 
CSP (and any other relevant third-parties) to openly share Responsibility to achieve IS 
Accountability. An example was given for one particular government organisation, which uses an 
ICSP. They emphasised that Responsibility was shared among everyone: the contractors, the 
business owners and the IT department (especially the IT security section). Responsibilities are 
pre-assigned at this government organisation. The IT section is responsible for all technical, 
technology and information security and to ensure the right technical support staff are available 
whenever they are needed with minimum delay. The Assurance of availability of the technical 
support at the right time helps to ensure that all necessary IT resources are allocated to help the 
support team to complete their assigned task. The business owner handles training and operations 
and the development of their core business. Third-parties are responsible for looking after the 
hardware and software maintenance and support. 
 
“See I will tell you something about what we have at the ITA in regards to responsibility. It is 
shared between all of us, the contractors, business owners and the IT department (security 
section). Responsibilities are classified with us”. - Cloud service provider employee 
“We want the ITA to be clear and set all responsibilities in the SLA. Responsibilities should be 
shared between the cloud service provider and its associated clients. As a client, we must see this 
included and practised in the SLA that was initially assigned between us and the cloud service 
provider”. 
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An important aspect that was raised was that when developing roles and responsibilities and 
delegating them, that it was heavily dependent on the type of cloud service that the client had 
chosen. If the service required is SaaS or IaaS or PaaS, then the SLA terms and conditions will 
need to differ.  
5.2.5.2 Misuse – Violation of Responsibility 
Whenever responsibilities are assigned, it is possible that misuse will occur. A common example 
of the misuse of assigned responsibilities and permissions is a breach of privacy when employees 
try to access a database to find out information about other employees’ personal data for their own 
gain. A networking professional emphasised that this breach of privacy had occurred at their end. 
When this misuse occurs, the information security staff that were interviewed, indicated that they 
leave the decision of Remediation to the business owner1 after investigating the privacy breach. 
They also deliver the appropriate security reports about each breach and the consequences that 
happened as a result of that breach to the business owner. The business owner has the power to 
apply the proper enforcement. The policy of delegation does not allow IT security staff to interfere 
between employees and their department as they have been assigned with permission to perform 
a certain Responsibility. The information security staff’s Responsibility is to investigate and report 
in order to assist the business management to make the decision. 
“This happened with us here, sometimes the employee defends himself by claiming that he 
accessed and delivered specific data at the request of top management or for work purposes”. 
One approach to reducing misuse is to be very strict on giving permission to access some services. 
This does however require support from executive-level management. As an example, one 
business owner of the organisation, who works in the networking department was reluctant to give 
permission for the access of the VPN. As such, the organisation gave permission to use the VPN 
to six users only. Information security staff at this organisation mentioned that sometimes they 
receive a request from very top senior staff asking to give permission to some employees (but not 
for a valid business reason), but the IT security department was able to refuse. Information security 
                                                 
1  For example, the owner of the data belongs to the HR department. 
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staff stated that executives have never insisted on them giving permission to others if they do not 
need it.  
5.2.5.3 Clarity of Roles and Responsibilities 
CSP staff and executives indicated that roles and responsibilities need to be clearly identified to 
all government clients, business partners and affiliated vendors. They believe that the focus on 
clarifying roles and responsibilities from the beginning between all partners strengthens quality of 
service, minimises risk, strengthens confidence, and improves IS Accountability between the CSP 
and the client. This was supported by the clients that were interviewed as well. 
“All tasks should be listed and clearly presented to our clients, business partners and suppliers, 
so everyone will come to know about their exact role as agreed in the SLA. We do not want our 
clients to bring the issue that tasks were not precisely explained in the SLA. If this happens, it 
means we are heading towards a dispute, which means a loss of trust between all partners. The 
blame of roles not being allocated appear during a critical time when something goes wrong 
because they are not informed about their tasks that are to be performed at their end. This affects 
the cooperation between both the client and cloud service provider. Believe me, we want to avoid 
all of these consequences of not being clear about adoption, security, or strategy aspects”. - Cloud 
service provider employee 
“Yes, when we come to the contractual part, the SLA should clearly present clauses enclosed 
along with this contract. The clarity with clients regarding all policies and how to execute those 
policies through clear steps will bring the expected risks to a minimum and many issues will be 
clarified by the cloud service provider. This makes the relationship between the provider and the 
client very strong. It also increases confidence and this is one way of ensuring accountability in 
the cloud”. - Client employee 
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5.2.5.4 Roles and Responsibilities are Context-Dependent 
CSP employees indicated that the roles and responsibilities that the government clientele wants to 
share with them are decided based on the type of cloud service the client has chosen—for example, 
if the service is SaaS, IaaS, PaaS or a combination of the three possible services.  
“So going back to the SLA, it will also be dependent on what sort of package they choose. If they 
want infrastructure as service, we share some of the responsibility matrixes. If they are going to 
use the platform, there will be more regarding operation from our side. The level of information 
security accountability needed by clients will decide the SLA conditions. Namely, where to go 
tough and where to go soft in implementing an information security program”. 
5.2.5.5 Staffing and Delegation  
 
Staffing and Delegation relates to the clear delineation of business partner and CSP roles and the 
allocation of sufficient staff to ensure that the accountability program is successfully implemented. 
This needs to be aligned with economic and resource constraints. The resource constraints should 
be managed by having in place good implementation mechanisms for management and the 
depreciation of cost (see 5.2.1.4 Resource Management). Responsibility and Staffing and 
Delegation are interconnected since an accountable organisation has to offer sufficient resources 
to fulfil the requirements of IS Accountability and here is where the importance of Responsibility 
appears. All staff from Cloud computing, information security, information security auditing and 
other related IT departments who are involved in a Cloud computing environment should be 
provided with adequate training relevant to their position.  
The training program should be designed to enhance the staff’s important elements of IS 
Accountability in the cloud environment. The enhancement should address new developments in 
the organisation’s business model, data collection practices, technologies, and offers to consumers. 
Accountable organisations should have a proper delegation mechanism of authority and 
Responsibility towards data protection by assigning appropriate units of departments in the 
organisation with adequately trained personnel. The IS Accountability practitioners commented 
that many accountable organisations found that a proper implementation of Responsibility within 
the organisation to fulfil IS Accountability requirements and data privacy has resulted in optimal 
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resource placement and awareness. The decisions of staffing and delegation processes should 
consider important factors that impact on IS Accountability and data privacy such as circumstances 
of the organisation, its activities, the nature, size and sensitivity of its data holdings. 
“It is very important to allocate all needed resources including skilled workers and software 
programs or hardware devices to assure our client's data protection and privacy is well 
maintained by the cloud service provider. Hopefully, our budget will not be reduced due to the 
drop-off in oil prices. The cabinet should increase our budget allocated for training and resources, 
because we are covering all government entities in terms of support, training, consultancy, and 
now we are providing the cloud service. All this needs a huge budget”. - Cloud service provider 
employee 
 
5.2.5.6 Summary 
 
This concept was discussed by all thirty-four IS Accountability practitioners,which generated four 
hundred and fifty-six coded references. The IS Accountability practitioners that discussed this 
concept highlighted its importance in strengthening IS Accountability in a Cloud computing 
environment. 
5.2.6 Transparency 
Transparency is where clients, CSPs and relevant third-parties have access to information that is 
necessary for them to manage their information security operations and strategies in an effective 
manner. According to the IS Accountability practitioners,Transparency was found to be an 
important element in achieving IS Accountability as a failure to be transparent would prevent good 
Decision-Making as is noted in the following quote: 
“Making the organisation's information procedures and data protection processes clearer 
remains vital to individuals, business partners and regulators’ engagement in enhancing 
accountability within cloud computing”. 
Transparency is developing a prominent communication strategy that communicates to 
individuals, business partners and regulators the most important information. This Transparency 
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allows individuals, business partners, and regulators to clearly understand the organisation’s data 
practices and applied standards. 
According to IS Accountability practitioners,Transparency needed to occur in many areas of the 
relationships of IS Accountability such as: 
 Where reviews of rules and procedures have occurred, the outcome of the review including 
modifications to rules and procedures should be made available to clients in a clear and 
timely manner.  
 Instant reporting and acknowledgement about the important issues experienced when 
dealing with client data. 
 Who has access to the data and who does not. 
 Where consent from the end users to use the data has been given and situations where 
consent is not possible. 
 For all the aspects associated with the transition to the cloud to be made transparent during 
the initial business “kick-off meeting”. The kick-off meeting usually discusses things like 
time frame to respond to client problems, plans to ensure business continuity, information 
security, privacy and the value of information. 
All thirty-four IS Accountability discussed Transparency as can be seen in Table 5.6 below. The 
IS Accountability practitioners indicated that the implementation of Transparency is a necessity 
and a mandatory task rather than a choice. Accountable organisations have to demonstrate a level 
of Transparency with their clients. They stated that Transparency is a matter of survival and one 
of the factors of a successful IS Accountability program. For any data-driven businesses it is wise 
to keep the public and regulators informed about the beneficial uses of personal information. Trust 
increases considerably for organisations who are transparent. 
 
Transparency 
Number of participants that 
mentioned the element 
Number of coded references 
related to the element 
Transparency  34/34 448 
Table 5-6 Transparency 
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“At the ITA we acknowledge the importance of transparency to our clients as most of the clients 
want to be informed about all processes and procedures that has anything to do with their data 
that has been migrated to our cloud. To our clients transparency is a must, however to us it is a 
must with limitation, to avoid unexpected threats or security breaches through being transparent 
to some non-professional clients who may be trapped through social engineering to disclose lots 
of technical information. So our limitation to transparency is to protect our clients’ data and 
privacy.” - ITA Cloud Manager 
 
Transparency in processes and procedures ensures effective engagement of the individual, 
business partners and regulators towards data protection, which enhances IS Accountability in a 
Cloud computing environment. 
“Transparency has many facets such as instant reporting and a flow of communication. Good 
transparency gives the clients assurance that we have good and clear management towards 
plans, remediation processes and having an accepted corrective action at the right time with the 
right processes and skilled personnel. This level of transparency not only helps our clients, but 
also our partners like regulators in the country and cabinet to have flexible access to all 
information for investigation purposes in case of a security breach. However, we must be very 
careful of the type of information we disclose and who is requesting access…I call it 
transparency with care”. - ITA Cloud Manager 
 
The IS Accountability practitioners commented that individuals and business partners should have 
the right to monitor the collected data and stop this collection in case an inappropriate data 
collection has occurred. The disclosure policy of information can limit the Transparency of sharing 
information in case of sound policy reasons.  
“Individuals have the right to know what data is being collected and what is not and to check 
whether or not the collected data is the right information. If not, they should be able to give the 
correct information”. 
IS Accountability practitioners indicated that Transparency helps to identify breaches of privacy 
to rules and regulations between the client and the CSP due to the flow in communication and 
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sharing of the event management information. Clients strongly stated that if anything touches on 
the use of data, the CSP has to share that information with the client.  
“The clients consider themselves as a partner and this is one of their rights to know all the details 
about what is going on at the cloud service provider’s side”. - ITA Cloud Manager 
“As most clients want to be informed about all processes and procedures that have anything to do 
with their data migrating to our cloud”. - ITA Cloud Manager 
5.2.6.1 Limitations of Transparency 
Not all IS Accountability practitioners were of the opinion that there should be no limits to 
Transparency. While they acknowledged that a significant amount of Transparency was good, they 
also indicated that too much Transparency may be problematic. For example, delivering many 
technical aspects could lead to huge and unexpected threats or attacks by criminals using tiny 
details about systems. The ITA is against deep sharing of information and stated that this would 
never happen in any part of the world. Consequently, the ITA holds the right not to share 
information extensively with their affiliated clients and third-parties. The ITA is seeking to 
achieving high levels of protection for the government client’s data and therefore, will not be 
completely transparent in some areas. 
“We acknowledge that sharing reports and event management outcomes makes clients more aware 
of the associated risk. It also gets the client involved in the decision-making process regarding the 
occurred risk. However, transparency is limited in some cases to go in line with the disclosure of 
information policy”. 
5.2.6.2 Summary 
Overall, Transparency is an important element in terms of IS Accountability and a failure to have 
at least a reasonable level of Transparency can have negative effects on IS Accountability in an 
organisation. All thirty-four IS Accountability practitioners discussed this element and it generated 
four hundred and forty-eight coded references. This concept had a strong base of support from the 
IS Accountability practitioners that were interviewed 
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5.2.7 Assurance 
 Assurance, in the context of IS Accountability, is associated with the following: compliance with 
the government,  policies, a Commitment to External Criteria, ethical measurements, and 
promoting the implementation of practical mechanisms that are commonly considered  key factors 
of IS Accountability processes and procedures. Table 5.7 depicts the number of IS Accountability 
practitioners that discussed Assurance. Failure to implement the agreed terms and conditions 
through the assigned SLA between clients and the CSP indicates a lack of Assurance. As does not 
having the right resources with adequately trained personnel to implement IS Accountability 
requirements. Consequently, the risk of threats will increase and trust will decrease, which will 
result in a lack of IS Accountability.  
“At the ITA we try to minimise the possibility of a security threat by demonstrating to our clients 
a level of guarantee that their migrated data is protected. This is achieved by having a 
contractually signed document where all responsibilities are listed and classified, this provides 
extra assurance and confidence to our clients”. - ITA G-Cloud Manager 
 
 
Element 
Number of participants that 
mentioned the element 
Number of coded references 
related to the sub-elements 
Assurance 34/34 565 
Table 5-7 Assurance 
Assurance can be attained by making the terms and conditions in the SLA tougher, to ensure better 
IS Accountability in a Cloud computing environment.  
“A tougher SLA ensures better outcomes with higher responsibility. It also results in better 
reporting for each problem that has occurred. This also strengthens the quality of delivered work 
as cloud service providers will be assured to deliver superior services. transparency and flow of 
communication will be enhanced too as there will be constant reviews and auditing of processes 
and procedures in the follow up to the applied policies and compatibility issues”. - the ITA  
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Assurance can be achieved by having procedures in place that confirm the SLA agreement in 
regards to responding to the client's inquiries and complaints, and having redress mechanisms to 
restore the business in the occurrence of data protection breaches.  
“We provide the customers with a shared service portal. It is a dashboard of the statistics of 
the SLAs and the business process. So it gives the customer a sense of security, it tells you 
very transparently if your SLA and information security policies are right or not. All staff 
involved in collecting and managing the personal and migrated data are forced to commence 
in training and education about the use of the portal.” 
The accountable organisation should assure the clients about the implementation of IS 
Accountability processes that assist the organisation in understanding the associated risk to clients’ 
privacy and data protection. Risk is automatically increased by new products, services, 
technologies and business models. Assurance is identifying those risks and having a clear plan to 
mitigate their effect. Assurance consists of a constant reviewal of IS Accountability programs, 
identifying any gaps, then deciding the suitable modifications to be implemented whenever 
needed.  
The study found that there were two main sub-elements that influenced the level of Assurance that 
support IS Accountability in the Cloud computing environment (see Figure 5.5).  
The following diagram details the internal structure of Assurance 
 
Figure 5.5 The sub-elements of Assurance 
 
Assurance
Strengthen 
the SLA
Risk 
Management 
156 
 
Table 5.8 below displays the sub-elements of Assurance in terms of the number of sources and 
coded references. 
 
Assurance Sub-
Element 
Number of interviews 
mentioning the sub-element 
Number of coded references 
related to the sub-elements 
Strengthen the SLA 22 388 
Risk Management 32 156 
Table 5-8 Sub-elements of Assurance 
5.2.7.1 Strengthen the Service Level Agreement (SLA) 
 
Strengthening the Service Level Agreement (SLA) is achieved by toughening the SLA terms and 
conditions. IS Accountability practitioners  from the client’s side stated that toughening the SLA 
ensures that a better service will be delivered with a higher level of IS Accountability. IT 
professionals from the client’s side believed that toughening the SLA gives the client better 
reporting for each problem that has occurred and enhances the quality of delivered work as CSPs 
will be more motivated to deliver a superior service. Transparency and communication will also 
be enhanced as there will be constant reviewing and auditing of processes and procedures in the 
follow up to the applied policies. IS Accountability is maintained by strengthening the SLA, which 
elevates Assurance of better implementation towards the IS Accountability program. Failure to do 
so will have a negative impact on IS Accountability as many terms and conditions included on the 
SLA may not be achieved.  
“We believe in applying certain mechanisms to make the SLA more tougher, this impacts different 
levels of assuring information security accountability and data protection. This is good for both 
clients and the cloud service provider, regardless of the cost. As the ITA are information security 
quality seekers, not a profit organisation. For us, protecting clients’ information with high quality 
is more important than speeding up the migration process. Assurance of quality and maintaining 
a high level of information security towards clients’ data is very important to us. I know this would 
not satisfy some clients because of the tough SLA followed at the ITA but one day all clients will 
realise we are doing this to fulfil security and data protection for migrated data”. 
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5.2.7.1.1 Determining the Strength Required 
IS Accountability practitioners from the client’s side stated that the criticality of the application 
should contribute to the decision on how tough the SLA is going to be. The more critical the 
application, the stronger the SLA needs to be. One ITA manager, commented that it is the client’s 
job to classify the application in terms of sensitivity whether high, medium or low and the  SLA 
should be structured around that decision. 
5.2.7.1.2 Examples of Toughening the SLA 
The ITA aims to provide very high levels of Assurance to their clients and as such they toughen 
their SLAs accordingly. The ITA maintains this Assurance throughout the following strategies: 
1- Follow up and review that the client’s compliance is up-to-date with the local and 
international standards, (compliance with policies and best practices), if not the client has 
to fulfil this requirement. 
2- Follow up and review that the implementation of infrastructure (compliance with hardware 
requirements) such as a firewall, IDS, IPS are up-to-date.  
3- Follow up and review that the of software needed to operate all applications and hardware 
devices are up-to-date and that they comply with software requirements. 
4- Implement measures towards evaluating the criticality of the information that clients want 
to migrate to the cloud environment with the ITA. This is part of the selection process as 
well.  
5- The client information security department has to physically monitor and to stop any 
suspicious actions on the client’s network, and any external attacks. 
6- The ITA is hosting the government cloud on a private network, which is the OGN (Oman 
Government Network). This is an isolated network from the Internet and is a completely 
private network. The ITA has a huge team looking after this network.  
The ITA considers having the above list formalises the ITA’s Assurance towards the security 
issues, makes them an accountable organisation, and helps them gain the trust and confidence of 
many government entities. The ITA has witnessed this level of satisfaction by different joined 
clients.  
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5.2.7.1.3 Monitoring the SLA 
While toughening the SLA is a key way in which Assurance is enhanced, it is also necessary that 
the SLA is monitored. CSPs and clients use a number of mechanisms to monitor SLAs so that the 
CSP can be assured how the clients are executing the SLA terms and conditions. This is done so 
that the clients can trace any breach or non-compliance committed by the CSP. An example is the 
use of dashboards. 
The shared service portal is a dashboard that reports every single action of the client or the CSP to 
the hosted server or Virtual Machine (VM) at the CSP. The dashboard can tell if the VM(s) is up 
and running from the starting date of the contract. Suspicious actions will be immediately reported 
to the client and CSP management and all logs are recorded for later investigation in case of a 
serious threat or if a breach has occurred. A CSP manager indicated that by giving this type of 
Transparency in reporting, strengthens the client’s trust and confidence in the ITA’s provided 
services and this is one step of strengthening the SLA process. In addition, this tells the client 
whether the signed SLA is practised in the right way or not. All of this helps to enhance Assurance.  
5.2.7.1.4 Cost and Toughening the SLA 
Toughening the SLA does not come for free and there are additional costs incurred in order to do 
this. However, the ITA has decided to absorb most of this cost. The ITA believes that they have 
been tasked with a national goal and objective and they are working towards achieving it without 
bothering about how much money they spend compared to their goal of protecting government 
data and privacy. To the ITA, money is not an issue. FPCSPs on the other hand, the issue of cost 
in relation to the toughening of the SLA must be considered. IS Accountability practitioners from 
FPCSPs agreed that with the increase in SLA terms and conditions the more costly it will be and 
all of these factors need to be decided through the sensitivity of the application, or how the client 
has classified their application that they want to be migrated to the cloud. The more protection the 
client acquires, the more costly it will be. 
“Clients are happy to do that. So going back to the SLA, it will also be dependent on what sort of 
package they choose. If they want infrastructure as service, we share some of the responsibility 
matrixes. If they are going to the platform, there will be more regarding operation from our side. 
We are in a way pushing money from our pockets to let this organisation function faster. That’s 
the objective. If we are a for-profit organisation we would operate differently and look at 
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everything in terms of profit. But now we cannot because we are not a for-profit cloud service 
provider.  
In summary, IS Accountability practitioners stated that strengthening the SLA relates to the 
reinforcing of the SLA terms and conditions and that the more the SLA is strengthened, the more 
that Assurance is increased. It was also believed that toughening the SLA would strengthen the 
quality of service delivered by the CSP. This concept was discussed by twenty-two IS 
Accountability practitioners, with three hundred and eighty-eight coded references as can be seen 
in Table 5.8. This concept had a moderately strong base of support from the IS Accountability 
practitioners  that were interviewed. 
5.2.7.2 Risk Management 
 
Risk Management is an important part of information security. It can be seen as the process to 
assist the organisation in understanding the risks to privacy arising from new products, services, 
technologies, business models, and how to mitigate those risks. Risk Management was also found 
to be an important factor in providing Assurance according to the IS Accountability practitioners. 
By having a risk management program in place, provides Assurance to clients that the CSP both 
understands the risks that the client’s data faces and that the CSP has a process in place to prevent 
those risks from occurring. It also provides Assurance to the client when it is shown that the risk 
assessment is not a one-off event that is performed at the initial stage, but that it is an ongoing 
process carried out by the CSP. 
 
“Always have ongoing risk assessments for all of your newly introduced and developed products 
to protect the client’s data in the cloud environment. Keep in mind that the risk assessment should 
be ongoing. One-time assessments do not provide information security accountability as there are 
always changes in data collection, storage, and processing”. 
 
As mentioned earlier, Assurance is an important element of IS Accountability and a visible and 
effective Risk Management helps to provide the required Assurance. CSPs need to demonstrate a 
level of Assurance that meets the needs of the client. To effectively demonstrate that required level 
of Assurance, a valid evaluation program needs to be put in place. Such a program requires a 
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number of mechanisms to be chosen and implemented. These mechanisms assure clients that the 
associated risks that could potentially harm data and privacy due to newly introduced and existing 
products, have been assessed and are managed. Section 5.3.2 expands on the mechanisms 
discovered in the research. 
 
“Accountability is an abstract word but in order to make it tangible, it has to go through a very 
complex process. The nature of the risk assessment must consider the following: does the risk 
assessment suit the collected data, the accuracy of the risk assessment,its effectiveness and 
appropriateness along with justification for every decision made at each stage of the risk 
evaluation and mitigation procedure. Accountability is not a one-time evaluation, rather it is a 
continuous process and is the hardest part in terms of the SLA. How to maintain good 
accountability before, during and after moving the client's data to the cloud environment”.  
 
5.2.7.2.1 Process Description 
In order for the risk management process to provide Assurance, it shouldn’t be treated as a black 
box, but be open to scrutiny by the client. IS Accountability practitioners stated that an accountable 
organisation should show in detail the risk management process that the CSP is following. This 
will enhance the trust between clients and the CSP by assuring that good Risk Management 
(assessment, analysis and mitigation) is clearly being practised. For example, each organisation 
should show how their criteria for specific analyses are determined and how suitable those criteria 
are to the nature of the collected data and data use. In addition, they need to show their justification 
for decisions made and steps taken to mitigate an identified risk and whether those decisions were 
appropriate and effective. 
 
“As a client, we have to be informed about the process of risk analysis that our cloud service 
provider is following, we believe that this clarity always extends our relationship with more 
confidence and it assures us that our data is well protected. Then, we will come to know of these 
aspects by working together in collaboration with the cloud service provider that proper actions 
are being taken to protect our data during a critical time”. 
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5.2.7.2.2 Risk Appetite 
The level of Assurance required by a client is context-dependent on their specific needs. A major 
factor in determining the level is the client’s risk appetite. IS Accountability practitioners indicated 
that it was necessary for clients to make their appetite for risk explicit. Risk appetite is the extent 
to which the client is willing to accept different types of risks in order to achieve the organisation’s 
goals. Risk appetite is not a static value, but changes over time. Sometimes a client that is not 
willing to adopt a certain technology initially, finds themselves gradually accepting this new 
technology because other organisations have accepted the type of risk that is associated with the 
technology. 
 
Risk appetite can be described as a way of managing risk where the board sets it, the executive 
champions it, managers operationalise it and staff live with it. Client IS Accountability 
practitioners commented that the decision towards risk appetite should be made by the decision-
makers taking into consideration the organisation’s goals. IS Accountability practitioners also 
stated that the expression of a risk appetite should have substance and be connected with the 
decisions made by people within the organisation. In addition, the basic needs of the business and 
business plan should be taken into account to be jointly connected to the risk appetite decision. 
The failure to explicitly express an organisation’s risk appetite can have serious consequences. 
 
“The data revealed in our internal surveys—to evaluate the outcomes of the risk assessment, 
implementation of standards, and the handling of occurred security events—showed that 50% of 
the decisions were not correct and resulted in producing other unexpected security problems. This 
indicated a clear level of non-accountability in the decision-making process. For example, the 
decision of hosting government websites out of the country brought many information security 
breaches and put the ITA and the Omani Government in a very bad situation”.  
 
“It is good to have a risk appetite in place, but you need to make your top management understand 
it and make the decision towards an identified risk accordingly”. 
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Overall, the risk management process is heavily influenced by the level of risk appetite determined 
by the client organisation. Therefore, it is difficult to have an effective risk management process 
where the risk appetite has not been clearly expressed to the CSP.  
 
To sum up, having a clearly defined and visible risk management process enhances the client’s 
Assurance and trust in the CSP. This concept was discussed by thirty-two of the IS Accountability 
practitioners,which generated one hundred and fifty-six coded references. 
5.2.7.3 Summary  
 
In summary, Assurance is an important element in terms of IS Accountability and a failure to adopt 
the SLA with tougher terms and conditions along with implementing a Risk Management strategy 
can have negative effects on IS Accountability in an organisation. All thirty-four IS Accountability 
practitioners contributed to this concept and it generated five hundred and sixty-five coded 
references. This concept had a strong base of support from the IS Accountability practitioners that 
were interviewed. 
5.2.8 Remediation  
Remediation relates to best-practice corrections and redress in light of failure and/or misconduct. 
This includes remedies for an organisation where privacy has been put at risk. Such remedies 
should be based on the type of organisation, the organisational culture, as well as the nature of the 
data. Consult experts, regulators, civil society and representatives of the public and private sector 
organisations are all factors that an accountable CSP should consider when developing redress 
mechanisms. Remediation is a very important concept to IS Accountability as it shows the CSP’s 
willingness to bring the client’s business back in accordance with the assigned SLA within an 
agreed time frame (see Chapter 5, Event Management). Non-compliance with Remediation 
requirements would impact on IS Accountability as many client services would be disconnected 
at the time of the malicious attack. Having Event Management, Disaster Recovery and Redress 
Processes and procedures are three main factors that an accountable organisation should 
demonstrate. These three factors, which are depicted below in Figure 5.6, are the sub-elements of 
Remediation that will be discussed respectively in following sections. 
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Figure 5.6 Remediation and its sub-elements 
 
“Disaster recovery and the redress processes and procedures are two main elements considered 
at the ITA and other cloud service providers. However, we use different approaches to finalise 
particular redress mechanisms such as using the international and local standards, local 
policies, national laws and regulations where appropriate and applicable”. 
Table 5.9 below depicts the sub-elements of Remediation in terms of the number of sources and 
the coded references. 
 
Remediation Sub-
Element 
Number of participants that 
mentioned the element 
Number of coded references 
related to the sub-elements 
Event Management  34 308 
Disaster Recovery  33 151 
Redress Processes 31 133 
Table 5-9 The sub-elements of Remediation. 
5.2.8.1 Event Management  
 
Event Management, in the context of IS Accountability in Cloud computing, is the participant’s 
perception of the procedures for responding to inquiries, complaints and data protection breaches. 
An accountable organisation needs to demonstrate that they have in place well designed and 
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reliable procedures that provide data protection, in cases of breaches and privacy issues that may 
occur during and after the implementation phase. Event Management plays a crucial role in 
achieving IS Accountability within a Cloud computing environment as misuse of data, or a breach 
of information security and privacy to the migrated data will be reduced and mitigated through the 
procedures. Event Management is also strongly supported by having a formal complaint procedure 
that minimises individuals and business partners concerns towards data protection and privacy 
breaches. Event Management ensures that the rights of the individuals and business partners 
related to their data are respected. A failure to address all events that have targeted the client's data 
protection and privacy of individuals and business partners, will lead to a reduction in trust and 
confidence between the client and the CSP. 
 
“This is one of the basic things that the client has to know. How the cloud service provider will 
deal with threats or security attacks from the start of the attack until the last scenario and the 
process of the recovery. This is not only important to the client, but it is also important to the 
vendor. Once this is clear to my client and if something happens, my client will understand what 
the processes are required to restore the business back. If this mechanism is not there then it will 
frustrate my clients and may raise many complaints because they do not know what we are doing 
and what is being done to restore the business”.  
 
5.2.8.1.1 Response Time  
Response time was a key issue that arose out of Event Management. An accountable organisation 
needs to have procedures in place that manage the response time in cases of system failure or an 
information security breach according to the IS Accountability practitioners. They stated that a full 
recovery plan on how to handle the occurred event should be classified with a specific maximum 
response time for each type of threat or information security breach. They also commented that a 
faster response time by the CSP contributes positively towards enhancing the trust and satisfaction 
regarding the level of services provided by the CSP. Moreover, it shows how the CSP is 
accountable in their management of information security threats.  
 
“The response time within an agreed time frame for restoring the business to ensure business 
continuity is one of the most important matters that every cloud service provider should address 
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in the SLA. This always enhances our vision towards accountability in terms of security and all 
associated risks to data protection and privacy. This is what we call event management processes 
followed at the ITA and we found it to be important and effective”. 
 
The analysis found that the question of appropriate response time is influenced by five factors: 
 
 Event Severity  
 Time Frame 
 Stakeholder Involvement during the Event 
 Response Processes 
 Lack of Enforcement 
 
5.2.8.1.2 Event Severity 
CSP employees stated that the response time depends on the event severity, which is evaluated 
based on how severe or critical the Information security incident is. One CSP classifies the severity 
based on the number of impacted users during a specific event. For example, if the number of 
impacted users is more than 40% of users then the event severity is classified as high and the 
response priority will be higher. There are four different types of event severity according to the 
ITA. An event has a severity of critical, major, minor or trivial. If 100 or more users are affected 
it is a critical issue.  
In terms of percentage, a critical issue starts at 40%. If 40% or more users are impacted, it is called 
‘severity number one and is classified as a critical issue’. Then a major incident; then a minor and 
trivial. The SLA will list a time frame for each type of event for the CSP. The ITA considers 
severity number 1 a critical issue and the response time will be within thirty minutes as per the 
SLA. One IS Accountability practitioner from a FPCSP, stated that the faster the response required 
from the CSP, the more expensive the contract is going to be. Therefore, the criticality of the event 
is always decided by the client to be put in the SLA. 
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5.2.8.1.3 Time Frame 
An accountable organisation can demonstrate that, as part of their event management plan, they 
have a set time frame in which to manage the specific event, which is dependent on the event 
severity. The time frame must be agreed to by the client and the CSP for each level of severity 
and/or type of event and will largely be based upon the need for business continuity required by 
the client. There are different criteria that would influence the decision towards responding to each 
occurred problem. The highest priority is usually applied to highly sensitive data and mission 
critical systems. In comparison, systems handling the least important data will have the lowest 
level of severity and therefore be unlikely to receive an immediate response to an Information 
security incident. Clients have to decide the timeframe needed to respond to each type of event. 
For example, some clients are not bothered by a long response time from their application or 
migrated services as it is not really important or critical. However, for some clients with critical 
applications in the cloud, if the required time frame is short, that means the need for accountability 
is very high. This means that putting the service back and ensuring business continuity will require 
having a clear, well-planned remediation plan. This is part of Event Management and enhances 
Assurance by having a procedure in place to handle a certain event. 
“We have a pre-defined list of SLAs. We categorise them as per the ITIL standards and we label 
them as different issue types. The top issue type has the highest priority; there is also an issue type 
called ‘Incident’. Each incident has a severity which is critical, major, minor and trivium. We 
respond within thirty minutes to the critical incident. And we educate the customers as well about 
these SLA response times. Unfortunately, this is not yet officially approved by the ITA 
management. It is still a work in progress to make it official. The reason is that you want to be 
part of the international standards. Because your working progress is done by an external 
consulting company and I guess it is E&Y who are making the big decisions about response time, 
solution time, and severity”. 
5.2.8.1.4 Stakeholder Involvement during the Information Security Incident 
One of the key influences on response time is how many stakeholders (CSP, client groups, vendors, 
contractors and sub-contractors) are involved in the troubleshooting and recovery process. This 
takes time, as the client and their affiliated CSP contractors have to contact and arrange 
communication and receive a response from each involved partner. In a normal situation, things 
go smoothly in the case of minor problems. The flow of communication between all parties shows 
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the level of Transparency between client and CSP along with affiliated vendors or suppliers in 
order to discuss, negotiate and decide the type of event that has occurred. Then the remediation 
process and corrective actions to be followed must be implemented depending on the event type. 
Both clients and CSPs agreed that the mentioned response time mechanisms are all dependent on 
how responsible, transparent and collaborative all of the involved stakeholders are (client, service 
providers, and third-party vendors).  
“Slow or fast recovery from the occurred risk always depends on the number of partners, vendors, 
suppliers and contractors that are involved to fix one problem, based on that you can inform your 
clients about how long it takes to respond. This takes time, as the client must contact and arrange 
the communication and receive the response from everyone who is involved. The flow of 
communication between all parties shows how transparent they are in order to discuss, negotiate 
and decide the type of problem occurred and what the remediation process and corrective actions 
are to be taken. This all reflects how responsible, accountable and cooperative all parties (client, 
cloud service providers and third-party vendors) are”. - Client employee 
 
5.2.8.1.5 Response Processes 
The processes and procedures developed to respond to an Information security incident have a 
clear influence on the response time. If the organisation does not have clear and well-defined 
processes to handle the event, then this will slow down the response time.  
“All response procedures along with the followed mechanisms have to be put in place by the 
cloud service provider, and the client should be informed about the restoration process that will 
be followed to ensure business continuity. As a client we need to know how the problem is 
resolved in a timely manner in accordance with the SLA agreed response time. We must also be 
informed about how the cloud service provider deals with each situation’s severity. What are the 
main factors that the cloud service provider is following in order recover the service in a 
minimal time based on the available resources and other constraints? Such as, the ISP and 
power supply and what will happen should a complete shut down from the main source or the 
main power supply occur”. - Client employee 
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5.2.8.1.6 Lack of Enforcement 
In a situation where response times are not generally enforced, despite them being stated in the 
SLA, IS Accountability practitioners indicated that response times will be slower. 
“Enforcement is difficult as the ITA is providing a free service, so you say I want to hold you 
accountable. However, the systems with Oman Data Park are more critical and I am sure some 
of the mentioned types of enforcement would be applied in case of non-compliance. The recovery 
process is going to be faster than the ITA as their commitment will be very high to avoid any type 
of sanction if a dispute appears at any stage such as the adoption, the implementation process of 
policies or business restoration. In the case of the ITA, sanctions are harder to be enforced 
because you are dealing with a government cloud service provider. From what I have seen from 
their physical security, the monitoring by the Security Operations Centre and the Network 
Operations Centre, I can say that they are very committed”. - Client 
 
5.2.8.1.7 Complaint Handling 
An accountable organisation needs to have a complaint handling plan as part of the event 
management procedure. It is necessary as a review mechanism to ensure that the remediation 
process is carried out correctly and can ensure business continuity. In general, the use of a formal 
complaint handling mechanism should be the last resort for a client and indicates that a number of 
other elements have failed (e.g. Collaboration, Transparency and sharing of Responsibility). 
“Good cloud service providers should have in place some sort of procedure that enforces the 
policy in case of non-compliance, yet as a government client we cannot enforce sanctions on the 
ITA because all of us are working under one umbrella (the cabinet), also do not forget the ITA 
cloud services are free, so you cannot hold them liable, it will be more about negotiation and 
collaboration to end a dispute that has occurred. On the other hand, the case is completely 
different with a private sector service provider, all sanctions would be applied to them in the case 
of non-compliance with our rules or agreed policies”. 
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5.2.8.1.8 Establishing an Emergency Response Team 
An important aspect of Event Management is an emergency response team. This team handles—
after the initial report—serious IT threats, networking, the failure of some electronic or 
telecommunication services, and information security vulnerabilities or incidents.  
“We have an emergency response team. This team responds to any type of incident related to 
information technology, information security threats, data breaches for cloud computing or 
internal telecommunications”. 
 
One client that had such a team stated that the availability of the team always gives the client 
Assurance about the SLA and enhances trust between CSP, individuals and business partners. The 
team responds to any type of incident related to IT, data security or internal telecommunications. 
The team members all come from different sections of the IT Directorate  (engineering, 
information security and networking security, Cloud computing, and administration).All 
emergencies associated with IT are directed to this team. The team responds immediately once 
they receive a request,they meet up and follow the event management procedure available in order 
to manage the event and ensure that everything is documented and recorded. 
5.2.8.1.9 Ease of Processes 
With Event Management, it is important to consider the ease of the processes that have been 
established and that are being used. By having an easier and simpler process to be followed by the 
client and the CSP, a more flexible and faster response can be achieved. If the process is too 
complicated, this can lead employees to abandon or modify some processes, which may lead to 
non-compliance.  
“Before we were suffering as we had to present and gather all the evidence and put everything in 
writing for the top management and we had to hand everything to the minister’s office. We were 
fed up of reporting problems. Most of the time our employees were not complying with our internal 
processes and procedures related to reporting problems. Especially since the response to all of 
our efforts were  neglected by our top leaders”. 
 
 
170 
 
5.2.8.1.10 Summary 
This concept had contributions from thirty-four IS Accountability practitioners and generated three 
hundred and eight coded references (see Table 5.9).  
5.2.8.2 Disaster Recovery 
 
A key aspect of Remediation for the organisations was the sub-element of Disaster Recovery. A 
clear disaster recovery process has to be established, implemented and constantly reviewed to be 
used by an organisation whose privacy and collected data in Cloud computing has been put at risk. 
To ensure that business continuity is maintained at the highest level possible consistent with the 
available resources.  
A good disaster recovery process should always reflect the organisation’s needs and be properly 
designed to fit with the nature of the organisation’s data holdings and data use. It should also have 
the capability to handle a specific issue at a specific time. Each risk has its own characteristics and 
has to be matched with the right corrective mechanisms. This concept is very important as it aids 
the remediation process, which directly impacts on IS Accountability in terms of clearly 
identifying the priority of each service. It assures the proper delegation of responsibilities at the 
time of a crisis. Another important aspect of the disaster recovery process is alerting everybody to 
the interrupted services. Another important task in the disaster recovery process is Documentation 
as it goes all the way from the start of the crisis until the end. An example of how this impacts the 
remediation process and IS Accountability is where when establishing a Disaster Recovery off-
site and not regularly maintaining it, the off-site location might not be ready at the time the disaster 
occurs and the remediation process would therefore fail. 
“What we are saying is that we need our cloud service provider to provide two different sites—
one active and passive. So that our data will be moved to the active data centre (which we know 
that the ITA has with all the latest technology in terms of adoption, implementation of policies, 
and having the latest security measures). However, we want to make sure that another off-site is 
there which has not been confirmed yet by the ITA. We have many critical services that cannot 
wait for the recovery process. Even though it depends on different vendors like the Internet 
provider or power suppliers, the availability of an off-site that is regularly maintained is 
important to us”. - Client employee 
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IS Accountability practitioners indicated that the disaster recovery process should match the 
client's requirements in terms of information security, client privacy and business continuity. 
Disaster Recovery should consider re-allocation of services to an off-site location until the primary 
site has recovered then have the procedures to move the service back to the original site. The 
service running at the Disaster Recovery site need not have all the functions of the original site, as 
some functions might not be relevant. IS Accountability practitioners commented that the disaster 
recovery process should always consider business priority, how critical business is and  the agreed 
time frame that that business needs to be restored. 
In summary, thirty-three IS Accountability practitioners with one hundred and fifty-one coded 
references discussed this concept (see Table 5.9). This concept was discussed throughout the entire 
set of questions during the interviews, but predominantly when talking about the importance of 
disaster recovery procedures.  
5.2.8.3 Redress Processes 
 
An important sub-element that was identified was that organisations needed to ensure that 
appropriate Redress Processes had been put in place. Redress Processes differ from disaster 
recovery processes in that they cover remedies that are put in place for information security 
incidents that do not necessarily threaten business continuity and often happen after the 
information security incident has occurred. Some of this study’s IS Accountability practitioners 
stressed that many issues need to be considered when developing Redress Processes, such as 
international and local standards, local policies, applied national law and regulations as well as the 
nature of the data and how critical it is to business operations.  
“In situations that require redress, the cloud service provider has to demonstrate how they develop 
the redress mechanisms. Do they consider aspects such as the type of organisation, the nature of 
its data holdings, and the way the data is used? Also, do they consider attributes such as the 
organisational culture and the type of industry each organisation belongs to? In the development 
of redress mechanisms, do they consult experts, regulators, civil society and representatives from 
the public and private sector organisations? All of these questions have to be answered 
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transparently by the cloud service provider, then clients can rely on the provider in the case of a 
system failure or intentional security breaches”. 
The IS Accountability practitioners stated that the redress process has to be readily and easily 
accessed by individuals, business partners and regulators. The individuals and business partners 
would most likely use it in the actuality of a serious information security incident. The regulators 
and arbitrators would most likely  it as a reference if there is a dispute between the CSP and 
affiliated clients in order to check the redress process and the steps that need to be applied. All 
complaints have to be transparently addressed to make sure they are efficiently and effectively 
attended to. Different options for Redress Processes are offered by a FPCSP to individual 
organisations. However, it is coupled with extra cost. For example, ODP has three different levels 
of cloud services: Gold, Platinum, Silver. Each one has its own redress process but there is 
additional cost as the level of service increases and the client has to decide based on their budget 
and the importance of their applications.  
“The redress process has to be straightforward and easily accessed by individuals, business 
partners and regulators. Each one of them is using it for their needs. More options may be 
available but one must always consider the additional cost. That means the clients should have an 
allocated budget. At the ITA we do not aim to make a profit, but you find this with Oman Data 
Park because it is a private cloud service provider ”. 
5.2.8.4 Summary 
 
This concept was discussed by all thirty-four IS Accountability practitioners,which generated six 
hundred and one coded references. Because the importance of Remediation was discussed in-depth 
all of the IS Accountability practitioners, gives an indication of the importance of this concept. 
5.3 Key Operational Mechanisms 
Analysis of the data led to the identification of several key operational mechanisms that the IS 
Accountability practitioners felt assisted in achieving IS Accountability. Operational 
mechanisms are different from the core elements of ARE Accountability. Core elements define 
what is needed to achieve IS Accountability—they aid in the IS Accountability process. The 
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operational mechanisms are practical tools and activities that are used to implement and monitor 
the goals of IS Accountability. 
5.3.1 Gradual Migration 
This is a mechanism that clients use to transfer their business to a cloud environment to be 
gradually outsourced based on the importance of the data (data value uses the scale of high, 
medium or low in terms of information security). This gradual migration of services to a cloud 
environment gives clients more understanding of the CSP’s resource management capability 
agreed to in the SLA in regards to data management protection and privacy. The implementation 
of the SLA in terms of the IS Accountability program will be tested along with event 
management handling processes and procedures in case of an information security breach. This 
will test whether the CSP has staffed the IS Accountability program with skilled personnel. A 
gradual migration gives IS Accountability practitioners a chance to further test the SLA.  
IS Accountability practitioners commented that it is best practice to test the IS Accountability of 
the CSPs by migrating data to the cloud gradually. They suggested  migrating the least important 
data within the organisation to check the CSP’s willingness to take Responsibility and whether or 
not they are willing to be held accountable for any breach that may occur. They also believed that 
gradual migration allows clients to monitor their data and work closely with the CSP. It also allows 
clients to judge the CSP’s capability to manage resources and maintain the required data protection 
towards the migrated data in accordance with the assigned SLA. However, this requires support 
from executive management to work. 
 
Security specialists stated that the management of resources through gradual migration allows the 
clients to determine the policies that the CSP is using, how it is implementing the policies and 
what standards they are following. Also, this will help to continuously audit the mechanisms 
followed by the CSP in regards to ongoing risk assessment and mitigation, which will give the 
client a clear idea about the CSP’s Risk Management. The client will have the ability to identify 
the type of risk management strategies the organisation should follow at all stages (transferring the 
risk, accepting the risk, avoiding the risk, mitigating the risk or applying what is known as a risk 
appetite strategy). All this enhances the implementation of IS Accountability. 
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“By gradually migrating our data to a cloud environment we will have a good chance to work 
very closely with our cloud service provider and discover their environment for handling the 
client’s data. Through this, we will be able to judge whether the cloud service provider is 
accountable for others’ data or not”.  
 
5.3.2 Risk Management Practices 
An important operational mechanism that was identified in the analysis of the interviews was 
implementing some specific risk management practices. It was found that these risk management 
practices had a range of positive impacts on IS Accountability. 
 
5.3.2.1 Privacy Impact Assessments 
 
Privacy impact assessments were raised as an important risk management tool. IS Accountability 
practitioners added that the privacy impact assessment takes place when determining the processes 
that an organisation should apply towards data collection, deployment of new technology, data-
driven business models, data usage and data management. Privacy impact assessments need to 
closely examine each new application or introduced process, so that the associated risks with that 
application or process can be clearly identified and evaluated, which will provide extra Assurance 
to the clients. The privacy impact assessment allows the organisation to demonstrate that those 
steps have been taken to ensure that the manner in which data is used meets the requirements of 
applicable laws, regulation and the organisation’s privacy promises. 
 
“Privacy is important, at the ITA we have to apply different evaluations and mechanisms towards 
the newly introduced or developed products, to ensure whether data privacy before, during and 
after data collection is in line with all external criteria like national and international laws and 
standards. This also applies to some internal hosts and government clients”. 
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5.3.2.2 Risk Management Strategies 
 
An important risk management practice presented by the IS Accountability practitioners,was that 
organisations should adopt an overall risk management strategy. Four main strategies were 
identified as being in use to manage risk, they are: 
 
 Acceptance 
 Avoidance 
 Transference 
 Mitigation 
 
It needs to be noted that the strategies are not mutually exclusive and an organisation can use one 
or more strategies simultaneously in different parts of their organisation. Their use is context-based 
and depends on the situation of the collected data, types of potential breaches, criticality of 
migrated services in terms of information security and data privacy (low, medium, high). It is not 
one size-fits-all; what might suit one case might differ from other cases. 
 
5.3.2.3 Accept The Risk 
 
Accept the risk means to take no action towards the identified and recorded risk. It is simply the 
decision of accepting the risk and dealing with it if it occurs according to the situation at the time. 
This strategy is used if the identified risk is small and does not impact much on the migrated data 
or on the project as a whole and could be easily dealt. The ITA is extensively using this strategy 
with some government clients where migrated data is classified with low importance and not 
critical. However, at ICSPs the migrated data is classified as highly important and they are very 
rarely inclined to accept an identified risk. 
 
“At the ITA we accept risks, if the identified risk is not really harming our client’s data or 
stopping the service for long hours, we are using the risk acceptance strategy with our 
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government clients where migrated data is not classified as sensitive in terms of criticality. So, it 
is not worth it to have extra expenses by applying the risk mitigation process in such cases”. 
 
5.3.2.4 Avoid The Risk 
 
In this strategy the organisation plans to avoid the risk. The risk avoidance strategy is best applied 
when the identified risk has a potentially large impact on information security and data privacy or 
the data migration project. For example, the ITA tries to avoid giving large numbers of information 
security staff (e.g. information security team, Cloud computing team, networking team and Oman 
CERT Centre employees) annual leave during summer especially if there is a migration of clients 
(government ministries and departments) running at that time. Summer is the most preferred time 
in Oman for employees wanting to have their annual leave due to the school holidays. There is 
considerable pressure from the majority of employees to be allowed to take their holidays at this 
time. A senior manager at the ITA commented that putting most of the employees on leave from 
every team during the summer isn't a great idea. There's a risk that directly impacts on IS 
Accountability where a severe shortage of employees will be experienced and lots of delegated 
jobs at the ITA would not get done as expected. Instead of creating all of this unwanted hassle to 
the organisation, it would be better to avoid summer vacations especially for critical jobs at the 
ITA. 
“Another risk strategy we are following is risk avoidance, in this strategy the ITA is trying to 
avoid a certain risk to bring the risk possibilities of occurrence to its lowest level, sometimes this 
is implemented directly and some other times indirectly. For example, at the ITA we try to keep 
our employees available during summer as you know summer in Oman is hot and a school 
holiday. Most employees want to have holidays during the summer. This is not directly linked to 
risk management strategy but letting most of your employees away from work at the one time 
includes many risks as no one will look after the running services, especially the Network 
Operation Centre (NOC), and Security Operation Centre (SOC). Just imagine something goes 
wrong or we have an attack to some of our services and we have a shortage on employees what 
will we do then? So, it is better to have a plan for the holidays and increase the incentives for 
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employees who stay back during the summer and maybe have a list of other benefits to satisfy 
our employees” - ITA Standardisation Department 
 
5.3.2.5 Transfer The Risk 
 
An information security manager at the ITA stated that risk transference is a strategy used in a 
project that involves having different parties execute the work and thereby transferring the risk to 
the third-party. For example, the ITA outsources some of their operational services to be operated 
by a third-party company. The ITA continues to perform an ongoing risk assessment and reviews 
the process to ensure an effective information security process is put towards the client’s data. All 
other information security processes and risks that may appear before, during, and after the 
implementation process will be managed by the third-party company. All problems are transferred 
to the third-party companies. Normally transference arrangements are placed in project contracts.  
 
Another example is the development of a new information security software for a cloud 
environment. The third-party company will take care of the development process assigned by the 
ITA starting from buying the software, bringing skilled people to run the software, and using 
proper backup and documentation tools throughout all the development processes. In case of a 
specific risk identified throughout the development stages of the project, the third-party will take 
care of all the necessary steps towards managing the risk so as not to harm the development. This 
transfer of risk to the third-party is explicitly stated in the contracts used by the ITA. This strategy 
is usually practised at the ITA during the time of the development of new software or introducing 
new services to the ITA. The ITA also attempts to mitigate the risk by using third-parties with 
having a skills transfer built in the contract and process. This strategy works usually after the 
execution of a project, sometimes by taking all the employees who were working on that project 
and changing their work contract to the ITA. It may also be used by assigning the ITA employees 
throughout the planning, design, development and implementation process and transferring all 
skills of that specific project back to the ITA. However, given the expense of this type of skills 
transfer, the ITA does not use this strategy often. 
“Sometimes we assign the job to third-parties in terms of infrastructure or software development 
then every single problem will be directed to the third-party company and all of this will be 
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agreed in the SLA with details of responsibilities, response the timeframe and many other 
aspects. Even though it is costlier, it makes us more comfortable”. - ITA Standardisation 
Department 
 
5.3.2.6 Mitigate The Risk 
 
A risk mitigation strategy means implementing and developing processes that limit the impact of 
the occurred risk. This is considered as a pro-active solution that makes the outcome of the specific 
occurred risk, smaller and easier to fix. Risk Mitigation is the most commonly used strategy in 
Oman, particularly in information security. For example, IS Accountability practitioners who 
worked in security, commented that an accountable organisation should be pro-active and 
implement all the requirements to have good IS Accountability. Updating software, hardware, 
having information security tools such as advanced firewalls, writing good policies to manage the 
use of data collected in the cloud, having the ability to manage cloud resources in a way that 
ensures advanced information security to client’s data are all ways of mitigating the risk. In 
addition, persuading top management to extend the information security budget to ensure that the 
organisation’s privacy program is appropriately staffed by adequately trained personnel, are all 
steps that enhance IS Accountability. This is part of the mitigation process and the ITA is heavily 
committed to this strategy. ICSPs like the DoRC and FPCSPs are also heavily committed to using 
a risk mitigation strategy.  
“Sometimes we try to be pro-active by implementing mechanisms that reduce the impact of 
threats and the cost as everything will be implemented initially at one time. We are using this 
risk management strategy frequently at the ITA and I guess everyone finds it very useful” - ITA 
Standardisation Department 
 
5.3.2.7 Periodic Review 
A periodic review of a risk is a useful risk management tool that allows organisations to know if 
their risk management is appropriately implemented. If problems and or challenges are identified, 
then a periodic review encourages CSPs to work over the discovered risks to meet the needs of the 
organisation. This is done by supporting sound decisions about data management and protection 
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of privacy. A failure to implement a periodic review and take the corrective actions to fix the 
identified problems will reduce IS Accountability in a Cloud computing environment.  
“Yes, I do agree to have all of the program risk assessment plans in place occasionally reviewed 
and should be shown to us in a transparent manner and all issues should be openly discussed. In 
fact, we are doing this internally and I am looking forward to practising this much better with our 
cloud service providers (the ITA or others) with more maturity and understanding”. 
5.3.3 Education and Training 
The IS Accountability practitioners shared their perceptions about the existence of up-to-date 
education and training programs to keep employees and on-site contractors aware of data 
protection obligations. This included the practitioners’ beliefs about the role and involvement of 
education and awareness towards keeping employees aware of new data protection issues in order 
to enhance job performance, as well as the importance of data privacy. According to the IS 
Accountability practitioners,all of the above mentioned would contribute to the success and 
Reputation of an organisation. Education is an important tool that influences employee awareness 
of different threats, which may attack the Cloud computing environment. The training mechanism 
motivates employees to enhance their level of work, motivates employees to identify the training 
needed for each department in terms of security, and to identify the training phases needed. The 
training mechanism also contributes positively to enhancing the employees’ job satisfaction. All 
this enhances loyalty and trust within the organisations, which strengthens IS Accountability (see 
Figure 5.7 ). 
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Figure 5.7 Education and training tool used as one of the important mechanisms to strengthen IS Accountability 
in a cloud environment 
 
An IT expert from the Ministry of Transportation and Telecommunication stated that education 
and training helps in different ways. The more educated you are, the more aware you will be of 
new trends like Cloud computing or digital services.  
 
“I am encouraged to educate the youth about all trends because I believe that they have a strong 
initiative. I am looking forward to the whole team who will be looking after our IT solutions in 
regards to new emerging trends for the Omani people in five years to come”.  
 
IT professionals claimed that they aim to educate each employee in the IT field with a specific job. 
They also have the intention to ask the CSP about the level of education and awareness that their 
employees have. They also stated that the SLA should contain all details regarding education and 
training. 
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“Education and training is very important to both parties (the client and their affiliated 
providers). I believe, as a decision-maker here at this organisation and working in the field of IT 
for a very long time, that education enhances and motivates other aspects such as awareness 
about new emerging technology. It also promotes satisfaction and loyalty. Put it this way, no 
education and training means no motivation for a better quality of work, and no awareness 
about emerging trends is a direct threat to information security”.  
 
ICTs professionals from both sides stated that education and training would make both parties act 
more responsibly and be held more accountable for what they delivered. 
 
Regular updates designed to be easily understood by clients contributes to maintaining awareness. 
IT professionals believed that gradual education flowing between the CSPs team and clients 
definitely helps to maintain education and awareness in the long run. Education and awareness are 
two different things, but they are connected to each other. If the employees are well trained and 
are also made aware of the consequences of not doing some specific task required by given 
policies, leads to better outcomes, a greater understanding of the importance of their task, and to 
greater job satisfaction. Also, being aware of possible security threats will help protect clients by 
ensuring that they employ the proper tools at the right time, and to make the appropriate response 
to the threat. Workshops and seminars will make the client mindful of important aspects of 
information security in general, and of emerging trends and new threats. The client believes that if 
basic knowledge is available to employees of the clients and business partners, then IT and the 
information security team can focus on other emerging trends. Just asking the CSP to transfer their 
knowledge to their clients (such as government ministries), will have a positive effect. The client 
will be encouraged to seek further knowledge about newly introduced and promoted concepts.  
 
Improved education and training improves understanding and appreciation of the organisation's 
standards—whether formal or informal. It makes employees aware of the consequences of a drop 
in standards. Both the CSP and client should constantly share information and always act 
transparently. This should be practised regularly until it becomes a common practice by both 
parties (CSPs and clients). So, education and training are considered as one pillar that enhances 
security, strengthens trust, and increases Responsibility.  
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The ITA professionals stated that they had a sense of Responsibility and accountability towards 
delivering basic and advanced training for their employees and their government clients. The ITA 
asked the government to extend the budget for the training of the information security department. 
However, the ITA information security professionals were concerned that the budget for training 
could be increased, due to the slump in oil prices. The ITA training centre is delivering the training 
not just for their own employees, but also for over ninety government entities. Therefore, the 
budget allocated for training needs to be increased and supported financially by cabinet, as this is 
a national goal, not just the ITA’s vision. The ITA professionals believe that authorities in Oman 
should understand this situation and increase the funds allocated for training and education. They 
stated that the government cloud project is expected to save the government more than three 
million US dollars, and therefore, it is worthwhile spending money on training and information 
security awareness.  
 
“However, we might face problems in the future, as there is a reduction in the training funds due 
to a slump in oil prices, and the economic problems that were caused by this problem. As a 
result, I am expecting the level of training to go down. Most of our training will be conducted in 
Oman instead of outside the country. This huge national project is expected to serve more than 
ninety government entities. This project is expected to save the country millions of Omani rials 
(more than three million US dollars) by having one centralised database with a united 
application served by one network”. 
The ITA professionals believe that this expenditure will pay back in the future. Extensive training 
always motivates the ITA and client employees. This engenders confidence and a sense of 
Responsibility and satisfaction towards their employer. Again, this encourages trust and 
strengthens the relationship between staff, the client, and the CSP. They also stated that many 
employees have introduced new ideas because of training and the increased sense of satisfaction 
and motivation. 
IS Accountability practitioners emphasised that education and training were found helpful in the 
knowledge transfer scheme. The knowledge transfer scheme is followed between the client and 
their third-party implementation team, which is held on campus. The scheme aims to transfer 
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knowledge from the users of software, hardware or any other project to the ITA. This type of 
scheme is called a “boot camp”. This is heavily practised at government entities and at the ITA in 
particular. This is pre-agreed in the SLA, and even at the initial kick-off meetings and during the 
classification of business needs. Boot camps take place over a few months and they can be an 
incentive for knowledge transfer from the implementation vendor team to the ITA. 
 
“Also, we provide a boot camp team. Boot camp basically runs for a few months, and  transfers 
knowledge from the implementation vendor team to the ITA. The boot camp finished earlier this 
year in April. And from that, we have moved from boot camp to using the knowledge in day-to-day 
operations. And we are still doing it. It is an endless process. That's always been the challenge 
anyway”.  
 
Cloud experts stated that awareness is another aspect that is enhanced through the education and 
training of IT leaders. Education about specific concepts enhances the awareness level of certain 
vulnerabilities and risks that could threaten the organisation’s information security. They also 
emphasised that awareness would enhance confidence towards roles and responsibilities by 
encouraging ongoing awareness of information security. Whereas information security 
professionals at the ITA, stated that compliance with aspects of education and training would be 
considered no different to complying with overall internal policies, which would then lead to 
compliance with accountability requirements.  
 
Quality of work is greatly improved through regular education and awareness sessions. Everyone 
will be made aware of certain factors that improve the quality of the delivered work. 
 
The classification of training is another aspect that the ITA and government client leaders believed 
was achieved by having a clear vision towards the education and training scheme. The ITA 
professionals stated that training workshops took approximately seven months for some advanced 
engineers. The clients classified the training among employees by categorising their level, and the 
job that they were assigned with the cloud technology. These categorisations also help the ITA’s 
decision-makers understand who is going to perform what task. The administration and public 
staff were given basic on concepts related to Cloud computing, and information security. Engineers 
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with technical support staff took the very advanced training. Information security members were 
supplied with more advanced training, going in to more detail about information security and data 
privacy problems. In short, the training classification was based on the roles and responsibilities 
of the employees. This, in turn, assists in the staffing delegation for the cloud. This is also evidence 
to the client that employees are more responsible and accountable for their job execution. Also, 
this strengthens the trust of top management, as the employees were more open, transparent, asking 
questions and discussing issues with management. This happened with IT and information security 
departments and with top management. The third-party forms a relationship with the client as they 
have been recommended by the ITA. The ITA stated that the third-party always considers the ITA 
as a reputable institution in the country. This makes it easier for them to obey the ITA’s 
instructions, and adhere to whatever that is assigned in the SLA.  
 
In addition, IT and cloud professionals from the MoCI classified the training into phases. For each 
implementation stage they send a specific team to do specific training. This repeats until all phases 
are completed. The client was happy about this classification as they found this strategy very useful 
as trainees follow a clear step-by-step implementation process.  
Education and training motivate employees to achieve the aforementioned tasks and goals of their 
education and training. Professionals from the government client’s side stated that motivation is 
very important to achieving a balance between strong SLA terms and conditions and employee 
satisfaction. 
“Education and training is very important, and this always encourages employees internally to be 
more accountable and aware of doing things right. Therefore, this is part of the motivation 
process, which I believe that the client and cloud service provider should work toward and 
encourage all the time. Trust, loyalty and confidence of doing things right would be brought out 
by encouragement and the work atmosphere and the nature of work”. 
IS Accountability practitioners commented that people would be highly motivated and become 
loyal to their organisation by having enough training, being rewarded with certification for their 
work and given a reward at the end of each year, such as a bonus. The employee then becomes 
motivated in achieving the best possible outcomes with an acceptable level of quality and therefore 
will act with more Responsibility and accountability in their assigned jobs. This strongly applies 
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to the CSPs’ relationships with their employees. Professionals from the Ministry of Manpower 
(MoM) stated that they were practising this at the ministry and found it practical. 
The motivation would increase job satisfaction and in turn gives employees greater incentive in 
carrying out their assigned jobs and delegated responsibilities. The employees will also become 
more innovative and creative in their work, regardless of whether the rewards are tangible or 
intangible.  
The IS Accountability practitioners believe in motivation as it enhances loyalty within every 
employee in the organisation. As a result,  try to comply with all policies and best practices 
throughout their work. They also believe that motivation could be manifested in three ways: 
training, which includes courses; rewards, which include certifications given to contractors or their 
employees for their achievements; or bonuses assigned to contracted employees working on the 
client’s site. This will make all contractors feel that they are part of the client’s organisation, 
thereby improving loyalty. 
The researcher’s own experience agrees with this, as he was motivated when he was working for 
Occidental Oman (a petroleum company in Oman, where the researcher was a contractor working 
for Imtac LLC cooperation with yearly monetary bonuses and certification rewards). All of these 
motivation aspects lead to a sense of satisfaction, improves loyalty, enhances the trust with the 
employer, and improves the employees’ sense of accountability. 
Overall, the IS Accountability practitioners saw the implementation of education and training as 
being an important mechanism to ensure that the core elements are implemented, especially in the 
areas of Collaboration, Flexible Change Process, and Responsibility. 
 
5.3.4 Quality Assurance Department 
 
The Quality Assurance Department is assigned many different roles, most of which are outside the 
area of information security. However, it has a key role in ensuring that information security and 
policies are adopted and carried out on a continuing basis. To perform those roles, different 
mechanisms are used. As explained in the following section, audit is the strongest mechanism to 
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fulfil the requirements of the SLA terms and conditions. In addition, the general review processes 
and procedures followed in the Cloud computing environment to ensure IS Accountability are 
often carried out by the Quality Assurance Department. The Quality Assurance Department is also 
often responsible for monitoring operational performance in information security to ensure that 
the services are being delivered to the client at the required level. The department will also ensure 
that the services are delivered in compliance with policies and listed criteria. This is especially true 
for organisations working with the ITA. Overall, the IS Accountability practitioners saw the 
Quality Assurance Department as being an important mechanism to ensure that the core elements 
are implemented, especially in the areas of a Commitment to External Criteria and Assurance. 
“The quality assurance team works under the quality assurance section. This team is designated 
to fulfil different functions. For example, checking every single aspect of the processes and 
procedures to verify whether they are complying with internal and international standards, and 
following the processes and procedures. This team gives the final approval and assurance to the 
intended stakeholders in the project to release a specific solution to go in the production”. 
5.3.5 Audit 
The audit is a way of tracing a certain breach in order to investigate who did what, at what time, 
and with which account. The audit process helps both clients and the CSPs to identify areas of 
Responsibility and IS Accountability. The audit consists of two main parts, the audit trail and an 
audit of the auditor. The audit trail is the continual review of a specific database or file and 
recording any changes that have been made to the database or file. The implementer should be 
able to provide a complete audit trail to the clients about the user’s activities across all systems. 
Providing a reliable and easy-to-follow audit trail is an indicator of good internal controls that the 
CSP has and forms the basis of objectivity. The audit of the auditor is where an external auditor or 
third-party company such Ernst and Young (EY) audits the information security department. An 
internal audit on the other hand, occurs when clients host some applications internally such is the 
case in a private cloud. The ITA has hired Ernst and Young to inspect their auditors. The auditing 
job is commonly used to manage the controls. The controls can be classified into technical 
(operational), physical, and administrative. An information security audit is covering areas such 
as the physical security of data centres to inspect the logical security of databases. It also highlights 
key components to look for and offers different methods for auditing these areas. Auditors use 
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ratios to evaluate the number of attempted breaches and compare it with the number of breaches 
that have occurred. However, when an audit on the SLA terms and conditions is carried out, the 
auditor looks at the responsibilities of the CSP—what has been carried out and what has not. This 
is more of an administrative job rather than a technical or operational job.  
The client must be made aware of the different audits carried out by the CSP, whether they be 
internal or external. Organisations follow their own mechanisms to identify the audit ratio of the 
CSP by looking at any security breaches that have occurred in previous contracts. This approach 
is also used by tracing the record of the CSP with other clients to determine if any non-compliance 
of the SLA has been recorded. This gives the organisation executives an indication about the CSP’s 
level of accountability. Information security professionals believe that the audit process always 
helps to identify the roles and responsibilities assigned to everyone in the CSP and on the client’s 
side. They also commented that, if the continual process of the audit is there, then the information 
security policies of the organisation will remain up-to-date. They also stated that this has a direct 
impact on IS Accountability. Non-compliance to the agreed policies of information security and 
outsourcing terms and conditions was considered as compromising the IS Accountability of the 
CSP. Also, to remain accountable, an organisation or security department should give careful 
attention to maintaining up-to-date security policy. If the policy is breached then the associated 
risk to this organisation will be assessed based on what the potentially out-of-date policy is, and 
not an up-to-date. Overall, the IS Accountability practitioners saw auditing as being an important 
mechanism to ensure that the core elements are implemented, especially in the areas of a 
Commitment to External Criteria, Assurance, and Responsibility.  
5.3.5.1 Audit Trail 
 
The audit trail is the continual review of a specific database or file and recording changes that 
have been made to the database or file. An audit trail is the mechanism that is applied to inspect 
of the logs for both the CSP and clients’ actions in the cloud (who did what). In this case, no 
employee can blame his or her colleague for something that was caused by someone else. 
 
“We have an audit trail centre. We can see who accessed the data of a customer and at what 
time. So the order trail is available in the G-Cloud self-service portal. It is called the audit log, 
that can be looked upon from the service portal. The audit can be searched by the Project 
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Manager of the Project and Environment Administrator. So you can see who logged in; who 
accessed the portal; and other information”.  
5.3.5.2 Audit of Auditors 
 
As well as conducting audits on the cloud service interactions, the ITA also perform an external 
audit on the internally assigned auditors by hiring a third-party company such as Ernst & Young 
(EY). This ensures that there will be no missing terms conditions and policies before, during and 
after the implementation phase of information security measures. An audit of the auditors is also 
covered out internally on the client’s side, where a separate secure private cloud is implemented 
by what is called the ‘Committee of Internal Auditors’. Information security leaders emphasised 
that this committee’s role is mainly to enhance Assurance and raise IS Accountability to the 
highest level. The Assurance should comply with internal standards, which are derived from the 
security policy. This gives Assurance to the top management and executives that the organisation 
data and business are compliant with the country’s regulations and internally assigned SLAs. 
This committee also ensures that IT leaders and the ITA policy makers are constantly reviewing 
and auditing information security, and that they report to their top management based on the 
quality Assurance principles. They also try to ensure that dealings with business and client data—
internally and externally — aims to be free of discrimination towards any department, third-party 
and any senior employees.  
“This committee’s role is mainly to enhance the assurance and raise the accountability level to 
the maximum level with much care and quality assurance of complying with the internal 
standards, and fulfilling the requirements of the written policies. This gives assurance to top 
management that the organisation’s data and business are treated with compliance to national 
laws and internally assigned SLAs”.  
 
This committee ensures that decisions have not been influenced by culture or other factors, 
especially in the enforcement of policies or in the process leading up to the implementation of 
those policies. Security professionals expect that this auditing mechanism will help to lessen 
cultural influences at any level inside or outside the organisation; to ensure that all decisions are 
based on wider business goals and not narrow factional or personal goals. The breach of 
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compliance in business matters would impact negatively on the way of doing work and may 
result in non-accountable behaviour from some employees or clients (third-party, vendors, 
suppliers and top management not fulfilling the roles and responsibilities assigned to them). One 
IT specialist said that he considers auditing as a way to strengthen the assigned SLA between the 
CSP and clients by protecting the terms and conditions attached in the agreement. 
 
5.3.6 Information Sharing (Portals) 
An information sharing portal is one of the mechanisms that the ITA has implemented to 
make the flow of information between the clients and the ITA easier and more transparent. 
IS Accountability practitioners from the ITA stated that this portal provides more 
Assurance, and increases the flow of communication and Transparency in verifying what 
has been achieved and what is not being achieved. Then, the reasons for not doing some 
tasks will be closely examined and immediate action can be taken regarding the breach in 
terms of a failure to fulfil the assigned responsibilities as initially agreed between clients 
and their CSP.  
“We provide the customers with a shared service portal. It is a dashboard of the statistics 
of the SLAs and the business process. So it gives the customer a sense of security, it tells 
you very transparently if your SLA and information security policies are right or not. All 
staff involved in collecting and managing the personal and migrated data are forced to 
commence in training and education about the use of the portal. The portal 
comprehensively covers different applied mechanisms between the cloud service provider 
(us the provider) and our associated clients. The training includes all specific tasks like 
auditing (along with its processes), the follow up of processes, providing outstanding 
service before, during, and after the migration process, and how to balance the assigned 
jobs between available resources such as worker skills or hardware and software. All 
major aspects considered need to be covered. This means that we never stop our portal 
enhancement, it continues to progress”. 
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Overall, the IS Accountability practitioners saw information sharing as an important mechanism 
to ensure that the core elements are implemented, especially in the areas of Collaboration, 
Transparency, Assurance and Responsibility. 
 
5.3.7 Regular Updates 
Regular updates: an accountable organisation has to be up-to-date with policies including national 
laws, hardware devices and software programs. With IT systems it is important to be aware of the 
latest legal and technical developments in order to comply with the latest legal, hardware and 
software. Regular updates strengthens the client's trust and confidence to move their business to 
the CSP. The ITA always tries to update their policies, hardware devices and software programs. 
The updating of new policies to cover the latest legal, technical and standards development 
strengthens the information security management. The regular update of policies includes industry 
standards, both national and international (see Chapter 5, Commitment to External Criteria) as well 
as the nation’s laws and regulations. Keeping up with the latest software patches is necessary if 
malware is to be avoided. Similarly, hardware and software will need periodic updating. 
Furthermore, security specialists in the organisation need to keep up with the latest threats by 
regularly attending to OCERT releases. Being committed to external criteria by ensuring the 
regular update of policies including national laws along with up-to-date hardware devices and 
software program is an important part of fulfilling the requirements of IS Accountability in a Cloud 
computing environment. It also strengthens the relationship between a Commitment to External 
Criteria and Assurance according to the IS Accountability practitioners that were interviewed.  
“The cloud service provider has to demonstrate to their clients that they are equipped with the 
latest inventions in technology and information security. However, this does not mean that you 
have to exceed your allocated budget, but just have a good balance between your business needs 
in terms of what to protect or what to migrate based on the sensitivity of your data, and applying 
priority strategies all the time. I am sure clients want to see how the cloud service provider updates 
their policies, hardware devices and software programs that play a role in security management 
within a cloud environment. This is our experience, not a theoretical approach, and believe me 
trust will be strengthened through these small steps”. 
191 
 
 
One IS Accountability practitioner stated that, in terms of regular update with hardware and 
software, the CSP has to demonstrate a willingness to have the latest version of all hardware and 
software products that are available in the market. The CSP has to assure their clients that their 
data will be processed using the latest hardware platforms and operating systems. The CSP also 
has to show the clients a readiness to acquire the latest major versions of existing software or 
hardware in the market, to assure them that their data and privacy is protected in the cloud. The 
CSP has to demonstrate to their clients the acceptance of having new functionality leveraged in 
an existing hardware or software product. All of these aspects, if properly demonstrated, 
enhances the client’s trust that data migrated to the cloud will be protected, and strengthens trust 
in IS Accountability.  
Overall, the IS Accountability practitioners viewed regular updates as being an important 
mechanism to ensure that the core elements are implemented, especially in the areas of a 
Commitment to External Criteria, and Assurance. 
5.3.8 Knowledge Transfer 
An exchange of expertise enhances the Collaboration between IS Accountability and data privacy 
experts in the CSP and the client’s experts. The exchange of knowledge and experience regarding 
information security always suggests new perspectives and ideas about the process of data 
migration and the implementation phases. Brainstorming sessions can be highly productive in 
these phases. This strengthens the Collaboration, which in turn strengthens IS Accountability's 
ability to provide information security in a Cloud computing environment. It also aids 
Responsibility and enhances the trust between clients and the CSP. 
 
One IS Accountability practitioner emphasised that for every contract they have a clause in the 
SLA under the section called the ‘knowledge transfer scheme’. This scheme is followed between 
the client and their third-party implementation team, which is held on the campus of the CSP. This 
is done to transfer knowledge from the developers of software, hardware or any other project. This 
type of scheme is called ‘boot camp’. This is heavily practised by government entities and the ITA. 
This is stipulated very clearly in the SLAs and even at the initial kick-off meetings and during the 
classification of needs. A boot camp that transfers knowledge from the implementation vendor 
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team to the ITA team can be used as an incentive for the clients. The ITA applies the boot camp 
scheme to all the government clients who decide to use the ITA as their CSP. This scheme includes 
an exchange of expertise and knowledge especially in information security and data protection.  
“A knowledge transfer scheme is a strategy that is followed the client and their third-party 
implementation team. This strategy is used by the ITA. We intend to generalise among our 
associated cloud clients, so that we can transfer knowledge between our team and the client’s 
team. We believe this is part of enhancing the trust between our different contractual parties. It is 
expected that information security will be aided by having this mechanism in place. In fact, this is 
practised and is doable at the ITA. The benefits are obvious. Knowledge transfer gives better 
assurance of data security and trust between the cloud service provider and clients”. 
The acceptance of the knowledge transfer scheme and exchange of information security expertise 
by having some of the client’s security experts work for the ITA, was highly successful. One IS 
Accountability practitioner from the MoH stated that the exchange of expertise during the data 
migration project was one of their suggestions. It was believed that this step would enhance 
Resource Management (see Resource Management) by reducing the cost of hiring new employees. 
The client considered this as a win-win situation as it benefits both the CSP and its clients.  
Overall, the IS Accountability practitioners saw knowledge transfer as being an important 
mechanism to ensure that the core elements are implemented, especially in the areas of 
Collaboration, and Responsibility. 
 
5.3.9 Compliance 
 
Compliance requires a set of the GGCSP’s requirements to be followed by the client in order for 
it to join the government cloud. 
 
The major elements of these requirements are discussed in the initial meetings conducted between 
the ITA (CSP) and the government client. If both parties agree, then the SLA will be signed. If 
there is disagreement then the ITA will encourage the client to achieve the requirements over a 
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period of time with the consultancy and support of the ITA. However, the ITA will not be involved 
with implementation of the requirements. The ITA is very strict about compliance, since it impacts 
on the quality of work and on information security.  
 
“The ITA lists down all the criteria that are required. It then asks the client to comply with the 
listed criteria. If clients cannot fulfil all of the criteria the ITA finds ways to help the clients to 
reach our approach of compliance listed at the OeGAF. Yes, compliance is very important to the 
ITA”. 
 
One ITA cloud specialist stated that an accountable organisation has to take into account the 
quality of work and should never concentrate on the number of government entities that are moving 
their data to the ITA cloud. Professionals from the ITA affirm that the ITA is a non-profit 
organisations and therefore will never consider the profit-or-loss point of view. Professionals 
stated this tends to engender a longer, more thorough process. However, it will also ensure that 
quality will be achieved with the client.  
 
Whilst another ITA specialist believed that this is the best way for clients to join the G-Cloud. 
Both the ITA and the clients have to agree on certain criteria to be fulfilled from both sides. The 
ITA lists their criteria towards joining the G-Cloud and in turn, they are committed to delivering 
the list of services with high quality based on the criteria. 
 
As mentioned earlier, if both the ITA and clients settle on the agreed criteria, then an SLA will be 
signed. If not, and the ITA has further requirements, then the ITA will negotiate to try to find an 
acceptable solution that satisfies both partners. In this case the client should address their 
shortcomings to comply with the ITA’s criteria. However, the ITA works closely with clients on 
the procedures to be followed to reach compliance as quickly and as easily as possible. One ITA 
specialist stated that the ITA would never compromise on the list of standards that each client has 
to comply with. Nor would it ever allow any type of influential power — be it political or cultural 
— to compromise their list of criteria. The practitioner also stated that any compromise to their 
list of criteria would directly result in a compromise in the quality of work provided by the ITA, 
which would affect its prestige as a GGCSP in the country. 
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 For instance, if you have a training centre and in each session, you have a policy to accept fifty 
candidates only, this is part of the quality training Assurance and the ITA cannot go beyond this 
number. If this limit is exceeded then they must make sure the quality of work will not be less than 
what is expected. Compliance with the ITA’s criteria is the way to produce a high quality of work, 
and this is how the ITA promotes the government cloud. Information security professionals from 
the ITA stated that these criteria are derived from extensive research that the ITA has conducted 
on the best way of providing a high quality services. Furthermore, if that list of criteria has been 
compromised for any reason, then the service will almost certainly be dissatisfactory. 
 
Overall, the IS Accountability practitioners saw compliance as being an important mechanism to 
ensure that the core elements are implemented, especially in the areas of Assurance and a 
Commitment to External Criteria. 
 
 
5.3.10 Continual Reviews 
There needs to be continual reviewing and monitoring of policies and procedures that are included 
in the terms and conditions of the SLAs 
 
One specialist emphasised that continual auditing leads to the discovery of missing elements in 
policies, procedures, and the terms and conditions of SLAs. Continual reviewing of the process 
allows for an increased improvement in systems and this strengthens accountability.  
“Always have ongoing risk assessments for all of your newly introduced and developed products 
to protect the client’s data in the cloud environment. Keep in mind that the risk assessment should 
be ongoing. One time assessments do not provide information security accountability as there are 
always changes in data collection, storage, and processing. For example, at the ITA, systems are 
reviewed periodically, which means that we are reviewing many things at the same time, such as 
policies, our training and awareness mechanisms, transparency, reporting issues and incident 
response mechanisms”. 
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IT and information security professionals stated that systems should be reviewed periodically as 
this leads to many implications: new IT assets will be evaluated and recorded, security controls 
and IS Accountability checks will be put in place, policies and procedures will be be updated, 
continuing Transparency and reporting will be maintained, and incident response and business 
continuity plans will be reviewed and renewed. Overall, if this auditing process happens within a 
certain time frame, both clients and CSPs will be assured that the IS Accountability and 
Responsibility levels amongst all parties will be high. In the case of overlooked and un-
implemented terms and conditions in the SLA’s these will be examined closely and discussed 
again in a face-to-face meeting with the client.  
Overall, the participants saw continual reviews as being an important mechanism to ensure that 
the core elements are implemented, especially in the areas of Assurance and a Commitment to 
External Criteria.  
 
5.3.11 Operational Performance 
 
This section discusses the methods used by the CSP to maintain the level of service as promoted 
and advertised to customers.  
 
OneITA specialist stated that he hopes to increase the ITA’s operational  performance, which in 
turn will motivate many government clients to migrate their business to the government cloud. 
Operational performance has a positive effect on accountability as it keeps the CSP accountable 
for maintaining the level of promoted services to all their clients. The accountable organisation 
has to keep the operational performance record very well maintained. The ITA is currently focused 
on quality Assurance of operational performance — seeking to provide superior services with 
minimum failures and with a fast response time to all critical or major information security and 
cloud issues. The ITA is working towards achieving the best hardware and software that comply 
with different international and local standards as well as national laws.  
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“Third one will be operational performance. That is something that we advertise and it is 
something we strive to live up to. Operational performance is the goal that we want to reach”. 
 
Overall, the IS Accountability practitioners viewed operational performance as being an important 
mechanism to ensure that the core elements are implemented, especially in the areas of Assurance, 
a Commitment to External Criteria, and an Accountability Support Environment.  
 
5.4 Chapter summary 
This chapter presented the definition of IS Accountability based on the data that was revealed in 
this study. This chapter also highlighted the core elements and their sub-elements of accountability 
namely ASE, Flexible Change Process, Collaboration, a Commitment to External Criteria, 
Responsibility, Transparency, Assurance, and Remediation. Each element was identified and their 
importance to Information Security Accountability was discussed. All sub-elements were 
thoroughly explained and analysed. Their importance to the main element along with their relation 
to IS Accountability was also discussed. Each section was coupled with a table that displayed the 
number of IS Accountability practitioners that contributed to the concept and sub-concepts along 
with the total number of coded references. Finally, this chapter presented a list of key operational 
mechanisms that the IS Accountability practitioners felt assisted in achieving IS Accountability.
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6 Analysis and Theory Development 
This chapter provides deeper analysis of the material gathered in the research and builds on the 
structure of the eight core elements in several ways: 
1. It analyses and describes the important relationships that exist between the eight core 
elements. 
2. It analyses the structure, of the relationship with the consumer and role of the three different 
types of CSP that were examined in the research (for-profit, internal and government). 
3. It analyses how the attributes of IS Accountability practitioners affect their understanding 
of the eight core elements. 
4. It identifies three high-level IS Accountability strategies that can be taken by organisations 
trying to achieve information security Accountability. 
5. It identifies specific issues that need to be addressed to establish an effective external 
authority to arbitrate the client-CSP relationship. 
The final part of the chapter summarises the overall results of this chapter and the previous chapter 
to form an overall theory that will allow organisations to achieve IS Accountability in the context 
of cloud service provision and government. 
6.1 Analysis Process 
This chapter will first present a discussion on the discovered relationships, which consists of the 
following: a general overview with supporting quotes from the interview, a summary of the 
relationships between the concept and the practitioner attributes, and a brief discussion on how the 
concept was connected to the main element. Then, a discussion on the IS Accountability 
practitioners’ attributes will be presented. The IS Accountability practitioners (twenty-six male, 
and eight female) came from both the CSP and client’s side, and included the following: managers, 
executives, IT professionals, security specialists, ICTs professionals, information security leaders, 
and cloud experts. 
This chapter will also provide an analysis and development of the concepts that were derived from 
the research data, which was discussed in Chapter 5. A brief overview of the relationship between 
the CSP and IS Accountability in a cloud environment will also be explored. The strength of the 
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relationships that were discovered were based on the discussion of relationships between various 
concepts and attributes coded from the interview data.  
The process by which the relationships were identified and evaluated is outlined below.  
The researcher conducted an extensive data analysis using axial coding. During the axial coding 
process, all core elements of IS Accountability and the relationships between them were 
developed. This analysis was achieved by a mixture of inductive and deductive thinking.  
The strength of a relationship was based on three aspects. The first aspect was the number of 
sources (interviewed IS Accountability practitioners) who said something about the concept as 
well as the quality of the discussion about the relationship. The weight of numbers that discussed 
a concept or indicated to a relationship between concepts within a contribution were used to 
highlight elements of interest to this research. The number of sources was used to decide the 
strength of the relationships among different concepts. The second aspect that was used to 
determine the strength of a relationship, included the influence or power that each IS 
Accountability practitioner was holding, and their role or position within the organisation. The 
final and most important aspect was the conceptual strength of the idea represented by the 
relationship, i.e. its importance in the broader scheme of the theory. 
The conducted analysis aids in answering the research questions proposed in this study, which will 
be presented in the concluding chapter (Chapter 8). 
 
6.2  Relationships Between the Core Elements of IS Accountability 
In this section, the thesis presents the important relationships between the eight core elements. It 
shows how the elements and concepts interact and affect each other. Ten relationships were 
identified as being relevant.  
 
Each of the relationships is described and structured as follows:  
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1- Each table includes the name of the relationship, the number of IS Accountability 
practitioners that mentioned the element, the number and names of the element (s) that 
were connected to the relationship, and the type of relationship (one-way or 
symmetrical). 
2- Then each relationship is then further depicted with a diagram that simplifies the 
relationship for the reader. 
3- The definition and description of each relationship. 
4- The overview section then summarises each relationship and the number of IS 
Accountability practitioners that discussed the introduced relationship.  
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6.2.1 Ensure the Implementation of Different Mechanisms to 
Enhance IS Accountability 
Collaboration, Assurance, and a Commitment to External Criteria are all core elements of IS 
Accountability. These elements have a strong connection as they share various common practices 
and mechanisms for achieving IS Accountability within a Cloud computing environment.  
The mechanisms need a high level of Collaboration to ensure the continuity of IS Accountability, 
especially in a Cloud computing environment. The mechanisms include many tools such as, 
education and training, audit processes, the establishment of a quality assurance function, and 
assurance of compatibility. Such mechanisms allow CSPs to assure clients on how SLA terms and 
conditions are executed in the real world. The implementation of mechanisms gives Assurance on 
how clients breach any non-compliance with the agreed SLA terms. A list of mechanisms needs 
to be established by the organisation and should be implemented in a way that ensures the 
information security policies and privacy goals are achieved effectively. The recommended tools 
might be used to facilitate Decision-Making about appropriate data use and protection, whereas 
training along with education, can be used to explain how to use those tools. An example of the 
type of mechanism that needs to be implemented to achieve IS Accountability was described by 
one of the IS Accountability practitioners. 
“We provide the customers with a shared service portal. It is a dashboard of the statistics 
of the SLAs and the business process. So it gives the customer a sense of security, it tells 
you very transparently if your SLA and information security policies are right or not. All 
staff involved in collecting and managing the personal and migrated data is forced to 
commence in training and education about the use of the portal. The portal 
comprehensively covers different applied mechanisms between the cloud service provider 
(us the provider) and our associated clients. The training includes all specific tasks like 
auditing (along with its processes), the follow up of processes, providing outstanding 
service before, during, and after the migration process, and how to balance the assigned 
jobs between available resources such as personnel skills or hardware and software. All 
major aspects considered need to be covered, This means that we never stop our portal 
enhancement, it continues to progress”. 
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A failure to put these mechanisms in place undermines IS Accountability within a Cloud 
computing context. This sentiment was echoed by thirty-two of the thirty-four IS Accountability 
practitioners that were interviewed, as can be seen in Table 6.1.  
 
 
 
 
Number of 
interviewees 
that 
mentioned 
the element 
The number 
and names of 
elements that 
were 
connected to 
the 
relationship 
Relationship 
Type 
Ensure the implementation of different 
mechanisms to enhance IS 
Accountability 
32/34 
3 
Collaboration 
Assurance 
Commitment To 
External Criteria 
 
 
Symmetrical 
Table 6-1 Ensure the implementation of different mechanisms to enhance IS Accountability in relation to the IS 
Accountability’s core elements (name and number of relationships), and relationship type 
The ITA, a government service provider has partially practised and implemented mechanisms by 
re-engineering the business process and incorporating information security and privacy into these 
procedures. It then established a portal to follow up all actions and gave access to business partners. 
The portal was carefully used to audit the actions of the ITA’s employees against the misuse of 
collected personal information. All staff commenced in practical training and education sessions 
that were designed to show how to use different parts of the designed portal. 
This process helps assure compliance for employees who collect, process, and protect information. 
Security professionals from Oman stated that the use of different mechanisms executed by various 
tools such as—training, audits, the establishment of a quality assurance department, assurance of 
compatibility, and exchange of expertise—all had a positive impact on achieving IS Accountability 
in a Cloud computing environment.  
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The suggested mechanisms were seen as a mandatory approach towards achieving IS 
Accountability, and had to be attained by the individuals that were involved in the collection and 
deployment of personal information. Security specialists in Oman emphasised that, for an 
organisation to become accountable, it has to incorporate information security and privacy into all 
processes that collect, use or, manage personal information as well as business partners’ 
information. 
Information security professionals in Oman indicated that they were putting their efforts towards 
IS Accountability by trying to implement comprehensive information security and privacy 
programs that incorporate personnel training, privacy impact assessments, program risk 
assessments, oversight and validation, event management, complaint handling, risk management 
processes, and remediation plans. This endeavour goes in line with global efforts practised by 
organisations in Europe, North America, and the Asia Pacific. Furthermore, Oman’s active 
cooperation with countries such as the United Kingdom and Singapore has aided in its efforts.  
“The protection of our clients’ migrated data and privacy is our main target and we are working 
in cooperation with many partners around the globe from Europe, North America and the Asia 
Pacific. But we are more active with the UK and Singapore, especially in Singapore as they are 
advanced in the areas of technology and cloud protection. Many security aspects in the cloud are 
considered in our affiliation, such as assessment to measure the risk, and how to overcome the risk 
by having the correct amendment processes in place”. 
The importance of context 
To make this relationship successful there has to be a strong Collaboration between the CSP and 
its clients. An IS Accountability practitioner commented that Collaboration helps in addressing 
most of the challenges that occur. For example, if both teams face a critical situation and find 
difficulty in applying the suitable mechanisms to fulfil the requirements of a Commitment to 
External Criteria and Assurance, Collaboration can help.  
Solid communication and Collaboration between the CSP and the client provides Transparency 
that will allow them, and their top management to thoroughly analyse the critical situation and 
devise solutions. This direct communication between the CSP and clients always establishes trust 
as they are working within an organised strategic plan that is covered by ethics and regulated 
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clauses. This trust strengthens IS Accountability between clients and the CSP and it helps reduce 
associated risks. Each team works towards successful implementation of IS Accountability by 
applying suitable mechanisms following the right execution process that reduces the occurrence 
of threats. The CSP team is assigned a delegation to perform the mechanisms with properly trained 
professionals. This proper delegation of staff and tasks require good Resource Management (see 
Chapter 5, Resource Management) by allocating proper personnel with resources such as skilled 
personnel, up-to-date hardware, software and policies. Putting all these mechanisms in place leads 
to achieving IS Accountability in a Cloud computing environment. 
“If you want to succeed in achieving good implementation in policies, resources whether skilled 
personnel or up-to-date hardware or software, you need to engage in good communication 
between you (the provider ) and your associated client. The more challenges you face, the more 
susceptible you are to things going wrong. Also, if the partners are not talking then never promise 
the client to expect a high level of accountability in security, take this from my experience. Always 
meet, communicate and establish a dialogue transparently”. 
The proper mechanisms must be implemented to put privacy and accountability policies into 
effect. The accountable organisation must have proper mechanisms in place that supports the 
execution of the commitment process. The mechanisms must be implemented in Collaboration 
with top management and agreement from the client’s side. The implementation of different 
mechanisms in Collaboration with clients directly impacts IS Accountability as can be seen in 
Figure 6.1. Therefore, the relationship between Collaboration, Assurance and a Commitment to 
External Criteria is crucial to both clients and CSPs. IS Accountability practitioners varied in the 
details of their implementation of different mechanisms, and everyone discussed the concept based 
on their business needs. However, there were many common mechanisms revealed from this study. 
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Figure 6.1 The relationship between ensuring the implementation of different mechanisms to enhance IS 
Accountability, Collaboration, Assurance, and a Commitment to External Criteria 
 
6.2.2  Authority to Collaborate to Implement External Criteria 
 
The authority to Collaborate to implement external criteria is defined as giving staff the 
independent authority to look after issues that have occurred between CSPs and clients to ensure 
that external criteria are complied with. And this relationship is clearly depicted in Figure 6.2. As 
mentioned earlier in the thesis, Collaboration between the relevant parties is an essential element 
in a Cloud computing environment. However, such Collaboration does not necessarily happen 
without the proper processes being put in place. Staff will often require specific authority, either 
from senior management or in some cases the cabinet level before they can collaborate. This 
authorisation may be embedded in the SLA or may be given by management on a case-by-case 
basis. Furthermore, staff may be reluctant to comply with external criteria without authorisation.  
205 
 
 
Figure 6.2 The relationship between the authority to collaborate to implement external criteria, Collaboration, 
and a Commitment to External Criteria 
 
“The SLA is the main reference between cloud service providers and clients. Many clauses are 
articulated in the agreed SLA; for example, the degree of authorisation to deal with a specific 
situation at a particular time. Authorisation is usually needed to deal with an occurrence of a 
security breach where an immediate decision must be made without waiting for top management. 
Collaboration must be formally agreed to in order to produce a fast response. However, this is 
limited to certain situations”.  
The authority has to be pre-assigned to ensure that CSPs are committed to complying with all 
external criteria such as, different national laws and the organisation’s policies. Authorisation is 
needed to implement the agreed SLAs without having conflict over the control of threats. Authority 
to collaborate is the cornerstone of achieving a better approach in fulfilling external criteria within 
a Cloud computing environment.  
“Collaboration is needed for fast responses, but this is limited to certain situations. We give 
authorisation. However, our country’s laws and internal policies are highly considered and are 
not to be overtaken by staff. You are authorised but with limitation only to respond to certain 
threats”. 
Failure to have this authority impacts negatively in relation to compliance with external criteria. 
Moreover, it increases the risk and decreases the trust between CSPs and their associated partners. 
Although the organisation can force a CSP to comply with SLA terms and conditions in order to 
fulfil the IS Accountability requirements in a Cloud computing environment, it is better if the 
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Collaboration is available throughout all stages and given voluntarily rather than having to enforce 
it. 
“You are authorised but with limitation to respond to certain threats. Our aim is to build a kind 
of trust between us as a client and the provider, to avoid some irresponsible actions from some 
staff towards a serious matter of data protection and privacy by being ignorant or acting 
carelessly”.  
Overview 
As can be seen in Table 6.2, this relationship was discussed in-depth by thirty-one of the IS 
Accountability practitioners in relation to Collaboration and a Commitment to External Criteria. 
 
 
Number of 
participants 
that 
mentioned 
the element 
 
The number 
and names of 
elements that 
were 
connected to 
the 
relationship 
Relationship 
Type 
Authority to collaborate to implement 
external criteria 
 
31/34 
2 
Collaboration 
Commitment To 
External Criteria 
 
Symmetrical 
Table 6-2 Authority to collaborate to implement external criteria in relation to the IS Accountability’s core 
elements (name and number of relationships), and relationship type 
6.2.3 Flexibility in the Change Process Motivates Collaboration, an 
Accountability Support Environment, and a Commitment to 
External Criteria 
A Flexible Change Process has been defined earlier in the thesis as being one of the core elements 
required to achieve an accountable organisation. By having a willingness to be flexible in changing 
the processes, procedures, and policies to suit the client’s requirements, a higher level of 
accountability can be obtained. In addition to its direct effect on IS Accountability, the analysis 
found that a Flexible Change Process can encourage the positive effects of three of the other core 
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elements—Accountability Support Environment, a Commitment to External Criteria, and 
Collaboration. This relationship is clearly depicted in Figure 6.3 below. 
 
Figure 6.3 Flexibility in the change process motivates Collaboration, an Accountability Support Environment, 
and a commitment to comply with external criteria 
“Always be flexible with your clients in terms of changing the policies, processes and 
procedures. This will help all parties to collaboratively comply with all means of regulations in 
accordance with national laws. Although the ITA’s standard/policies are comprehensive and 
cover many aspects, we still must customise those policies to fit with our business needs. We do 
not need to use everything but at the same time there are some missing points which deal with 
health aspects, and we have to match them with other international standards like HIPAA”. 
Commitment to External Criteria 
A Flexible Change Process encourages a Commitment to External Criteria because it enables 
adaption to the circumstances that an organisation faces in regards to the external criteria, 
especially in a world where the context is often rapidly changing. This means that organisations 
are more prepared to commit to the external criteria if they know that their circumstances will be 
considered. 
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“Each entity has the right to adjust the policies, processes and procedures according to their 
business needs. This prepares clients to better comply with agreed SLA terms and in accordance 
with the country’s laws. And there might be some policies which are not doable at the organisation, 
whereas some other policies can be very useful. Therefore, generalising the ITA policies to be used 
by all entities this would conflict with the internal policies that manage the use of IT resources in 
each organisation. The respondents would call it as “a policy conflict”. 
 
Accountability Support Environment 
A Flexible Change Process enables the policies and procedures regarding IS Accountability to be 
better handled by staff as they can adapt their actions to the requirements of the situation, as 
opposed to having to follow an inflexible set of rules in every situation. By having a more Flexible 
Change Process, the ASE is strengthened for staff. An example of this is in the investigation of an 
event or security breach. Having multiple available methods can often achieve a better result. This 
flexibility in investigation will allow the tools, measures, and processes that are required, to be 
chosen independently. Each organisation will have a risk profile and therefore, the commitment to 
comply with regulations will be context-based, rather than tools and processes that are a one-size-
fits-all.  
“Flexibility always gives employees space to deal with each occurred risk in accordance with the 
situation. There is no specific way to do it, but flexibility does the job of minimising the level of the 
threat. Top management provides staff with needed flexibility, it is a win-win situation, we can say. 
Top management will be freed to focus on other important matters rather than day-to-day work 
processes”.  
Collaboration 
A Flexible Change Process also has a positive effect on the core element of Collaboration. 
Collaboration is improved as the clients, providers, and regulators have avenues to address changes 
in their environment, as well as each of their own requirements. By having these avenues open to 
them, the stakeholders are encouraged to collaborate to make any necessary changes to IS 
Accountability policies and procedures. 
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“Always be flexible with your clients in terms of changing the policies, processes and 
procedures, as this will encourage all parties to collaboratively comply with all means of 
regulations in accordance with national laws”. 
 
“The ITA has to be flexible in accepting the necessary changes suggested by our clients. The 
changes might occur in policies, procedures or pre-defined standards; we need this type of 
flexibility as some of the ITA’s policies and standards do not fit with our business nature. I will 
give you an example, the HIPAA Privacy standard is designed to protect individuals' medical 
records and other personal health information; the ITA have never implemented this type of 
standard but, to us this is crucial to be implemented. So, we need to collaborate on how to integrate 
this standard and others into the ITA’s systems”.  
Overview 
The researcher compared the contents of the three core elements with the Flexible Change Process 
and found that flexibility enables better support from top management by giving authority to solve 
daily matters that affected IS Accountability. The analysis found that flexibility strengthens 
Collaboration between CSPs, business partners, individuals, and regulators as they were welcomed 
to express their requirements. Flexibility was also found to encourage staff to comply with IS 
Accountability. The fact that most of the IS Accountability practitioners stressed flexibility shows 
its importance. The relationship was discussed by twenty-one of the IS Accountability practitioners 
(see Table 6.3 below), concentrating more on the support received by top management to be 
flexible enough in changing the process to attain compliance with external criteria. This, in turn, 
provides a good principle to aid IS Accountability in a Cloud computing environment. 
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Number of 
participants 
that 
mentioned 
the element 
 
The number 
and names of 
elements that 
were 
connected to 
the 
relationship 
 
Relationship 
Type 
Flexibility in the change process 
motivates Collaboration and supports 
commitment to comply with external 
criteria 
 
21/34 
4 
Flexible Change 
Process 
Accountability 
Support 
Environment  
Commitment to 
External Criteria 
Collaboration 
 
 
One-way 
Table 6-3 Flexibility in the Change Process in relation to the IS Accountability’s core elements (name and 
number of relationships), and relationship type. 
6.2.4 Collaboration improves Remediation through several channels. 
 
Collaboration was defined earlier in this thesis as being one of the core elements required to 
achieve IS Accountability. In this study, a strong relationship was identified between Collaboration 
and Remediation.  
There are three ways in which Collaboration enhances Remediation. First, Collaboration improves 
operational performance, and improved operational performance leads to improved Remediation. 
Second, Collaboration improves Reputation, which in turn enhances Remediation. Third, 
Collaboration establishes an external authority, which also results in a better remediation process. 
This relationship is depicted in Figure 6.4. Each concept will be explained respectively in the 
following sections. 
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Figure 6.4 Collaboration and Remediation improve operational performance 
 
1- Collaboration Improves Operational Performance thereby enhancing Remediation. 
Collaboration with the CSP allows the client to operate better by increasing trust and understanding 
of the CSP’s procedures, as can be seen in the following quote. 
“Focusing on communication gets the business partner closer to discuss the up-to-date issues 
transparently and keeps them informed. The quality of work is always improved through 
transparency and greater communication”. 
Operational performance is indicated by how well a CSP manages the cloud service on a day-to- 
day basis. Improved operational performance has a strong effect on the remediation process. When 
a client is working at a high level of operational performance, they can be assured that an event is 
unlikely to be caused by incompetence, and therefore the remediation process can take place in a 
more trusting atmosphere. 
“Of course, in the current situation, and with a clear absence of the regulatory authority for IT, 
we can only negotiate, discuss and initiate some dialogue to sort out the conflicts and enhance 
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trust. The quality of work also enhances communication. More communication produces a higher 
quality of work and builds better confidence in the provider”. 
2- Collaboration improves Reputation which enhances Remediation.  
Collaboration increases the Reputation of the CSP by allowing the client to have a clear 
understanding of how the CSP works to provide the cloud service.  
“The willingness from cloud service providers to be more transparent in delivering tasks, and to 
cooperate on knowledge transfer towards the end of a cloud migration project by some means tell 
us how good the cloud service provider is in the market. At least some characteristics about the 
vendor are known to us to inform us of the status of the cloud service provider in the market”.  
An improved Reputation enhances the remediation process by increasing the trust between the 
CSP and the client (especially top management), allowing for a smoother remediation process. 
Reputation is maintained by having suitable corrective actions in place. Developing a solid 
rectification process aids the clients to judge the provider’s Reputation and this must be done in 
Collaboration with clients.  
“In situations that require redress, the cloud service provider has to demonstrate how they develop 
the redress mechanisms. Do they consider aspects such as the type of organisation, the nature of 
its data holdings, and the way the data is used? Also, do they consider attributes such as the 
organisational culture and the type of industry each organisation belongs to? In the development 
of redress mechanisms, do they consult experts, regulators, civil society, and representatives from 
the public and private sector organisations? All of these questions have to be answered 
transparently by the cloud service provider,then clients can rely on the provider in the case of a 
system failure or intentional security breaches.” 
3- Collaboration Contributes in Establishing and Working with an External Authority 
which enhances Remediation. 
The establishment of an external body to look after a dispute that could arise because of a violation 
of privacy and non-compliance towards the proper use of data, is an important aspect of the 
remediation process that organisations need to carefully consider. Establishing an external 
authority is important because it allows the remediation process to be trusted by both parties and 
it provides an independent arbitrator in case of a dispute. The IS Accountability practitioners 
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believe that Collaboration is necessary—first, to establish an accepted external authority, second, 
to work with the external authority, and third to work productively with the external authority, 
which is necessary during the remediation process. 
“Lack of communication brings along with it non-compliance of the organisation’s policies and 
decreases the quality of production. Employees will have no interest in doing things correctly, and 
if there is no enforcement this situation will become much worse, as employees and providers know 
that there is no power or proper authority in the country to enforce agreed rules in case of a 
dispute”. 
Overview 
The complexity of this relationship can be seen in Table 6.4. The researcher discovered that there 
was a strong relationship between Collaboration and Remediation. IS Accountability practitioners 
talked about good Collaboration positively impacting the remediation process followed by the 
organisations. This improves operational performance as the CSP maintains the same level of 
services promoted and advertised to customers—especially in the case of a major breach—to 
maintain business continuity. IS Accountability practitioners commented that to customers, 
business continuity is very important and reflects the reputation of a CSP in terms of having the 
proper means to perform the corrective actions at the right time with the right resources.  
\ 
 
  
Number of 
participants 
that 
mentioned 
the element 
 
The number 
and names of 
elements that 
were 
connected to 
the 
relationship 
 
Relationship Type 
Collaboration improves operational 
performance thereby enhancing 
Remediation 
25/34 
2 
Collaboration 
Remediation 
 
One-way 
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Table 6-4 Collaboration, Remediation, in relation to the IS Accountability’s core elements (name and number of 
relationships), and relationship type 
 
The IS Accountability practitioners also stated that an accountable organisation should 
demonstrate to clients the means of the recovery process that are required to restore the business. 
They also said that an accountable organisation should provide a superior number of services with 
minimum failures, and a fast response time to all critical or major information security issues 
occurring within a cloud environment. To achieve this, a higher level of Collaboration is required 
between CSPs and clients. They further commented that Collaboration should be extended to 
include another party if corrective actions are not properly addressed and major harm is caused to 
client data and privacy. All critical issues must be escalated to a neutral authority, to 
collaboratively investigate the dispute and trace down who did what, and whether any harm was 
caused to the client's data or reputation. 
 
6.2.5 Collaboration Encourages a Flexible Change Process by the 
Increased Flow in Communication 
The relationship between Collaboration and Flexible Change Process is defined by the increase in 
communication that is caused when the relationship between the client and the CSP has good levels 
of Collaboration and a Flexible Change Process. Collaboration is enhanced by the flow of 
communication between clients and CSPs to discuss information security and data privacy issues 
in a Cloud computing environment. Increasing communication means that the organisation is 
Collaboration improves Reputation 
which enhances Remediation  
 
18/34 
2 
Collaboration 
Remediation 
 
One-way 
 
 
Collaboration contributes to 
establishing and working with an 
external authority which enhances 
Remediation 
 
22/34 
2 
Collaboration 
Remediation 
 
One-way 
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working more closely and collaboratively with its clients. The flow in communication also 
encourages decision-makers to be flexible in the change of processes and procedures to support IS 
Accountability. The decision-makers will become more flexible because of the trust built through 
this closer communication in a collaborative manner. For example, if there is no flow in 
communication between different sections within the CSP, good Collaboration cannot be expected 
between them internally, issues will not be made transparent, and the issues will be treated 
officially and bureaucratically. If this is the case within the CSP, then the lack of communication 
will be a significant obstacle towards improving the relationship between the CSP and its clients. 
Issues will not be explained and transferred by the CSP team properly because they are not 
communicating internally, which means clients will not be made clear about the occurred risk. 
Consequently, clients will be difficult to persuade to be flexible in adjusting their processes and 
procedures to be in accordance with the CSP’s criteria and vice versa. Figure 6.5 reveals how this 
interconnected process works.  
 
Figure 6.5 How Collaboration and an increase in the flow of communication lead to a Flexible Change Process 
“Communication enhances many aspects between business partners; we are always encouraging 
communication to discuss all daily matters. Through communication many covered issues will be 
brought on to the table and discussed further by specialists and stakeholders. Then specific 
decisions that suit each case will be made. This eases our job to convince top management in 
accepting the amendments to some internal policies with the condition of matching the country’s 
rules and regulations. Based on our experiences we have become more cooperative and flexible 
in important matters of information security and data protection in a cloud computing 
environment. This aids the accountability approach for the cloud atmosphere”. 
Overview 
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According to the data that was obtained from the interviews, Collaboration enhances a Flexible 
Change Process through the increase in communication. The IS Accountability practitioners 
discussed this relationship using different factors such as Collaboration, Transparency, flexibility 
in changing the internal policies, flexibility in changing the procedures to suit clients, and business 
partners. Despite the differences, twenty-five out of the thirty-four IS Accountability practitioners 
agreed with the sentiment, as can be seen in Table 6.5. More communication (i.e. Collaboration) 
leads to a more Flexible Change Process. Failure to empower communication internally first—and 
then between CSPs and clients—leads to noticeable drawbacks in Collaboration and thus in the 
Flexible Change Process. This affects IS Accountability directly within a Cloud computing 
environment.  
 
 
Number of 
participants 
that 
mentioned 
the element 
 
The number 
and names of 
elements that 
were 
connected to 
the 
relationship 
 
Relationship 
Type 
Collaboration encourages a 
Flexible Change Process by the 
increased flow of 
communication 
 
25/34 
2 
Collaboration 
Flexible Change 
Process 
 
 
One-way 
Table 6-5 How Collaboration encourages a Flexible Change Process in relation to the IS Accountability’s core 
elements (name and number of relationships), and relationship type 
“Failure to communicate properly with your client to discuss all information security issues, which 
come up from time to time results in an inflexibility of understanding each other’s requirements 
and minimises cooperation between clients and the cloud service provider. This is a fact 
experienced at our end”. 
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6.2.6 More Collaboration, More Transparency 
The adoption of more Collaboration between the CSPs and clients increases the degree of 
Transparency in discussing, negotiating, and making final decisions about IS Accountability 
issues within a Cloud computing environment. This relationship is illustrated in Figure 6.6. 
 
Figure 6.6 The relationship between Collaboration and Transparency 
The IS Accountability practitioners stated that Collaboration should be practised by individuals, 
clients, CSPs and regulators — this is clearly depicted in Table 6.6. An accountable organisation 
should keep all partners informed about current information security issues as this impacts the data 
protection and privacy of business owners and individuals. Regulators should also be informed 
about the evolving issues in the field to be able to consult on the establishment of new criteria in 
the Cloud computing environment.  
 
 
Number of 
participants that 
mentioned the 
element 
 
The number and 
names of elements 
that were connected 
to the relationship 
 
Relationship 
Type 
More Collaboration, more 
Transparency  
 
30/34 
2 
Collaboration 
Transparency  
 
Symmetrical 
Table 6-6 More Collaboration and Transparency in relation to the IS Accountability’s core elements (name and 
number of relationships), and relationship type 
Collaboration has a positive impact on the core element of Transparency. Transparency is 
developed as clients and providers have a good flow of communication about information security 
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issues within the cloud. This Transparency could be extended to include the regulators by keeping 
them informed about changes in policies, processes, and procedures in a Cloud computing 
environment. 
“We have to impose the implementation of different means of collaboration, not the cooperation 
by itself but transparent cooperation. This means we must keep in close touch and transparently 
inform business partners about up-to-date security in cloud issues. We believe this strengthens 
relations and increases confidence and trust amongst our important partners in the market, 
whether individuals, business owners or policy-makers or regulators”. 
“The ITA is really concerned about the level of collaboration practices amongst staff towards our 
clients. The ITA is working hard with its strategic partners to improve communication internally 
and with clients as well. If communication is experienced well internally this will automatically be 
reflected in the relationships with our valuable clients. Not only is good communication required, 
but also a clear discussion of cloud commenced issues that impact on breaches, on compliance 
towards information security, and data privacy. Clarity in keeping clients updated is part of good 
communication and good delivery of information”. 
Overview 
However, Collaboration on its own is not enough. Collaboration without Transparency towards 
each IS Accountability issue is no longer optional. Failure to transparently collaborate with 
individuals, clients, and regulators will lead to non-compliance with the agreed SLA terms and 
conditions. This relationship was discussed by thirty IS Accountability practitioners, which 
highlighted the importance of this relationship in a Cloud computing environment.  
6.2.7 Complex Responsibility Process Motivates Transparency 
 
Responsibility was identified earlier as one of the core IS Accountability elements where all 
information security, ICTs professionals, IT leaders, and Cloud computing employees are assigned 
to perform a specific task with identified processes and procedures. Some of these processes are 
complex in nature and need cooperation from different departments for them to be done 
accountably. The processes identified in Appendix W: The Use Of Standards, are considered as 
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the road map to employees’ achieving assigned tasks correctly. Employees need a level of 
commitment towards achieving the assigned role with the correct process objectives. IS 
Accountability plays a major role in achieving process decision values by empowering people to 
act responsibly in terms of problem solving, and keeping the clients updated about what has 
happened and by whom. 
The IS Accountability practitioners stated that the ITA’s processes and procedures often need to 
be complex to ensure a reasonable level of IS Accountability when practised in the real world. 
This can be seen in Table 6.7.  
 
 
Number of 
participants 
that 
mentioned 
the element 
 
The number 
and names of 
elements that 
were 
connected to 
the 
relationship 
 
Relationship 
Type 
Complex responsibility process 
motivates Transparency  
30/34 
 
2 
Responsibility  
Transparency  
 
 
One-way  
Table 6-7 A complex responsibility process, motivates Transparency in relation to the IS Accountability’s core 
elements (name and number of relationships), and relationship type 
The IS Accountability practitioners emphasised that this type of complexity in process is not 
available with for-profit providers like Microsoft, IBM or ODP. The ITA is distinguished as a 
reputable CSP due to their complexity in processes. Nevertheless, it was stated that complexity in 
process motivates Transparency along with collaborative practices, both within the organisation 
and with clients. The same level of Transparency is not available with the internal hosts and profit-
hosting CSPs. Complexity clearly arises where the information security and networking 
infrastructure of the client are comprehensively examined by the Information Security Department 
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at the ITA. The complexity of this process is illustrated in Figure 6.7 and was well acknowledged 
by the ITA. However, it was also recognised that the process must be transparent.  
 
Figure 6.7 Complex Responsibility processes motivate Transparency and Responsibility 
Other government clients witnessed this correlation between complex processes and Transparency 
with the ITA as a government service provider. The interview data confirmed this combination 
between complex processes and Transparency. 
“We are complex in terms of process, but we are collaborative and easy going. Because we find 
many people, a lot of IT divisions come up with the traditional environment and technical concepts, 
and they just want to dump it into the virtual cloud. It does not work that way. So we revisit their 
home plan and we give them some sort of direct specifications for what they require. Then, comes 
another process we call ‘on-boarding’ and then, after on-boarding, it goes to support. At the ITA 
we acknowledge how complex we are, but at the same time, we are more approachable and 
collaborative, and this allows us to be more transparent. You will also become closer to the client 
at the review of every process”. 
Responsibility and Transparency are interconnected where having the right process in place —
despite its complexity —aids in identifying who did what in case of any identified risk or system 
failure. One IS Accountability practitioner commented that the ITA has no desire to have complex 
processes that increase red tape but encouraged IS Accountability towards working with all the 
processes and procedures of the ITA. IS Accountability practitioners commented that this allows 
the ITA, the CSP, the government and clients to better monitor the agreed terms and conditions in 
a cloud environment.  
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 “Regarding complexity in the process, the work is not infinite, but continues in the respect that 
every day new things are emerging in the information security world, and we have to fulfil all the 
requirements accordingly. And indeed this type of review is part of being accountable towards 
building a more solid information security accountability practice”. 
“Clients have to work more closely with the ITA, we do not want to create fully dependent clients 
by throwing all responsibilities on us by saying that the ‘ITA authorised the IT government entity 
in Oman’. Intentionally we need to achieve the cloud objectives together and share its pros and 
cons”. 
Overview 
Complex processes need to be reviewed regularly by clients and CSP stakeholders. Reviews 
advance an open dialogue between clients and the CSP. However, this relationship was generally 
only found in the situation where the ITA was the CSP. Not only are the ITA’s complex and 
comprehensive policies and procedures enforced so that issues are handled correctly in their view, 
but also to ensure that policies and procedures are transparent to clients. The for-profit and internal 
hosting CSPs do not take this approach. 
“At the ITA we acknowledge how complex we are, but at the same time we are more approachable 
and collaborative, and this allows us to be more transparent, as you will get closer to the client at 
the review of every process. Culture sometimes influences the accountability and enforcement 
process, especially in the work between government to government. Collaboration and nice 
guidelines work, and they achieve better outcomes than enforcement”.  
This relationship was discussed strongly by thirty IS Accountability practitioners (see Table 6.7) 
and covered Responsibility, Transparency and complexity. This revelation highlighted the 
importance of the relationship between Responsibility and Transparency.  
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6.2.8 Sharing Responsibility enhances Remediation and 
Transparency. 
Responsible sharing between the CSP and the client when an information security event occurs 
enhances Transparency and improves the remediation process. This relationship is illustrated in 
Figure 6.8. It also enhances the trust and confidence of clients in their Cloud computing 
environment. 
 
Figure 6.8 By sharing Responsibility, Transparency and Remediation are improved 
Responsible sharing is when the CSP and the client share the processes to be performed when 
something goes wrong to information security with the utmost of privacy. The client has the right 
to be kept updated about the latest information on the event. The outcome of the review of the 
event, including modifications to rules and procedures, should be made available to clients in a 
clear and timely manner. It is much easier to achieve this level of Transparency if the client has 
been actively assuming responsibilities as part of the process of remediating the consequences of 
the event. 
“Transparency: there are ways of being transparent with the client, such as instant reporting, 
acknowledgement about the important issues experienced throughout dealing with the client data, 
who has access to data and who does not. This includes the breach of privacy rules and 
regulations. In short, all necessary aspects the client believes should be shared, the cloud service 
provider should do so. This is enhanced by more communication, which in turn increases trust in 
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our relationship, and enhances the desire to share responsibilities with our cloud service provider 
in case of a noticeable breach to our migrated data and privacy”. 
 
The IS Accountability practitioners commented that if there is Transparency, teams from the CSP 
and the client will have a clear view of the Information security incident that has occurred. The 
relevant policies should openly explain how to deal with the event’s circumstances. The processes 
and procedures to execute those policies should be clearly identified such as— who is going to do 
what, and how the Responsibility will be shared amongst the client and different team members 
from the CSP.  
“Security practitioners revealed that clients are always part of any solution to speed up the 
recovery process to bring the business back alive. All recovery processes and procedures should 
be made available clearly with our clients, as their help is crucial to the business redress in case 
a major risk occurs”. 
 
Overview 
By sharing Responsibility during the remediation process, a higher level of Transparency is 
achieved and the remediation process is likely to be improved. This sentiment was expressed by 
nineteen IS Accountability practitioners as can be seen in Table 6.9. If, for example, the entire 
remediation process is assigned to the CSP, and the client does not take any Responsibility, then 
both Transparency and Remediation are reduced and consequently trust between the CSP and the 
client will be reduced. This can lead to negative consequences, such as poorer IS Accountability 
and even contract termination. This relationship was discussed by twenty-eight IS Accountability 
practitioners as can be seen in Table 6.9. Concepts like trust, sharing responsibility, Responsibility 
and Transparency were heavily mentioned in this relationship.  
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Number of 
interviewees 
that 
mentioned 
the element 
 
The number 
and names of 
elements that 
were 
connected to 
the 
relationship 
 
Relationship 
Type 
Sharing Responsibility enhances 
Remediation  
19/34 
 
3 
Transparency  
Responsibility  
Remediation  
 
 
  
One-way  
Sharing Responsibility enhances 
Transparency 
28/34 
 
3 
Transparency  
Responsibility  
Remediation  
 
 
 
One-way 
 
Table 6-8 How sharing Responsibility enhances Transparency and Remediation in relation to the IS 
Accountability’s core elements (name and number of relationships), and relationship type. 
6.2.9 Remediation is Supported by Aspects of the Accountability 
Support Environment with Active Collaboration 
 
In this section, the following points were revealed in the research.  
 Serious information security incidents do occur. 
 The Remediation process needs to instigate an investigation of the information security 
incident. 
 Appropriate resources need to be made available for the investigation. 
 Executive-level management needs to be actively engaged to make decisions relating to 
how the information security incident is handled in accordance with decision-making 
policy. 
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 The information security incident needs to be well documented, so that ongoing 
consequences (e.g. legal actions) can be understood and actions taken can be justified. 
 Active Collaboration needs to be taking place around all four aspects, Executive 
Engagement, Documentation, Decision-Making and Resource Management, to be 
effective in enhancing Remediation (especially during the investigation). 
 
This relationship is described as the level of support provided by aspects of the ASE mentioned 
earlier in Chapter 5 (see ASE section), along with active Collaboration when a serious information 
security incident occurs. The use of ASE sub-elements like Executive Engagement, 
Documentation, Decision-Making and Resource Management along with Collaboration are vital 
to establishing a solid remediation process in place at the occurrence of a serious information 
security incident. Executives from CSPs and clients need to work collaboratively to proceed with 
the investigation process if the client’s data is placed at risk. ASE plays an important role in 
identifying breaches by having the investigation process in place. Clients expect CSP 
Collaboration towards finding out how the event occurred, and in finding the gap in information 
security that led to the breach. Support from executives demonstrates Collaboration in working 
closely with the information security incident, with an active flow of communication to investigate 
who is doing what, as well as performing job delegation and allocating responsibilities. The 
remediation process needs to instigate an investigation of the Information security incident and a 
decision should be made by senior management to provide appropriate resources for the 
investigation. In addition, executive-level management needs to be actively engaged to make 
decisions relating to how the Information security incident is to be handled in accordance with 
decision-making policy. The information security incident needs to be well documented, so that 
ongoing consequences (e.g. legal actions) can be understood and actions taken can be justified. 
Active Collaboration needs to be taking place around all the four elements outlined above to be 
effective in enhancing the remediation process. This relationship is displayed in Figure 6.9. 
“Sometimes collaboration is needed between top management on both the client’s side and the 
cloud service provider’s side. This collaboration supports making our job easier, as the first point 
of call in a cloud computing environment. We are not the decision -makers on critical matters 
where investigation is required. That is why we need this type of support along with cooperation 
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with more engagement between executives to have proper decision-making to deal with issues like 
data breaches and what resources are to be used in those circumstances. The ITA considers this 
as part of accountably of information security in both cloud and non-cloud environments. Support 
is always needed and should be backed with cooperation”.  
 
Figure 6.9 Collaboration and support from the sub-elements of the ASE are needed to achieve Remediation when 
a serious information security incident occurs 
 
Overview  
This relationship is influenced by the four main sub-elements of an ASE (see Chapter 5 ASE). 
However, Executive Engagement, Documentation, Decision-Making and Resource Management 
can only be achieved with good Collaboration. To pursue an investigation with decision -makers 
from both sides, the client and provider must decide the level of investigation that is required, and 
who should be involved. The involvement of executives from both the CSP and the client is vital 
to restoring proper business functionality. This usually requires more than just technical 
Remediation. The business processes and procedures that need to be examined for Remediation 
needs to be decided by executives. In addition, the type of resources needed for Remediation needs 
to be decided and supported by executives. These resources may be personnel, hardware devices 
or software programs. Each step of this investigation process—from the beginning until the end—
should be well documented. This Documentation will be useful later to understand what has 
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happened and by whom. It can also provide strong support if the situation is disputed to the courts. 
Therefore, Remediation needs to be supported by these four aspects of the ASE with active 
Collaboration when a serious information security incident occurs.  
 
“Top management support and engagement is important, especially their decision about the 
investigation to find out who did what. The business owner with the cloud service provider should 
demonstrate a level of cooperation to decide on the process of investigation that suits both sides, 
with both clients and the cloud service provider considering resource constraints. In case of a 
dispute, the documentation will be used as the main reference”. 
Failure to Collaborate and document means that IS Accountability in the Cloud computing 
environment is placed at risk, as the client is not properly supported when investigating data 
breaches and privacy issues. This relationship was discussed by twenty-eight IS Accountability 
practitioners and indicated the strength between ASE and Collaboration in influencing the 
investigation process. This is clearly depicted in Table 6.9 below. 
 
 
Number of 
participants 
that 
mentioned 
the element 
 
The number 
and names of 
elements that 
were 
connected to 
the 
relationship 
 
Relationship 
Type 
Top management collaboratively 
support the investigation process at the 
occurance of risk  
 
28/34 
 
3 
ASE 
Collaboration 
Remediation 
 
 
 
One-way  
Table 6-9 Collaboration in the face of risk in relation to the IS Accountability’s core elements (name and number 
of relationships), and relationship type. 
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6.2.10 Assuring that Responsibility is Managed Via the SLA and 
Audit. 
The final relationship is defined as the set of responsibilities that have been identified and agreed 
on between the CSP and the client to provide Assurance. The Assurance that is provided and 
successfully implemented is tested by auditing the assigned Responsibility. In terms of Assurance, 
this relationship is focused on how the SLA manages ongoing risk assessment. Responsibility is 
mainly focused on the staffing and delegation of roles. The proper implementation of the SLA is 
achieved by having correct staffing and the delegation of responsibilities in place (see Chapter 5, 
Responsibility). Assurance about the terms and conditions agreed between business owners and 
clients must be put in place, not only at the initial stage but continuously. The implementation of 
the SLA is assured by having the ongoing risk assessment mechanisms in place and then the 
implementation of a proper program risk assessment and mitigation process (see Chapter 5, 
Assurance). Assurance is achieved by auditing the assigned responsibilities to determine whether 
the correct staffing and delegation of responsibilities are assigned to execute the terms of the SLA. 
This complex relationship is seen in Figure 6.10. 
 “Monitoring accountability is a dynamic process, not static. For example, at the ITA various 
systems are reviewed periodically, which means we are reviewing many things at the same time 
such as policies, our training and awareness mechanisms, transparency, reporting issues and 
incident response mechanisms”. 
 
“The committee’s role is mainly to enhance assurance and raise accountability to the maximum 
level, with much care and quality assurance of complying with internal standards, and with 
assurance about fulfilling the requirements of the written policies. This gives assurance to the 
top management that the data and business are treated with great care and attention, in 
compliance with national and internally assigned SLAs”.  
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Figure 6.10 The relationship between implementing SLA, enforcing audits, Assurance, and Responsibility 
Overview  
An accountable organisation should have in place a set of well-defined responsibilities within the 
SLA, and the responsibilities should be monitored through audit in order to provide Assurance. 
This is an ongoing process between the CSP and clients to ensure continuous IS Accountability is 
maintained. IS Accountability is not a static process, it is dynamic and therefore whatever the SLA 
requires has to be assured by regularly auditing its contents. This enhances the trust between the 
CSPs and clients, which in turn enhances IS Accountability in the Cloud computing environment.  
“Responsibilities have to be well addressed and included in the SLA. Clients hold the right to make 
sure that those responsibilities are practised as identified in the SLA. The ITA quality assurance 
department is regularly auditing the assigned SLA and enforcing its contents when required. The 
ITA hired Ernst and Young as an external auditor to make sure that SLAs are complied with, and 
that it is practical and can be implemented in the field. Hopefully this contributes towards 
strengthening our position as we consider ourselves as an accountable party in the market”. 
To achieve IS Accountability, the organisation needs to demonstrate a valid evaluation to assess 
risks to clients’ data and privacy associated with new Infosys products (both positive and negative). 
The practices connected to newly introduced products have to be assessed with regard to different 
stages in their development, implementation and/or evolution. This assessment needs to take into 
account the ongoing change in data requirements. The accountable organisation then has to 
respond to the findings of those assessments by developing mitigation measures towards identified 
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risks. IS Accountability practitioners need to have good IS Accountability practices in place, and 
they should always consider risk assessment to be dynamic rather than static. 
“Always be prepared to have ongoing risk assessments for all of your newly introduced products 
to serve the clients’ data protection in the cloud environment, and always keep in mind that risk 
assessment should be done more than once. One-time assessment cannot provide information 
security accountability as there are always changes in data collection, storage, and processing. 
Monitoring accountability is a dynamic process, not static”. 
 
Frequent reviews give Assurance that the IS Accountability program is appropriately 
implemented. They also identify any problems that may be present in the IS Accountability 
program. This continuous review encourages CSPs to work through the risks to meet the needs of 
the organisation by supporting sound decisions about data management and protection. The use of 
regular reviews strengthens the Assurance of delivering a high level of services and enhances IS 
Accountability in the Cloud computing environment. 
“Yes, I do agree to have all of the program risk assessment plans in place occasionally reviewed, 
and they should be shown to the client in a transparent manner. All issues should be clearly 
discussed openly. In fact, we are doing this internally and I am looking forward to practising this 
much better with our cloud service provider (the ITA or others) with more maturity and 
understanding as both of us have a good experience now.” 
 
Staffing and Delegation relates to the clear delineation of business partner and CSP roles. The ITA 
professionals classify the roles and responsibilities that the government and client wants to share 
with them, which goes back to the type of cloud service the client has chosen. Based on all of these 
facets the SLA terms and conditions will be written.  
“We also consider our resources, if everything is placed on us, then we will end up with a lack of 
resources, both in terms of personnel and budget. I agree completely that we have to offer security 
for the NDC infrastructure and all other related aspects of security, but the responsibilities should 
be shared between us and our clients. To ensure this in the policies, we must put all terms and 
conditions relating to managing this section of staffing and delegation. And the governors or 
auditors should guide both parties towards achieving this goal. The business owner should follow 
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and trace all agreed processes and policies and make sure it will be implemented and practised at 
their end”. 
 
Failure to properly identify or implement the set of responsibilities between clients and the CSP 
results in a lack of Assurance to the clients. Consequently, the risk of threats will increase and trust 
will decrease, which results in a lack of IS Accountability. 
This relationship, integrated between Assurance and responsibilities and was discussed by thirty 
IS Accountability practitioners as can be seen in Table 6.10 below. Furthermore, they highlighted 
the importance of this relationship towards strengthening IS Accountability in the Cloud 
computing environment. 
 
 
Number of 
participants 
that 
mentioned 
the element 
 
The number 
and names of 
elements that 
were 
connected to 
the 
relationship 
 
Relationship 
Type 
Setting Responsibility via the SLA 
 
30/34 
 
2 
Assurance 
Responsibility 
 
 
 
One-way  
Enforcing Responsibility via audit  
 
2 
Assurance 
Responsibility 
 
 
 
One-way 
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Table 6-10 Setting and enforcing Responsibility in relation to the IS Accountability’s core elements (name and 
number of relationships), and relationship type 
6.3  Strategies Adopted by Clients to Manage IS in the Cloud 
 
This section examines the various strategies that client organisations are using to manage their 
relationship with their CSP. There are three strategies that are being used: 
 
 Collaborative Strategy 
 Independent Strategy 
 Coercive Strategy 
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Figure 6.11 Summary of the major CSP relationship strategies 
Figure 6.11 summarises the three major relationship strategies that may be employed by a CSP. 
The choice of strategy is determined by the type of CSP that is being used, as not all strategies can 
be applied to all CSPs. The rest of this section describes the three strategies.  
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6.3.1  Collaborative Strategy 
This strategy allows the client to collaborate with the CSP; Collaboration can be either active or 
passive. The government clientele achieves their aims by participating actively with the CSP, or 
by passively collaborating and allowing the CSP to dictate the implementation and operation of 
Infosys security. The decision on whether to actively or passively collaborate leads to three sub-
strategies: 
 
 Active Strategy – In situations where the government clientele has decided to actively 
collaborate. When the government clientele is mature in their use of information security 
(e.g. the MoCI, the Central Bank, the MoH, and the MOHE), and have their own 
information security strategy in place, then a highly collaborative relationship is developed 
with the CSP. These clients are mature in terms of IS Accountability and have a solid 
information security infrastructure. They also have a skilled information security team who 
is aware about most of the issues associated with the cloud. They are also aware of the 
consequences of hosting applications externally such as using a GCSP or an ICSP. 
 Dependent strategy – in situations where the government clientele is not mature in terms 
of information security, they use a strategy which is mostly passive and depends upon the 
CSP to handle most aspects of information security, including IS Accountability. The client 
is therefore highly dependent on the CSP. This is nearly always seen when the ITA is the 
CSP. The government clientele will consult the ITA on most matters of cloud and 
information security issues. For example, to run a penetration test, they will call the ITA 
and the ITA will suggest a certain penetration testing process. The report will then be 
delivered to the ITA, from there the ITA will send a representative to discuss the 
penetration test outcomes with information security people on the client’s side. It should 
be noted that, in many cases, this is a conscious decision to outsource these responsibilities 
to an external organisation, to avoid worry or being held accountable in the event that things 
go wrong. 
 Non-strategy – An extension of the dependent strategy where some IT leaders or 
management do not consciously address the issue of the cloud or information security at 
all. These IT leaders are just doing their daily routine work without considering information 
security or accountability towards the exchange of information in or out of their 
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organisation. The IT leaders or IT management are usually low-skilled and in most cases, 
handle basic IT jobs at their end along with other responsibilities. In all cases, the clientele 
passes jobs on to the ITA. This may be seen as an extreme case of the dependent strategy. 
 
6.3.2 Independent Strategy 
 
In this strategy, the government organisation decides not to have any external hosting of their 
applications or data and instead establishes an ICSP. Examples of this are the DoRC and the 
Omani Central Bank. This type of strategy uses a private cloud that is hosted internally within 
the government entity and has to comply with internal SLAs, and internal standards. This 
strategy also has to comply with national laws. The relationship between the provider, 
individuals, and regulators is internally managed. In this strategy, the provider is independent 
in selecting the standards whilst considering national laws and regulations. The providers of 
the strategy usually have their own reasons for choosing to host their data internally as 
explained in this chapter (Section 6.4.2 Internal CSP). In case of an information security 
incident internal enforcement is an option, but they tend to be stricter on the employees and 
that might affect their key performance indicator (KPI). For example, non-compliance with the 
internal SLA to monitor the cloud services or bring the users’ data at risk would hold the 
employees accountable for this problem. As a result, they may be penalised by getting a delay 
in their promotion, or they may not be eligible for yearly incentives. They may also be 
prohibited from attending conferences or training sessions during the year.  
 
6.3.3 Coercive Strategy 
In this strategy, the relationship between the government clientele and the CSP is framed in terms 
of enforcement, which is usually based on the SLA. Therefore, the relationship is about the client 
enforcing their requirements on the CSP. This strategy is nearly always used to manage the 
relationship between government clientele and FPCSPs. While a collaborative strategy is 
theoretically possible with a FPCSP, this was not seen in any of the case studies. This strategy is 
more connected to the Commitment to External Criteria and Assurance in terms of strengthening 
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the SLA and demonstrating compliance towards the agreed SLA (see Chapter 5, Assurance and 
Commitment).  
 
Clients using this strategy are strongly committed to ensuring that the agreed criterion are 
implemented as is demonstrated in the following quote.  
“Organisations must implement policies connected to appropriate external criteria that can 
be found in the country’s laws or the industry’s best practices to protect the information 
migrated to the cloud as well as the privacy of individuals and business partners”. 
 
A failure to adhere to the SLA is treated very seriously. As one respondent indicated: 
 “We are not tolerant with vendors/suppliers and individual users that demonstrate non-
compliance”. 
This strategy gives the right to clients—in case of a dispute—to take the CSP to court because of 
non-compliance towards the agreed SLA terms and conditions. FPCSPs should understand that 
clients will not be reluctant to apply coercive approaches when non-compliance and/or disputes 
arise. 
 
6.4  The Role of the Cloud Service Providers  
This section examines the role of the CSPs that were involved in the case study. As was seen in 
the previous chapter, CSPs in this research can be divided into three different categories. The three 
categories are distinguished by the type of organisation providing the hosting and other cloud 
services. The three types of CSP are: 
 Government – this type of CSP is one where the cloud services are provided by an 
independent government organisation. It provides a wide range of cloud services to any 
government organisation that can meet the required standards. In this case study, which 
was based in Oman, the ITA is representative of this type of CSP. Currently, over sixty 
government organisations are either fully or partially hosting their cloud services with the 
ITA. 
237 
 
 Internal - this type of CSP is where the relevant client organisation hosts their cloud 
services internally within the organisation. Examples of this in the current study were: 
DoRC, the MOHE, the MoM, the MoCI, and the Central Bank.  
 For-Profit – this type of CSP is where the client’s organisation hosts their cloud services 
with a private (for-profit) CSP. In the current study ODP and Microsoft were examples of 
FPCSPs that are currently being used by Omani government organisations for cloud 
service provisions. 
It is important to note that it is possible for a government organisation to be using multiple CSPs. 
The rest of this section expands on the roles of the three different types of CSPs. 
6.4.1 Government CSP 
The dominant type of CSP in Oman is the ITA, which is classified here as a GGCSP. The ITA 
Oman was designed to host all the government entities in the Sultanate of Oman. The role of the 
GGCSP is the most involved of the three as can be seen in Figure 6.12. 
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Figure 6.12 The role of the GGCSP (the ITA Oman) 
 
As can be seen from Figure 6.12, the GGCSP has many specific and different relationships that it 
needs to manage. Apart from the higher-level relationships, the three key differences in the role 
of the GGCSP—that are not seen, either at all or not to the same extent in the other two types of 
CSP—are Imposition, More Complex Processes, Procedures, and the issue of Non-Compliance. 
Each of these is explained in the sub-sections below. 
239 
 
6.4.1.1 Imposition 
 
As the government sanctioned CSP, the ITA has the right to impose conditions on government 
organisations, regarding the use of the ITA cloud services. This is different from the other two 
types of CSP. The cabinet has circulated a decree stating that all government entities must cloud 
with the ITA as the first supported GGCSP in the country. Exceptions are allowed in cases where 
the client organisation has recently renovated their data centre and are ready to host some of their 
critical applications internally to depreciate the cost and utilise the available resources. Another 
exception is the case where the ITA cannot host a specific application due to technical or political 
reasons. In such cases, the cabinet will consult with the ITA to provide a report. Subsequently 
permission will be given to host within Oman with for-profit providers. The cabinet is strict in 
allowing exceptions and currently works to host more than sixty-five government organisations 
with the ITA. This aims to reduce costs significantly, and allows the government clientele to focus 
on their core business. The ITA is prepared to host all government clientele and control all aspects 
regarding security more effectively. The cabinet has also ordered to have an information security 
department in every single government organisation. This department is linked to the hierarchy of 
the minister’s office so that it has more power towards implementing all information security 
policies, processes, and procedures. The information security department works closely with the 
ITA and addresses all challenges transparently. The ITA has the role to aid the establishment of 
these departments and make sure that they are allocated with skilled information security personnel 
to comply with IS Accountability in general.  
“They have sought special approval from the minister’s cabinet to be able to use Office 365 and 
Microsoft Azure as well. Office 365 has many services. The government is not allowed, by law, to 
host data with for-profit cloud service provider s, especially outside Oman”. 
“There is one organisation that we are working with a public sector organisation (cannot share 
the name) it is a company but it belongs to the government of Oman. Yes, it is a privatised company, 
they have sought special approval from the minister cabinet to be able to use Office 365 and 
Microsoft Azure as well. Office 365 has many services, so, you will have the full suite of Microsoft 
office in the cloud”.  
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6.4.1.2 More Complex Processes and Procedures 
 
The ITA is more complex in terms of the processes and procedures that are imposed on the client 
to ensure a high level of IS Accountability is in place. This level of complexity is not seen in the 
internal and FPCSPs. This level of complexity has led the ITA to be more transparent and 
collaborative with their end users, whereas this Transparency with the internal and FPCSPs is not 
available at the same level that the ITA presents for their clients — in most cases Transparency is 
missing. All the information of the ITA’s clients is thoroughly scrutinised by the ITA’s information 
security department using their latest information security infrastructure. The ITA acknowledges 
that their processes are complex. Nevertheless, they remain transparent and this is witnessed by 
the other government clientele. Furthermore, the interview data confirmed that this level of 
complexity was accompanied with Transparency. 
 
“We discovered many complex processes such as the adoption process, the policies process, the 
business level process, which was extremely difficult to deal with initially, but with cooperation 
from the ITA management, all doubts were cleared. It is hard to verify issues from the commercial 
cloud service providers. To them, verifying with security or ICT issues in most cases is adjusted to 
the type of service assigned in the SLA. The level of communication (the depth of explanation) 
about different aspects is also linked directly to the SLA type. Especially the technical aspects like 
pen-testing and implementing IDS or IPS etc”. 
 
 “At the ITA we acknowledge how complex we are, but at the same time we are more approachable 
and collaborative, and this always lets us be more transparent, as you will get closer to the client 
after the review of every process”.  
During the analysis process, the researcher found that clients were complaining about the ITA’s 
complicated processes. While the goal of the ITA may be to add Collaboration and Transparency, 
the clients do not always agree or appreciate the complexity. More specifically, the clients do not 
agree with the ITA’s insight towards making the process harder to force the clients in becoming 
more engaged and working closely with the ITA. Clients state that the complex process does not 
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always helps them due to the limitations of the professionally skilled personnel to understand and 
follow all the complex processes. Also, sometimes their business needs do not need all the 
complexity in the process, and it becomes an additional burden on the client. 
“The ITA is always asking us as a client to re-engineer our process to work well with their systems, 
especially information security criteria listed by the ITA. I call this a compliance matter. However, 
as a client who has attended many meetings with the ITA in regards to cloud services, I ask them 
to simplify their process because our employees are not professional as their cloud and ICTs team 
are. Some of the ITA’s processes are complicated and do not fit our needs or business, so flexibility 
in accepting to simplify the processes is needed to achieve a successful approach of cloud 
security”. 
“The complicated process is followed by the ITA, we resist to use them because we have to seek 
lots of approval and really things get delayed at every single request. This is not a good idea to 
make things harder, all of us are working for the government under the cabinet, we (the cloud 
service provider and client) have the same objectives for the cloud, to save cost and centralise 
control with high security, so why are the ITA’s processes so complicated?” - Research Centre 
Oman 
On the other hand, the ITA information security and cloud representatives have justified this as 
part of IS Accountability, and it provides the ability to trace down who did what in the case of an 
information security incident. The ITA IS Accountability practitioners commented that the 
complexity appears in the ITA cloud environment not because of their desire for bureaucracy, but 
to ensure accountability for all processes and procedures practised at the ITA. 
“Although it is complex and the work never ends, it is necessary as every day new things are 
emerging in the information security world and we have to fulfil all the requirements accordingly, 
and indeed this type of review is part of being accountable towards building a more solid 
information security accountability practice.” 
They also commented that this sort of accountability allows the government—both the ITA as a 
provider and their affiliated government clients—to enable constant monitoring of the agreed 
terms and conditions of their cloud environment. 
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6.4.1.3 Non-Compliance  
 
The ITA Oman implements complex SLAs with all their clients, and these SLAs have detailed 
sections on what will happen if the client is found to be non-compliant with the SLA. These SLAs 
have significant enforcement rules to handle non-compliance. They differ from the SLAs used 
with ICSPs and FPCSPs as non-compliance runs both ways — from the CSP being non-compliant 
with the client’s requirements, as well as the client being non-compliant with the CSPs requests. 
This latter type of non-compliance is not seen in the SLAs between clients and ICSPs/FPCSPs. 
However, the ITA aims to interact with their clients in a collaborative relationship strategy (see 
Section 6.3.1.). In the case of non-compliance, a collaborative approach is preferred rather than 
enforcement through regulators represented by cabinet or national laws. 
 “From my point of view and from my experience with the law and applying law to the government 
entity, it is highly unlikely that the ITA will enforce the law on the cloud service provider and vice 
versa as they are both government entities. Even though it is available in the country’s laws, but 
from government to government it is unlikely to happen at least from my point of view as a lawyer”. 
 
“Even in the issued SLAs between us and any other government clients, if any breach or security 
or any other issue appears, no one will go to court, everything will be internally and diplomatically 
solved. They always try to avoid complexity of laws and the courts. That’s why I prefer policies 
and guidance on how to process those policies and procedures, instead of enforcing law as it is 
better for the client and cloud service providers. I believe in accountability and in its role in 
enhancing trust and minimising risk. Culture sometimes influences the accountability and 
enforcement process especially in the work between government to government. Collaboration 
and good guidelines work better and achieve more than law enforcement”.  
6.4.2 Internal CSP 
The second type of cloud provider is called the ICSP. The ICSP is a private cloud run by the client 
organisation directly. Some of the government entities such as the DoRC, the MOHE, the MoM, 
the MoCI, and the Central Bank prefer to host some of their more sensitive applications or services 
internally. The following diagram presents the relationships that need to be managed by an ICSP. 
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Figure 6.13 The role of an ICSP 
In comparison to Figure 6.12, the relationships are noticeably less complex than those for the 
GGCSP with the only mandatory relationship being the internal SLA. 
Government organisations using an ICSP are following the independent strategy in most cases (see 
Independent Strategy, section 6.3.2). They apply this strategy to have more control over their 
applications through their organisation’s information security policy and in compliance with the 
national and international standards. At the ICSPs, stricter SLA conditions are applied to 
employees assigned to manage the cloud. This is part of the provider’s IS Accountability policy to 
enhance the protection of information for all end users who use their cloud services. Non-
compliance would directly affect the information security and cloud employees’ key performance 
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indicators (KPIs). This would suspend them from having any yearly incentives, attending 
conferences and international courses. Intangibly this would affect the employees emotionally, as 
they would be advertised internally within the organisation and be labelled as “security breaches”. 
While most government organisations would find this a more attractive option than using the ITA, 
there are several reasons why only a small minority of potential clients have taken this route. They 
are: 
 Political constraints 
 Sensitivity of data 
 Availability of resources, capabilities and skills 
6.4.2.1 Political Constraints 
 
Several political constraints prevent government organisations from using an ICSP. Senior levels 
of government such as the cabinet are strongly supportive of a government-as-a-whole approach 
to providing cloud services and actively discouraging government organisations from not using 
the ITA. However, a few government organisations have strong influence at these senior levels of 
government and have been able to set up an ICSP. This can be understood as those entities having 
more influence and power with cabinet on the Decision-Making and imposing of rules and 
regulations compared to the ITA. At the ITA, all government entities that have hosted their 
applications with them must follow the ITA’s rules, criteria and policies. However, this is not the 
case with an internal host. The ITA has no power over some of the ICSPs like the DoRC, the Royal 
Police, the Ministry of Defence and the Central Bank. However, in most cases the ITA is willing 
to collaboratively engage with these providers. Due to the power that the ICSP has over the ITA 
in the country, they have the power to enforce assigned SLA conditions. Furthermore, the cabinet 
will support them against any decision that might be considered as a “security breach” or any one 
responsible for the breach. These political constraints are not relevant to the GCSPs or the FPCSPs. 
ICSPs are considered by some users as being more trusted and accountable because of this 
characteristic.  
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6.4.2.2 The Sensitivity of Data 
 
In a few government organisations, the sensitivity of the data that they are storing and handling 
leads to a strong desire to control the data internally and not to disclose important information to 
outsiders. An example is the Central Bank, which holds very sensitive data about private banks, 
currency exchange companies and many other financial institutions. Likewise, the DoRC, the 
Royal Police and the Ministry of Defence store and handle very sensitive data that is highly 
restricted. In this case, it enables the government organisation to make a strong case that an ICSP 
is necessary for their requirements. 
6.4.2.3 The Availability of Resources 
 
The last reason preventing a government organisation from establishing an ICSP is that the 
resources, capabilities, and skills necessary to do this are very large, and many government 
organisations do not possess the required resources, capabilities or skills to implement and operate 
a secure and efficient cloud service. For these organisations, using the ITA to provide the skilled 
professionals necessary to manage and control information security incidents such as, the hacking 
of hosted applications or the build-up of a new defensive information security technology, or 
introducing new policy to enhance the IS Accountability policy is an easier option than creating 
their own ICSP. 
6.4.3 For-Profit CSP 
The third major type of CSP found in this study was the FPCSP. These are private organisations 
that provide cloud services on a commercial basis to government organisations. The two FPCSPs 
that were interviewed in this study were ODP and Microsoft. Other FPCSPs that have a small 
presence in the Omani government sector are IBM and OmanTel. To a large extent, the presence 
of FPCSPs is an historical leftover. Several government organisations started hosting applications 
in the cloud very early—prior to the establishment of the ITA—when the skills necessary to 
establish a CSP were very rare and expensive, and thus the use of an existing FPCSP was more 
appealing. Currently however, the use of FPCSPs for hosting new applications is strongly 
discouraged, and are subject to even stronger political constraints than the use of ICSPs. 
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Figure 6.14 The role of a FPCSP 
 
As is depicted in Figure 6.14, the role of the FPCSP is the simplest of the three models. As can be 
seen there is a strong coercive strategy between the client and the CSP, and the only other major 
influence are external national laws. The SLA is the primary determinant of the role of the FPCSP, 
especially when compared to the other two types of CSP. In the case of this relationship, the 
government clientele has more power in enforcing the policies. This enforcement can be aided by 
an external authority in case of dispute over non-compliance in the future. The justification of 
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having a coercive relationship is the large payments necessary for a FPCSP. The CSP tries to avoid 
such a situation by hiring an external body like Ernst & Young (EY). The external body regularly 
audits the CSP’s information security and accountability policies. The client also puts more criteria 
with a set of responsibilities in the SLA. This SLA is then audited internally by the Quality 
Assurance Department on the client’s side. This procedure is especially carried out with highly 
security-conscious clients like the Central Bank or the DoRC.  
With a FPCSP, IS Accountability is measured against the strength of the SLA. In this relationship, 
terms and conditions are traded off against the cost of the services. In general, the more terms and 
conditions, the higher the cost. Accountability is classified into different levels of requested 
services and the depth of information security protection that is required. For example, at both 
ODP and Microsoft, there are three different types of services: Premium, Golden, and Platinum. 
The client's information security will be decided by the choice of service that they choose, which 
is linked to the budget the client provides for a specific set of hosting of services. The client’s 
choice will be based on their available budget and the sensitivity of the information that needs to 
be migrated so the priority will go to the most critical application and down to the least important 
one.  
“The degree of data severity (high, medium, and low) also plays an important role to decide the 
accountability and auditing of non-compliance”. 
 
“The level of SLAs: the terms and conditions is getting more harder along with the response time 
and how a certain situation is going to be handled and the level of accountability will be based 
on the confirmed strength of the SLA, the private cloud is meant for profit”. 
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6.5 The Relationship Between ISA Practitioner Attributes and the 
Core Elements of IS Accountability (demographic analysis) 
This section explores the eight core elements and their sub-elements in relation to several 
demographic factors of the participants (Gender, Employer Type, IS Accountability role, 
Experience Level and Age) The relevant differences are identified and discussed below. 
6.5.1 Gender 
The interviews consisted of thirty-four participants, twenty-six were male and eight were female 
as can be seen in Table 6.11 below. There were no significant differences between the practitioners 
based on gender that impacted on the results. It was examined but did not add value to the theory 
generated by this study. 
 
 Male Female 
Gender 26 8 
Table 6-11 Gender 
6.5.2 Employer Type 
The IS Accountability practitioners were classified into two different categories: IS Accountability 
practitioners whose employer was a CSP and IS Accountability practitioners whose employer was 
a client of the CSP as can be seen in Table 6.12 below. The research found that the IS 
Accountability practitioners from both categories agreed to the eight core elements of IS 
Accountability in the Cloud computing environment. However, there were some differences on 
how to achieve IS Accountability depending upon the type of employer. 
 CSP Clients 
Employer Type 10 participants 24 participants 
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Table 6-12 Employer type 
Reputation – CSP employees were much more concerned about Reputation. They felt that 
fulfilling IS Accountability as promised in their SLAs would enhance trust and in turn increase the 
CSP’s Reputation. Client employees did not focus on Reputation, except in the initial adoption 
decision process. 
 
“You are getting a wide range of clients because of the reputation you get from the client feedback. 
The client feedback made us stricter on fulfilling the SLA requirements, and makes us more 
transparent with our clients. Feedback also allows us to review our processes in terms of 
managing our physical and human resources and expertise in the field. All of these things pay off 
in the end as the clients are able to find strong feedback or good references about the cloud service 
provider and that strengthens their trust in us, which in turn strengthens accountability. Reputation 
plays a very important role in accountability”. 
Collaboration – The analysis showed that CSPs and clients both acknowledged the importance of 
Collaboration. However, the CSP employee’s discussion of Collaboration was predominantly in 
terms of compliance to standards, whereas the client employees discussed the importance of 
Collaboration jointly with the flow of communication and Transparency. Furthermore, the clients 
extended the discussion of Collaboration to include more concepts such as a Flexible Change 
Process, Remediation, Assurance, and a Commitment to External Criteria. 
 
“Cooperation between the cloud service provider and client would enhance accountability. Every 
party tries to maintain their own assigned roles with a maximum quality approach. This makes 
every one of the partners become more responsible for their actions, makes them more 
accountable, and prevents them from breaching or committing illegal actions. Everything will be 
transparent and a discussion about the non-compliance or breached policies will be held in order 
to figure out how to handle the issue with the client’s cooperation. This ensures the client that the 
cloud service provider is doing what it has agreed to do in the contractual part or assigned SLA”.  
 
“Cooperation and transparent discussions between the client and cloud service provider are 
important and as a client, we need the ITA to work more closely with us. You know we are not 
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professional like the ITA. So we need to discuss issues such as ICT, information security, the cloud, 
and day-to-day issues with their team. I believe through extensive communication, meetings, and 
instant reporting of events, many accountability issues will be declared such as assurance of the 
SLA, compatibility with hardware, software, resources needed in the data centre, and 
compatibility with agreed policies according to the country’s laws. Many other benefits are 
expected to be gained”. 
 
Profit and Loss perspective on IS Accountability from the CSP  
FPCSP employees looked at accountability from a profit and loss perspective. Client employees 
saw it more as improving the quality of provided services, and not focusing on profit. This situation 
of seeing IS Accountability as profit or loss can be seen with for-profit cloud provisions like 
Microsoft and ODP, yet this was not the case with ICSPs and IT.  
“That's why we were established, first to make the clients hassle-free in terms of operational work 
and to be able to focus on core business only. Second, to transfer Accountability towards more 
data protection and privacy. However, the client must pay for all added services as you know we 
are a profit provider and everything is counted, not like the ITA government provider who may 
provide free service”. 
FPCSPs view Accountability as something that is intangible, but it contributes to cost according 
to one FPCSP: 
“As I was saying, our company takes security very seriously. We are not light about security and 
even though accountability is integrated into security aspects, it is not visible like our other 
security tools. That means if you seek accountability you are seeking security with an additional 
cost. You know our company is a private provider, which means gains and losses must be balanced 
well. If the clients request additional requests to the already existing SLA, then they must pay extra. 
There has been more and more focus given to information security within our company, so we are 
catching up. To be very honest with you, I do not know much about the human resourcing part of 
it”. 
“Because we do not want to interrupt their work or business we are here to help and provide better 
performance with new trends or IT solutions. If we make things too complicated then no one will 
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approach our service, so we must be balanced not too tough and not too flexible. We are prompting 
to be attractive and agile by delivering a good quality of service. Also, if we put the entire load on 
our shoulders then we will end up with an overload of work and consequently will not be able to 
produce the good quality of work we have promised to provide. We are not seeking profit, we are 
quality seekers, who work towards delivering superior services to our clients”. – Government CSP 
employee 
 
Documentation - Client employees were focused on the necessity of documentation. To them, 
everything should be documented: the processes and procedures, policies, the development of new 
software, introducing new information security technology to the organisation, and amendments 
to information security strategies. This Documentation would be used as a tool to provide solutions 
for information security incidents or to aid an investigation in case of a dispute between clients 
and the CSP. 
“Then handover processes will follow a very accurate and planned procedure, and everything will 
be documented”. 
 
“A full report and documentation are requested from each third-party about their employee’s 
access to premises, the achieved tasks during each visit and what is being escalated to the next 
visit”. 
The analysis showed Documentation as a sub-element of ASE, which was discussed and brought 
up in the discussion by client employees. However, this is not the case with CSP employees. CSP 
employees discussed the importance of Documentation in only a few cases, whereas client 
employees strongly emphasised the importance of Documentation to aid IS Accountability in a 
Cloud computing environment. 
Resource Management 
Both client employees and CSP employees discussed the sub-element of Resource Management 
in some depth, however the end goal of the sub-element was different. CSP employees discussed 
the sub-element in an operational sense; in terms of how to allocate the needed resources to ensure 
good delivery of services and so that IS Accountability is maintained. Client employees discussed 
252 
 
the sub-element from the perspective of cost savings and change management. They discussed 
how to use and integrate old infrastructure with new ones to save on infrastructure costs (see 
Chapter 5, Resource Management). Client employees desired to make use of the recent 
implemented infrastructure rather than throw everything out.  
“We also consider our resources, if everything is placed on our heads then we will end up with a 
lack of resources in terms of workers and budget. I completely agree that we have to offer security 
for the NDC infrastructure and all other related aspects of security, but the responsibilities should 
be shared between us and our clients. To ensure this in the policies we must include all terms and 
conditions that manage this section of staffing and delegation and the governors or auditors should 
monitor both of us towards achieving this goal. The business owner should follow and trace all 
agreed processes and policies and make sure that it will be practised at their end”. 
 
“However, this does not mean we will move completely to clouding because our top management 
is concerned about the recent huge purchase we have made to re-structure our data centre 
internally, and to make improvements in our network and information security structure. We have 
assigned many contracts with different vendors to look after some projects, all these things must 
be managed properly before making the decision to move to the cloud. Joining the ITA’s cloud 
will not happen overnight”. 
 
6.5.3 IS Accountability Practitioner Experience Level 
This section analyses the eight core elements and their sub-elements in terms of the level of 
experience in information security as can be seen in Table 6.13. All experience levels agreed 
with the eight core elements. 
Experience level in years Number of Practitioners 
5-15 22 
16+ 12 
Table 6-13 Experience level in years 
Both groups agreed on general IS Accountability issues, but there were some differences in 
emphasis between the two groups.  
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The analysis showed that practitioners with 5-15 years level of experience focused more on 
Responsibility and on the necessity of Staffing and Delegation. They commented that roles had to 
be assigned properly according to the skills of every employee, as this would enhance IS 
Accountability within a Cloud computing environment. However, the 16+ range of experienced 
IS Accountability practitioners concentrated more on Remediation, more specifically, how to 
restore the business if anything went wrong.  
 
The analysis also found that those with 5-15 years of experience focused more on Collaboration 
and Transparency especially with regards to communication. While the 16+ year group was more 
focused on a Commitment to External Criteria, particularly in terms of compliance and obeying 
national law when implementing different standards. 
 
6.5.4 IS Accountability Management vs IS Accountability Staff 
When examining the interview data, each IS Accountability practitioner was coded as an IS 
Accountability Executive, Manager, HoD or IS Accountability staff. The IS Accountability 
executives were those who headed a team of information security, or ICTs infrastructure 
practitioners, and whose role included managing and allocating information security resources to 
Cloud computing projects. The executives and managers’ roles discussed for this study was 
distributed among the CSPs and clients. This research encountered twenty-six IS Accountability 
practitioners whose roles included information security managers, ICTs managers, and cloud 
accountability managers (see Table 6.14). 
 
Senior Managers Staff 
26 8 
Table 6-14 IS Accountability management VS IS Accountability practitioners 
IS Accountability staff were those who did not have managerial responsibilities. Their jobs 
included day-to-day performance of the security and Cloud computing activities, working as an IS 
Accountability consultant, HoDs of a security department, or as third-party auditors working in 
254 
 
Collaboration with Quality Assurance Departments. The researcher interviewed eight IS 
Accountability staff. 
IS Accountability managers and IS Accountability staff both highlighted the importance of IS 
Accountability in Cloud computing and agreed on having the eight core elements. However, the 
managers were more heavily focused on the core elements of Collaboration, Transparency, and 
Assurance.  
“The ITA’s top management support to establish more transparent discussion, dialogue and 
negotiation around information security accountability issues and effective communication with 
transparency is the key. This communication enhances the assurance of doing things right as 
agreed in the SLA”. 
The researcher also found that the managers were focused more on discussing professional aspects 
of information security resources that strengthen the IS Accountability in the Cloud computing 
environment. These aspects included the strengthening of SLAs, resource management (having a 
good allocation of resources whether financial or personnel skills), hardware devices and software 
programs, and the commitment to comply with external criteria such as national and international 
standards and national laws. These were the key areas that managers focused on. 
“Strengthening the SLA, and allocating resources with consideration of budget constraints are 
crucial for accountability success. The management of the cloud service provider and the client 
have to consider complying with this fact”. 
In summary, the IS Accountability managers see the importance of Accountability in a Cloud 
computing environment by having a good allocation of resources in terms of personal skills, 
hardware devices, and software programs. These mechanisms were seen as fundamental towards 
achieving a reasonable level of IS Accountability in a Cloud computing environment. Where 
needed, a Commitment to External Criteria, Transparency and Collaboration were seen as a great 
way to improve IS Accountability staff’s responsibility skills and motivated the staff towards 
achieving IS Accountability. IS Accountability managers were also more aware of the problems 
associated with the need to get involvement from the information security and cloud team 
members, to bring the technological issues (constraints) to their attention. 
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“We have the ability to manage all aspects of IT, and skilled workers by allocating enough 
resources that support the implementation of different aspects of information security policies, 
along with national and international standards in cloud computing environment, yet we do not 
have an implemented Accountability practice so why not let us do so and seek the support from 
our bosses”. 
 
6.5.5 IS Accountability Practitioners’ Age 
This section looks at the responses of the IS Accountability practitioners in regards to the eight 
core elements in terms of their age as is depicted in Table 6.15. 
 
Age range  Number of Practitioners 
20-29 2 
30-39 21 
40 plus 11 
Table 6-15 The IS Accountability practitioner age category 
The analysis showed that there were no significant differences in the views of the groups in relation 
to IS Accountability in the Cloud computing environment. The analysis did not add value to the 
outcome/theory generated by this research. Experience level had a much greater impact than age. 
6.6 Issues in Establishing an External Authority 
There is a global desire in establishing an external authority to manage the relationship between 
the GCSP (in this case the ITA) in order to provide a higher level of auditing. This view was 
espoused by both the government organisations acting in the role of cloud clients and by the ITA 
itself, which acts both as regulator and as a CSP to the government organisations. While this 
situation is specific to the organisational structure chosen for cloud implementation in government 
organisations in Oman, the findings can be implemented in other nations. Furthermore, the 
findings illustrate an important point—that the regulatory body needs to be seen as independent 
by both the client and the CSP.  
256 
 
 
“We are doing both roles for the time being at the ITA—regulator and service provider at the 
same time, which is wrong as we lose trust and confidence and makes us non-accountable for own 
actions regardless of the effort we show to prove that we are doing our work right. Clients might 
look at this as a conflict of interest in the roles and responsibilities”. - AL Munthri (the ITA 
Information Security General Manager 
 
Professionals from the ITA and the client’s side stated that the outsourcing has to be regulated by 
a different association, authority or regulator, as the time has come to have an independent body 
to play the role of the regulator on ICT issues in Oman. ICTs professionals considered this as a 
fundamental part of having SLAs, operators or regulators. A superior manager from the Ministry 
of Telecommunication and Transportation in Oman suggested that the government has to establish 
one section from the ITA to play the regulatory part and assign it with all the necessary power 
from the cabinet. In the meantime, the operational and consultancy functions can be pursued by 
the ITA. This authority should be ruled by the Minister of Technology or ICTs chief executive and 
must report directly to the cabinet. The expert suggested having one company for IT development 
and telecommunication so that everything could be represented by the minister in the cabinet. The 
client believes that the operator should be separated from the regulator. Moreover, internal auditors 
should never replace the regulator. Regulators should be independent, and internal auditors cannot 
be assured to be completely independent of the body they serve. One IS Accountability practitioner 
stated that having a qualified, authorised accountability agent would be an important element to 
address resource constraints to make the accountability approach work in practice. 
 
“We should have an independent body to play the regulator part on IT issues in Oman. This is the 
fundamental thing of having SLA, an operator or regulator. I believe that the operator should be 
separated from regulators. To be more clear the ITA cannot play two roles at the same time as this 
reduces our trust in the ITA because of the conflict of interest”. 
 
The external authorities and regulators must be empowered to review organisations’ internal 
processes in a manner that allows them to ensure effective oversight. IS Accountability measures 
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taken by organisations to fulfil the requirements of IS Accountability must be considered by 
policy-makers to make the IS Accountability approach work in practice. Furthermore, that the 
availability of an external body is necessary to review an organisation’s practices against 
appropriate criteria and internal policies, which will ease the way towards achieving an IS 
Accountability approach.  
The IS Accountability practitioners believe that the establishment of the authority along with 
identifying the authority’s limits and roles is a key task for policy-makers. The authority must be 
trusted and fully recognised by the public. They suggested that the authority criteria must be 
developed in a way that can be judged on. Moreover, that the development of authority criteria 
must go through a consultative process that includes businesses, government representatives, 
experts and advocates. Furthermore, they emphasised that this authority should be affordable for 
all organisations from a financial and operational perspective. 
 
“This concept can be applied to the ITA as well if there is any breach, but we need the authorised 
entity that is appointed by the cabinet to take the role of monitoring accountability between both 
client and the cloud service provider. Of course in the current situation and with a clear absence 
of the regulatory authority for IT, we can only negotiate, discuss and initiate some dialogue to sort 
out the conflicts to enhance trust, but I can say with the current situation the level of accountability 
is low as no one feels responsible. The criteria of this established authority have to be developed 
with consultancy from different partners, like business owners, government, regulators and policy-
makers. This authority should be approachable by all entities who have a dispute with their 
providers. It should be affordable to small and medium businesses and all government entities as 
well”. 
6.7 A Theory of Information Security Accountability 
In this section the IS Accountability theory is presented at a high-level in one diagram. The theory 
is connected through the eight core elements and their sub-elements. Several important 
relationships are shown between the core elements of IS Accountability and other elements. The 
decision to include a relationship was based on the discussion of relationships between various 
concepts and attributes coded from the interview data, which was discussed in this chapter. The 
decision was based on three aspects, first on the number of sources (interviewed IS Accountability 
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practitioners) who said something about the concept, the position of the IS Accountability 
practitioner as well as the relationship’s conceptual strength. In some instances, the three core 
elements are connected through one relationship and in other instances one core element relates to 
three core elements (e.g. see 6.2.3). The relationships are represented in two ways either 
symmetrical or as one-way as described earlier in this chapter. The white boxes represent the core 
elements while the blue ones represent the sub-elements. All relationships are given a name to 
form the connection between the IS Accountability core elements. All relationships were explained 
in detail in the section above (see Section 6.2Error! Reference source not found.).  
 
Figure 6.15 Overall theory of IS Accountability 
This diagram provides an overall view of the core elements, their sub-elements and the important 
relationships between core elements. 
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6.8 The Importance of Context  
Achieving IS Accountability is a complex task for any organisation. The first step is to understand 
what the elements that make up IS Accountability are. It is important to realise that though there 
are eight elements, the level at which any specific element needs to be implemented is highly 
dependent on context. A level of Transparency for one organisation that provides an acceptable 
level of Accountability, may be completely inadequate for another organisation.  
It should be noted that the types of organisations that were used in the case studies have many 
similarities. They are all Omani government organisations with a high need for data security to 
protect highly sensitive government data, large complex business processes, and significant 
infrastructure. This will, to some extent, hide the requirements for variation in the level of emphasis 
on specific elements of IS Accountability that a more diverse set of case studies might have 
discovered. However, even within this set of case studies, the elements had significant variation. 
For example, some of the case studies used a private cloud to ensure accountability due to the 
nature of their requirements, while others were satisfied with a GCSP. Although this study was 
conducted in Oman, the model of IS Accountability principles that were revealed in this study can 
address both international as well as domestic information security concerns associated with cloud 
environments. 
Overall, it needs to be understood, that the eight element model is not prescriptive and that it must 
be used in a context-sensitive way that is dependent on the needs of the specific organisation that 
is attempting to achieve IS Accountability in Cloud computing. 
“The approach towards achieving accountability in cloud computing in terms of information 
security, all depends on each organisation, what they need to achieve to have the ability to trace 
accountability, and who did what. Furthermore, each organisation has a different approach and 
level of information security and what suits one organisation may or may not fit another 
organisation”. 
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6.9 Chapter Summary  
The eight core elements of IS Accountability were derived by grouping concepts, which were 
discussed earlier in Chapter 3. This chapter closely examined and compared the concepts that relate 
to the core elements, relationships between elements and concepts, which provided evidence of 
the importance of each element based on the number of sources and coded references discovered 
in the interview data. The number of sources and coded references gave an indication of the 
strength of the relationship and the importance of each one of these elements. However, this does 
not necessarily measure the strength of the concepts from strongest to weakest as each element is 
context-based and not-one-size-fits-all. This means that not all core elements and their associated 
concepts need to be applied to all organisations. Implementing them needs to be based according 
to the size of the organisation, information security requirements, and the business needs of the 
organisation that is committed to reducing the risk of compromising information security systems 
in a Cloud computing environment.  
More focus on the core elements presented in Chapter 5 along with further analysis was discussed 
in this chapter. The emergence of the major eight elements was discussed along with the grouping 
of concepts that shaped them. Relationships between the concepts were examined as well as the 
relationships between the concepts and other demographic attributes that were identified in the 
data. The focus of this chapter on relationships provided the basis for developing the theory. This 
process forms the basis for the selective coding steps that were explained in the Research 
Methodology section (see Chapter 3). The theory that answers the research questions presented in 
Chapter 3 was formed by these building blocks (i.e. themes, concepts, and relationships). The 
essence of these processes will provide guidance to improving IS Accountability in the Cloud 
computing environment. 
The frame of this chapter provided various lenses on the interview data that resulted in producing 
the high-level of IS Accountability core elements, and their sub-elements, which influenced the 
development of the theory during the selective and axial coding process. 
This chapter provided an extensive analysis of the material gathered in the research and builds on 
the structure of the eight core elements in several ways. First, it analysed and described the 
important relationships that exist between the eight core elements. It described several operational 
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mechanisms that are key to implementing the core elements and are therefore key to achieving an 
acceptable level of IS Accountability in a Cloud computing environment. Second, it analysed the 
structure of the relationship between the consumer and the role of the three different types of CSPs 
that were examined in the research (for-profit, internal and government). Third, it analysed how 
the attributes of IS Accountability practitioners affect their understanding of the eight core 
elements. Fourth, it identified three IS Accountability strategies that can be taken by organisations 
trying to achieve IS Accountability. Finally, it identified specific issues that need to be addressed 
to establish an effective external authority to arbitrate the client-CSP relationship. The overall 
results of this chapter and the previous chapter will provide an overall theory that will allow 
organisations to achieve IS Accountability between CSPs and governments. 
The theory that emerges from this analysis will be enfolded with the literature, in Chapter 7. As 
mentioned earlier, all these analyses will help to answer the research questions, which will be 
presented in the conclusion chapter (Chapter 8).  
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7 Literature Comparison  
This chapter will describe aspects of the literature that have provided results related to the findings 
discussed in Chapters 5 and 6. As described in Chapter 3, the enfolding of the literature is done as 
part of the research process.  
The main objective for this chapter is to enfold the literature with the theory presented in this thesis 
by comparing the findings of this study with the research literature. This provided a theoretical 
grounding for the theory that was generated. Further analysis will be emphasised through this 
enfolding process along with synthesis of the generated theory in light of other research. This 
process will also highlight gaps in the literature and introduce this study’s contribution to the 
existing knowledge, which will be discussed in the conclusion. 
To perform the comparative analysis with the research literature, this chapter will first look at the 
definition of IS Accountability. It will then examine the eight core elements of IS Accountability 
identified by this study. Each one of the core elements will be discussed in reference to their group 
of concepts with a comparison and discussion to the related literature. The eight core elements 
discussed are:  
 
 Accountability Support Environment 
 Flexible Change Process 
 Collaboration 
 Commitment to External Criteria 
 Assurance  
 Remediation  
 Responsibility  
 Transparency 
 
The following will be discussed in this chapter as well:  
 
 Key operational mechanisms. 
 Relationships between the core IS Accountability elements. 
 Strategies adopted by clients to manage information security in the cloud. 
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 The role of the CSPs. 
 Issues in establishing an external authority. 
 
The literature used in this section was presented in Chapter 2.  
 
7.1 Definitions of IS Accountability  
As was seen in Chapter 2 (see Section 2.27.2), there are several IS Accountability definitions. 
When comparing those definitions with the definition developed in this study (see Section 5.1), 
we can see that there are some differences and similarities, which are summarised below: 
7.1.1 Limited understanding of the scope of mechanisms 
In the literature, it is not uncommon to define IS Accountability in terms of mechanisms that need 
to be implemented. For example, a number of papers define IS Accountability as being the 
implementation of reporting and auditing mechanisms only (Cederquist et al. 2005; Ko et al. 2011; 
Ko, Lee & Pearson 2011; Pearson 2011). Others such as Rush (2010) agree with this definition 
but feel that answerability is necessary to achieve IS Accountability (see Chapter 2, Section 2.9.2). 
More specifically, that it is the obligation of an organisation to be answerable for its actions. This 
study agrees with the need for having reporting and auditing mechanisms in place and that 
mechanisms for answerability are needed but it is clear from this study that these are only three of 
many mechanisms required for IS Accountability.  
 
A further extension of the mechanisms defining IS Accountability can be found in a number of 
papers Raab (2012) Butin, Chicote and Le Métayer (2014) Yao et al. (2010) Vedder and Naudts 
(2017) Jaatun et al. (2016) Jena and Mohanty (2017). All these papers indicate the need to have 
mechanisms to ensure the relationship between technology and the law (in terms of IS 
Accountability), along with data privacy, and protection. These authors emphasised that the 
mechanisms should be presented to regulators before, during, and after data collection. The authors 
mainly addressed the need for mechanisms to be a combination of precise legal requirements and 
effective tools to support IS Accountability. This need for mechanisms to address legal 
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requirements is supported by this study. These mechanisms fall in the category of the need for a 
Commitment to External Criteria. 
Another example of the limited nature of some definitions built around mechanisms is seen in 
the work of Vithanwattana, Mapp and George (2017). They identified IS Accountability as the 
process of tracking users’ activity whenever they access resources in the system. While this is an 
important mechanism, this study found that it was far from adequate as a definition of IS 
Accountability. 
The main difference between this study’s definition and many of the previous definitions, is that 
this study increased the mechanisms beyond auditing and reporting systems. This study covered a 
wide range of operational, strategic, and administrative needs that must be met to achieve IS 
Accountability in a Cloud computing environment (see Section 5.3). 
7.1.2 Elements of IS Accountability 
A key difference discovered in this study as compared to one part of the existing literature is the 
expansion of the number of core elements from four to eight. (Centre for Information Policy 
Leadership 2009b, 2011a; Muppala, Shukla & Patil 2012; Vithanwattana, Mapp & George 2017) 
all identify Responsibility, Assurance, Remediation and Transparency as necessary elements to 
achieve IS Accountability. This study agrees as to the importance of these four elements, but it 
also found that four additional elements were core to IS Accountability. In addition, the study 
found that factors surrounding the four core elements needed to be expanded. The details of which 
are described below. 
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7.1.3 Trust and Commitment to External Criteria as Definitional 
A number of definitions are built around the ideas of trust and a Commitment to External Criteria 
(Firdhous, Ghazali & Hassan 2012; Huang & Nicol 2013; Ko et al. 2011; Ko, Kirchberg & Lee 
2011; Ko, Lee & Pearson 2011; Lynn et al. 2014; Muppala, Shukla & Patil 2012; Pearson 2013, 
2017; Piliouras et al. 2011) (see Chapter 2, Section 2.27.2). However, in this study the 
Commitment to External Criteria (see Chapter 5, Section 5.2.4) was addressed along with active 
Collaboration (see Chapter 5, Section Error! Reference source not found.). The literature has 
covered the area of trust in different ways and has received greater attention as more papers have 
addressed trust along with Accountability in a Cloud computing environment. Yet, trust in this 
study was addressed by clients and CSPs to include different areas such as: trust in security 
measures, trust in policies, trust in the procedures followed by CSPs to execute the policies, trust 
in the CSP to have appropriate security and cloud standards, and trust in the person managing the 
client’s data in the cloud. Trust and its effect on IS Accountability were addressed extensively in 
this study in different sections for example sections in Chapter 5. Trust was also addressed in 
sections 5.3.3Error! Reference source not found., 5.3.7 and Error! Reference source not 
found. It was also addressed in Chapter 6, where the relationships had an effect on IS 
Accountability, and on the strategies adopted by clients to manage information security in the 
cloud (see Sections 6.2.1, 6.2.2, 6.2.4, 6.2.5, 6.2.66.2.8, 6.2.10, 6.4.1.3, 6.4.2.1, 6.5.2 and 6.6). 
This study considers trust an open term that can be applied to different areas and not just limited 
to systems as much of the literature has indicated. Such as, trust in the listed policies, trust in the 
listed procedures, and trust in implementing the SLA’s set of responsibilities continuously. In this 
study trust is an outcome of IS Accountability and not just as part of the definition of the concept. 
As for a Commitment to External Criteria, this study does agree that is an important element of IS 
Accountability, but it also finds that it is insufficient by itself to be a satisfactory definition of the 
concept. 
 
7.1.4 High-Level Definitions 
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The Centre for Information Policy Leadership provides at least two definitions of IS 
Accountability. The definitions are agreed with by this study with regards to the areas that they 
cover. Although these definitions are good in a high-level sense, they fail to provide adequate 
detail for practice. For example, one of the definitions discusses being a ‘responsible steward’ but 
does not provide any real understanding of what this means. In addition, as mentioned earlier, they 
do not cover all the necessary elements. 
7.2 Accountability Support Environment 
The core element of ASE is not as specific in terms of achieving IS Accountability as the other 
seven elements. This is because the process of developing a supportive environment requires a 
broad range of activities and those activities are mostly context-dependent (see Chapter 5, section 
5.2.1). This element was extended with five specific sub-elements: Executive Engagement, 
Documentation, Decision-Making, Resource Management and Reputation. The sub-elements need 
to be considered in establishing a supportive environment for IS Accountability in an organisation. 
A few of the sub-elements are interconnected through a relationship with other core elements (see 
Chapter 6, Section 6.2).  
 
The main difference from the previous literature, is that the ASE was introduced in this study as 
one of the core elements that plays an important role in achieving IS Accountability in a Cloud 
computing environment. This need for a strongly supportive environment to achieve IS 
Accountability has not been mentioned in the existing literature. There has been mention of a few 
of the sub-elements, as discussed below, but the need for an overall supportive environment is not 
raised in previous literature. 
 
However, the various sub-elements are mentioned to some extent in existing literature. 
Documentation has often been mentioned as a measurement of an organisation’s accountability 
program (Butin, Chicote & Le Métayer 2014; Centre for Information Policy Leadership 2009a, 
2010, 2011a, 2011b, 2018). In addition, Documentation was addressed in previous literature but 
was mainly associated with remediation process(Centre for Information Policy Leadership 2009a, 
2010; Jaatun et al. 2016; Jaatun et al. 2017). However, in this study, Documentation was found to 
be an important part of the ASE element as well as the other seven elements of IS Accountability. 
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Overall, this study agrees with the existing literature for the need of Documentation to achieve IS 
Accountability. 
 
Resource Management was mentioned in two areas: executive oversight and Staffing and 
Delegation. In the literature Resource Management is deemed as fundamental to any IS 
Accountability program (Centre for Information Policy Leadership 2010; Jaatun et al. 2017) but 
the importance of this sub-element was not strongly emphasised. However, this was not the case 
in this study, Resource Management was found to be highly effective and to have a noticeable 
impact on the overall ASE, which in turn impacts IS Accountability.  
 
Reputation was mentioned in the literature as a factor of success in the remediation process (Centre 
for Information Policy Leadership 2009a; Jaatun et al. 2016) but has nothing to do with the overall 
support of the cloud environment. However, in this study, the case was different (see Chapter 5, 
Section 5.2.1.5), Reputation helps to provide a supportive environment for IS Accountability as it 
gives clients a measure of how much they can trust the CSP. As the Reputation of the CSP 
increases, then clients will be more willing to trust the CSP and that will lead to an improved focus 
on IS Accountability. 
 
Likewise, for the sub-element of Executive Engagement, this has not been heavily mentioned in 
the literature as having a direct impact on ASE nor was it seen to be an influence on IS 
Accountability (see Chapter 5, Section 5.2.1.1). The main difference between the literature and 
this study, is that the understanding of the concept has been extended in several ways such as: 
required operational mechanisms, increasing trust, formality, decentralising development, 
authority, an understanding of information security, and an enforcement of compliance (see 
Section 5.2.1.1). None of these aspects have been discussed in the literature. 
 
The sub-element of Decision-Making has been covered somewhat in the existing literature, though 
not to the level that it was covered in this study. Raab (2012) says it is important to make decisions 
about who controls data and that responsibility for decisions needs to be clear. This study found 
that both aspects are important and need to be made explicit.  
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This study found that Decision-Making was important in terms of clients needing to be able to 
make informed decisions about moving to the cloud. It also indicated that accountability helps to 
increase trust in the decisions that are made by other actors in the cloud environment. However, 
this study did not delve into the actual Decision-Making process to a large degree. This study also 
found that clients need to have open and detailed access to information to ensure IS Accountability 
in the cloud environment. Furthermore, the findings of this study agree with the idea that IS 
Accountability and a clear and explicit Decision-Making framework both foster trust. 
 
An important aspect that was found in this study was that Decision-Making needs to take part in a 
clear and explicit framework. This aspect has hardly been raised in the literature. The exception 
being the Centre for Information Policy Leadership (2010 p. 1) who state that it is necessary to 
have “infrastructure that fosters responsible decision-making”. 
 
The main difference between the literature and this study in terms of Decision-Making is that the 
understanding of the concept has been extended in two main areas: The Enforcement of Decision-
Making and the Decentralisation of Decision-Making (see Section 5.2.1.3). Neither of these 
aspects have been discussed in the literature.  
 
7.3 Flexible Change Process 
The core element of the need for a Flexible Change Process was not mentioned in the literature 
despite an extensive search of the relevant databases. As discussed in detail in Section 5.2.2, IS 
Accountability practitioners stated the importance of CSPs and clients having flexibility in terms 
of changing the agreed policies, process and procedures in relation to the data migration, storage 
and protection of information and privacy. The relationships that Flexible Change Process has with 
the other core elements (see sections 6.2.3 and 6.2.5) were also not found in the literature. 
 
7.4 Collaboration 
Collaboration has not been mentioned clearly in previous literature but was implied in some 
aspects in relation to cloud adoption. For example, Jaatun et al. (2017) discusses standardising 
audit methods along the cloud supply chain, which implies a certain level of Collaboration. (Jaatun 
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et al. 2017) In comparison to the literature, in this study, Collaboration was found to be a very 
important concept. Collaboration influences IS Accountability in many ways: it strengthens the 
communication between clients, CSPs, different stakeholders and regulators in case of disputes. 
Collaboration was also found to be essential in managing complaint handling (see Section 5.2.3) 
The literature does mention the need for communication between stakeholders to achieve IS 
Accountability (Centre for Information Policy Leadership 2009a; Jaatun et al. 2016; Pearson, Luna 
& Reich 2015). However, this study discovered that Collaboration is a more extensive concept 
than just communication. 
Another difference between the literature and this study in terms of Collaboration is that this 
element strongly influences two areas (the role of the information security department and 
Collaboration versus enforcement between the ITA and government clientele) (see Section 5.2.3), 
which have not been covered in the literature. 
 
7.5 Commitment to External Criteria 
 
A Commitment to External Criteria has been discussed in the literature in two main ways: 
a. The information security and data privacy policies and procedures of the CSP that 
the client organisations have to comply with, as well as applicable laws, regulations 
and industry standards (Jaatun et al. 2016; Jaatun et al. 2017; Pearson, Luna & 
Reich 2015; Takabi, Joshi & Ahn 2010b). This result from the literature was 
strongly confirmed in this study and the IS Accountability practitioners discussed 
this in a positive way. 
b. Staff-related issues such as recruitment, the development of staff responsibilities 
and the assignment of delegations to fulfil the clients’ requirements according to 
the nature of the organisation and sensitivity of data need to be in compliance with 
external criteria (Buyya et al. 2009; Cederquist et al. 2005; Rajani, Nagasindhu & 
Saikrishna 2013). This finding was also agreed with by the IS Accountability 
practitioners in the study, though not to the same level as the literature. 
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Overall, this study agrees with the literature in terms of a Commitment to External Criteria and its 
aspects. However, the study did find some differences as well as additions, which are discussed 
below. 
The first difference is that the notion of a Commitment to External Criteria was integrated with 
Responsibility in the literature. This is because Responsibility in the literature includes executive 
oversight, which consists of internal oversight and responsibility for data privacy and protection 
(Centre for Information Policy Leadership (2011a). As a result, Responsibility is given less 
relevance than was seen in this study’s data (see Section 2.27.4). A finding of this study, was that 
separating the two concepts from each other, provides conceptual clarity and allocates the 
appropriate level of focus that a Commitment to External Criteria deserves. The improvement in 
conceptual clarity is partly because the core element of a Commitment to External Criteria is a 
broader and more complex idea than seen in much of the literature. 
An interesting difference this study also found was that very little has been discussed about the 
benefits of a Commitment to External Criteria. This study found that a Commitment to External 
Criteria was important to the IS Accountability practitioners that were interviewed, and they 
identified a number of benefits such as, Peace of Mind, Consistency of Standards, Cost, Time and 
Effort Savings, and Minimising Exceptions from Policy Enforcement (see Section 5.2.4).  
Another area of difference between the literature and this study in terms of a Commitment to 
External Criteria, is that the understanding of the concept has been extended in a number of ways 
such as Alignment of Internal Policies with External Criteria and a Rationale for Commitment (see 
Section 5.2.4). None of these aspects have been discussed in the literature. In addition, a 
Commitment to External Criteria is interconnected with other core elements (see Chapter 6, 
Sections 6.2.1, 6.2.2, and 6.2.3) and these relationships have not been discussed in the literature. 
7.6 Assurance  
The core element of Assurance was extended with two specific sub-elements: Strengthen the 
Service Level Agreement (SLA) and Risk Management. These are quite different to the sub-
elements that are commonly associated with Assurance in the literature, which are discussed 
below. These differences stem from the variation in the understanding of Assurance that arose 
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from this study. Existing literature (Centre for Information Policy Leadership 2010; Ilten et al. 
2012; Pearson, Luna & Reich 2015) (Felici & Pearson 2014; Pearson, Luna & Reich 2015) focuses 
on Assurance in terms of compliance with governance, ethical measurements, risk management 
and the implementation of IS Accountability operational mechanisms.  
This study agrees with the literature’s understanding of Assurance. However, it also considered 
the role of the SLA in providing Assurance as being much stronger (see Section 5.2.7.1) than is 
typically presented in the literature. 
The literature identifies six operational mechanisms that are considered to enhance Assurance for 
cloud clients. They are:  
 Staffing and Delegation (Jaatun et al. 2016; Jaatun et al. 2017; Pearson et al. 2012) (Nunez 
et al. 2013; The Centre for Information Policy Leadership 2009a, 2009b; The Centre for 
Information Policy Leadership 2010; The Centre for Information Policy Leadership 2011; 
The Centre for Information Policy Leadership, T 2011; The Centre for Information Policy 
Leadership July 24 2018). 
 Education and awareness (Ramgovind, Eloff & Smith 2010). 
 On-going risk assessment and mitigation (Jaatun et al. 2016; Jaatun et al. 2017; Pearson, 
Luna & Reich 2015).  
 Program risk assessment oversight and validation (Jansen, W & Grance 2011).  
 Event management and complaint handling (Centre for Information Policy Leadership 
2010). 
 Internal enforcement (Bristow et al. 2010). 
  
However, this was not the case in this study as Assurance was found to have two sub-elements — 
Risk Management and Strengthen the Service Level Agreement (SLA) (see Sections 5.2.7, 5.2.7.1, 
and 5.2.7.2). Each one these sub-elements was discussed and included more sub-sections that 
enhanced Assurance, which in turn enhanced IS Accountability. The rest of the aspects were re-
positioned according to the analysis revealed from this study. For example, the IS Accountability 
practitioners did not use ongoing risk assessment and mitigation as mentioned in the literature, but 
they were using Risk Management (see Section 5.2.7.2). Education and awareness were referred 
to as education and training in this study and were considered as one of the key operational 
mechanisms rather than being associated with Assurance (see Section 5.3.3). The same case 
applied to program risk assessment oversight and validation. Both were classified as key 
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operational mechanisms and divided into two sub-mechanisms continuous review and risk 
management practices (see Sections 5.3.2, and 5.3.10). Staffing and Delegation was categorised 
as a sub-element of Responsibility (see Section 5.2.5.5) whereas, Event Management and 
complaint handling and internal enforcement were considered as sub-elements of Remediation 
(see Sections 5.2.8, and 5.2.8.1). The re-allocation of these concepts aligned them with the role of 
the core elements. It also gives a clearer picture of what belongs to what and how each one is 
operated and implemented to achieve better IS Accountability outcomes before, during, and after 
the implementation process in a Cloud computing environment. 
 
For example, in terms of Strengthen the SLA the concept was extended in several ways such as 
determining the strength required, monitoring the SLA, cost and toughening the SLA. This was 
supported by more examples of toughening the SLA (see Section 5.2.7.1). In terms of Risk 
Management, this was also extended to include two important aspects such as process description 
and risk appetite (see Section 5.2.7.2). This is a major difference between this study and the 
literature, where the sub-elements were moved to be categorised as belonging to core elements 
rather than Assurance. 
 
7.7 Remediation  
Remediation has been presented in the previous literature (see Section 2.27.4) and covers the 
following areas: 
 
1. Tools for corrective action in place (such as disaster recovery plans and off-site data and 
server backups) (Jaatun et al. 2017; Pearson 2011) 
2. Tools for redress in place (such as compensation and insurance) (Jaatun et al. 2017; 
Pearson 2011) 
3. Resources, processes, access for relevant third-parties and mechanisms in place to react 
to an information security incident in an appropriate time frame (Jansen, WA 2011) Felici 
& Pearson 2014; Khorshed, Ali & Wasimi 2012 ) Jaatun et al. (2016) 
4. Having informed stakeholders actively involved in the remediation process Felici & 
Pearson 2014; Khorshed, Ali & Wasimi 2012) Jaatun et al. (2017) and Jaatun et al. 
(2016) 
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All the above aspects of Remediation were confirmed by this study as well. Yet, the main 
difference between the literature and this study is that the understanding of the concept has 
been extended in several ways such as the Event Management sub-element (see Section 
5.2.8.1). Event Management covers new areas such as response time, complaint handling, 
establishing an emergency response team, and ease of processes. Response time was also 
extended to have important aspects such as event severity, time frame, stakeholder 
involvement during the event response processes, and lack of enforcement. Although 
stakeholder involvement during the event and response processes have been mentioned in the 
literature (Centre for Information Policy Leadership 2010; Jaatun et al. 2016; Jaatun et al. 
2017; Raab 2012) in this study it was extended (see Section 5.2.8.1).  
 
Another interesting difference found in this study is that complaint handling and Event 
Management mentioned in the literature discussed factors such as having proper procedures to 
respond to inquiries, complaints and violations of data protection as being part of Assurance 
and not Remediation (Centre for Information Policy Leadership 2010; Jaatun et al. 2016; 
Jaatun et al. 2017). However, in this study Event Management was found to be a sub-element 
of Remediation not Assurance and Complaint Handling was considered to be part of the Event 
Management sub-element (see Section 5.2.8.1). In addition, complaint handling has not been 
addressed in the literature to the depth that it was in this study. 
 
This study found that Response Time is a more complex concept and that it has four specific 
aspects. This gives an indication that this study highlighted the Event Management issues with 
more importance than what was found in the literature.  
 
Internal enforcement is also considered to be part of Assurance in the literature with a 
discussion on the necessity to have enforceable internal policy in place (Centre for Information 
Policy Leadership 2010) (see Section 2.27.4). However, in this study it was combined with 
Remediation and categorised under Event Management (see Section 5.2.8.1)  
 
Another interesting difference that was found is that in the literature, support and Collaboration 
are seen as just an aspect of Remediation and the investigation process (Muppala, Shukla & 
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Patil 2012; Ruan et al. 2011) (see Section 2.27.4). However, in this study ASE (see Section 
5.2.1) and Collaboration (see Section 5.2.3) were found to be core elements of IS 
Accountability with significant effects beyond the issue of Remediation. 
 
7.8 Responsibility  
 
This study and the literature (Centre for Information Policy Leadership 2009a; Felici & Pearson 
2014) both agree on the importance of ownership and stewardship (Jaatun et al. 2016; Jaatun et al. 
2017), having a set of responsibilities defined in the SLAs, tracing Responsibility (who did what, 
when and where), trust (Vithanwattana, Mapp & George 2017), and having appropriate policies 
and procedures in place in relation to a Commitment to External Criteria (see Section 2.27.4).  
However, in this study Responsibility (see Section 5.2.5) was extended to include a wider 
understanding with components such as Sharing of Responsibility (Al-Ruithe, Benkhelifa & 
Hameed 2016; Almorsy, Grundy & Müller 2016; de Bruin & Floridi 2017; Krautheim ; Marinescu 
2017; Ramgovind, Eloff & Smith 2010), Misuse–Violation of Responsibility (Gulia & Sood 2013; 
Hwang, Kulkareni & Hu 2009); Jaatun et al. (2017), Clarity of Roles and Responsibilities (Al-
Ruithe, Benkhelifa & Hameed 2016; de Bruin & Floridi 2017), and that Roles and Responsibilities 
are context-dependent. As can be seen, many of these concepts have been individually identified 
in previous literature, however, the overall grouping of these concepts has not been seen before. 
Furthermore, the concept that Roles and Responsibilities are context-dependent does not appear in 
the literature. 
Another difference is that Staffing and Delegation are often classified as part of Assurance in the 
literature—that by allocating adequately trained personnel to look after the clients’ migrated data 
and privacy, this will provide Assurance to those involved (see Section 2.27.4) (Centre for 
Information Policy Leadership 2009a, 2009b, 2010, 2011a, 2011b, 2018; Nunez et al. 2013). In 
this study the Staffing and Delegation sub-element is relocated to Responsibility (see Section 
5.2.5.5) as the analysis determined that Staffing and Delegation (Responsibility) should be 
regulated by both CSPs and clients to ensure IS Accountability.  
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7.9  Transparency  
Both this study and the literature indicate that Transparency is an important aspect of IS 
Accountability. However, the degree of their importance is dependent on the needs of the 
organisation. The level of Transparency required for an organisation is based on the nature of data 
collected, the nature of the organisation and the sensitivity of the stored data. The literature 
discusses issues such as instant reporting between the CSP and clients, clarity on processes, and 
for decision-making to be made in relation to their data stored at the CSP (see Section 2.27.4) 
(Centre for Information Policy Leadership 2009b, 2011a; Felici, Koulouris & Pearson 2013; Jaatun 
et al. 2017; Muppala, Shukla & Patil 2012; Pearson, Luna & Reich 2015). As well as the flow of 
information in case of modifications and keeping the auditors and regulators always informed 
about the changes in processes, strategies or data restoration options in a timely manner (Spagnuelo 
& Lenzini 2017). Felici and Pearson (2014) state that all these mechanisms enhance Transparency 
and support IS Accountability in a Cloud computing environment. Even though all these 
mechanisms of were discussed by this study, it did not discuss the mechanisms as part of 
Transparency, rather they were discussed in a separate section called the Key Operational 
Mechanisms (see Section 5.3). This is because Transparency was interconnected with different 
relationships in this study (see Sections 6.2.6, 6.2.7, and 6.2.8).  
The concepts of reporting to all relevant parties and the need for clarity in process and procedures 
have been discussed in the literature (Felici, Koulouris & Pearson 2013; Jaatun et al. 2017; 
Muppala, Shukla & Patil 2012; Pearson, Luna & Reich 2015; The Centre for Information Policy 
Leadership 2009b; The Centre for Information Policy Leadership, T 2011). However, two more 
aspects were brought to attention in this study, which have not been discussed in the literature. The 
two concepts are being transparent in regards to accessibility to information and in knowing who 
has consent to use the data and information (see Section 5.2.6). 
Another difference in this study was about the limitations of Transparency, which has not been 
argued in the literature. The IS Accountability practitioners commented that Transparency is good 
but sometimes it needs to be limited on the basis that too much Transparency may lead to data 
exploitation through social engineering.  
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7.10 Key operational mechanisms 
Both this study and the literature address the need to have mechanisms (see Chapter 2, Section 
2.27.2) to execute processes, whether they be operational, strategic or administrative such as 
reporting and auditing. Many papers (Cederquist et al. 2005; Ko et al. 2011; Ko, Lee & Pearson 
2011; Pearson 2011; Rush 2010; Yao et al. 2010) Yao et al. (2010) have discussed the need to 
implement the operational mechanisms to strengthen IS Accountability. Others have discussed 
mechanisms in terms of technology and law with regards to IS Accountability, along with data 
privacy, and protection in a Cloud computing environment where all mechanisms should be clearly 
presented to regulators before, during, and after data collection (see Chapter 2, Section 2.27.2) 
(Butin, Chicote & Le Métayer 2014; Raab 2012; Vedder & Naudts 2017). In addition, Jaatun et 
al. (2016) stated that accountability mechanisms have to be extended to include non-technical 
aspects such as, the formation of appropriate organisational policies, remediation procedures in 
complex environments, contracts and certification procedures as discussed in Chapter 2 (see 
Section 2.9.2). Jena and Mohanty (2017) discussed the mechanisms to be used in case of online 
dispute resolution (ODR) in the cloud environment where data is remotely controlled as part of 
the compliance process in the remediation stage. Furthermore, the importance of cloud auditors 
as an effective mechanism was comprehensively discussed by (Jaatun et al. 2017). They argue 
that a cloud auditor may help to clarify compliance with respect to extraterritorial legislative 
requirements and provide a list of certifications that are required to perform audits and 
certifications (2017). The cloud auditor should perform audits and certifications to monitor 
accountability levels of cloud providers and to make sure that collection of implicitly collected 
data is made transparent (Jaatun et al. 2017). Jaatun et al. (2017) stated the need to introduce new 
mechanisms that enable cost effective management to manage the increasing amount of data and 
resources in the Cloud computing environment, which in turn provides extra Assurance to clients’ 
security and privacy. Risk analysis mechanisms and compliance were discussed in the literature as 
well (Ilten et al. 2012; Jaatun et al. 2016; Jaatun et al. 2017) (see Section 2.27.4). 
This study agrees with the literature in the areas of audit, risk analysis and compliance with 
regulators (see Chapter 5, Section 5.3). Yet there were many differences that distinguish this study 
from the literature as summarised below: 
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The first difference is that audit mechanisms were mentioned in the literature with respect to 
Responsibility and Assurance on the basis that they are essential to achieving IS Accountability in 
a Cloud computing environment. However, in this study, the mechanisms were categorised in a 
separate section called Key Operational Mechanisms (see Section 5.3) that consists of eleven 
different mechanisms. The Key Operational Mechanisms are: Gradual Migration (see Section 
5.3.1), Risk Management Process (see Section 5.3.2), Education and Training (see Section 5.3.3), 
Quality Assurance Department (see Section 5.3.4), Audit (5.3.5), Information Sharing (Portals) 
(see Section 5.3.6), Compatibility (see Section 5.3.7), Knowledge Transfer (see Section 5.3.8), 
Compliance (see Section 5.3.9), Continuous Review (see Section 5.3.10), and Operational 
Performance (see Section 5.3.11). 
The risk management process was further enhanced in this study to include several other aspects 
such as privacy impact assessments risk management strategies, which include acceptance, 
avoidance, transference, mitigation and periodic review. The main difference is that these 
operational mechanisms have multiple influences and cannot be solely connected to any one 
element as is indicated in the literature. 
As an example education and awareness are mentioned in the literature as part of Assurance on 
the basis that education and awareness programs will ensure that an organisation’s personnel and 
on-site contractors are kept up-to-date on data protection obligations (Ramgovind, Eloff & Smith 
2010) (See Section 2.27.4). This study agrees with this result; however, its relationships are 
broader than this. Education is also connected to training as well as awareness (see Section 5.3.3). 
Education and training in this study increases motivation for the CSP and the clients’ employees, 
which in turn strengthens IS Accountability awareness. It was concluded that the implementation 
of education and training was an important mechanism to ensure that more than one core element 
is implemented, especially in the areas of Collaboration, Flexible Change Process and 
Responsibility (see Section 5.3.3). 
The last difference between the literature and this study is that audit was further extended to include 
the audit trail and audit on auditors. None of the identified operational mechanisms have been 
mentioned in the literature previously apart from audit, education and training, compliance and 
risk management process. Although the last four mentioned have been found in the literature, they 
have all been enhanced by this study.  
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7.11 Relationships between the core IS elements 
In the study ten important relationships between the eight core elements were identified. Table 
7.1 presents each of the relationships and divides them into literature that explicitly discuss the 
elements and or the relationship, and literature that implicitly discuss the elements and or the 
relationship. 
 
Number  Relationship’s Name Explicit Discussion 
(Key References) 
Implicit Discussion 
(Key References) 
1 Ensure the implementation of 
different mechanisms to enhance IS 
Accountability (see Section 6.2.1) 
Assurance (Centre for 
Information Policy 
Leadership 2010; Ilten 
et al. 2012; Pearson, 
Luna & Reich 2015) 
(Felici & Pearson 
2014; Pearson, Luna 
& Reich 2015) 
(Jaatun et al. 2016; 
Jaatun et al. 2017; 
Pearson et al. 2012)  
Commitment To 
External Criteria 
(Jaatun et al. 2016; 
Jaatun et al. 2017; 
Pearson, Luna & 
Reich 2015; Takabi, 
Joshi & Ahn 2010b) 
(Buyya et al. 2009; 
Cederquist et al. 2005; 
Rajani, Nagasindhu & 
Saikrishna 2013) (see 
Section 7.6) 
Collaboration (Centre 
for Information Policy 
Leadership 2009a; 
Ruan et al. 2011) (see 
Section 7.4). 
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Number  Relationship’s Name Explicit Discussion 
(Key References) 
Implicit Discussion 
(Key References) 
2 Authority to collaborate to 
implement external criteria (see 
Section 6.2.2) 
Commitment to 
External Criteria  
 
(Jaatun et al. 2016; 
Jaatun et al. 2017; 
Pearson, Luna & 
Reich 2015; Takabi, 
Joshi & Ahn 2010b) 
(see Section 7.5) 
 
None 
Collaboration (Centre 
for Information Policy 
Leadership 2009a; 
Ruan et al. 2011) 
(Centre for 
Information Policy 
Leadership 2009a; 
Jaatun et al. 2016; 
Pearson, Luna & 
Reich 2015) (see 
Section 7.4). 
3 Flexibility in the change process 
motivates Collaboration, 
Accountability Support 
Environment and Commitment to 
External Criteria (see Section 6.2.3) 
ASE – Sub-elements 
(Centre for 
Information Policy 
Leadership 2009a, 
2010; Jaatun et al. 
2016; Jaatun et al. 
2017) (Centre for 
Information Policy 
Leadership 2009a, 
2010; Jaatun et al. 
2016; Jaatun et al. 
2017) (see Section 
7.2) 
 
 
4 Collaboration improves 
Remediation through several 
channels (see 6.2.4) 
Felici & Pearson 
2014; Khorshed, Ali 
& Wasimi (2012) 
Jaatun et al. (2017) 
and Jaatun et al. 
(2016) (see Sections 
7.4 and 7.7) 
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Number  Relationship’s Name Explicit Discussion 
(Key References) 
Implicit Discussion 
(Key References) 
5 Collaboration encourages a 
Flexible Change Process by the 
increased flow of communication 
(see Section 6.2.5) 
N/A N/A 
6 More Collaboration, more 
Transparency (see Section 6.2.6) 
Transparency (Felici, 
Koulouris & Pearson 
2013; Jaatun et al. 
2017; Muppala, 
Shukla & Patil 2012; 
Pearson, Luna & 
Reich 2015; The 
Centre for 
Information Policy 
Leadership 2009b; 
The Centre for 
Information Policy 
Leadership,T 2011) 
(see Section 7.9) 
 
7 Complex Responsibility Process 
Motivates Transparency (see 
Section 6.2.7) 
N/A N/A 
8 Sharing Responsibility enhances 
Remediation and Transparency (see 
Section 6.2.8) 
 
 (Centre for 
Information Policy 
Leadership 2010; 
Jaatun et al. 2016; 
Jaatun et al. 2017; 
Raab 2012) in this 
study its is 
extended (see 
Sections 7.7, 7.8, 
and 7.9 ). 
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Number  Relationship’s Name Explicit Discussion 
(Key References) 
Implicit Discussion 
(Key References) 
9 Remediation is supported by 
aspects of the Accountability 
Support Environment with active 
Collaboration (see Section 6.2.9) 
 (Muppala, Shukla & 
Patil 2012; Ruan et al. 
2011) (Jaatun et al. 
2016; Jaatun et al. 
2017) (see Section 
2.27.4) 
10 Assuring that Responsibility is 
managed via the SLA and Audit 
(see Section 6.2.10) 
 
(Jaatun et al. 2016; 
Jaatun et al. 2017; 
Pearson et al. 2012) 
(Nunez et al. 2013; 
The Centre for 
Information Policy 
Leadership 2009a, 
2009b; The Centre for 
Information Policy 
Leadership 2010; The 
Centre for 
Information Policy 
Leadership 2011; The 
Centre for 
Information Policy 
Leadership, T 2011; 
The Centre for 
Information Policy 
Leadership July 24 
2018).  
 
Table 7-1 Related literature for relationships between the core IS Accountability elements. 
 
The following discusses each relationship with regards to literature that has discussed it either 
explicitly or implicitly. 
 
Relationship 1: Ensure the implementation of different mechanisms to enhance IS Accountability 
 
In Relationship 1 three core elements were connected in one relationship as can be seen in Section 
6.2.1. It connects Collaboration, Assurance and a Commitment to External Criteria. This 
relationship has not been seen in the literature. None of these elements are connected or introduced 
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together in terms of their sharing of key operational mechanisms to enhance IS Accountability as 
we have seen in this study. Collaboration Assurance and a Commitment to External Criteria as 
displayed in the table above (see Table 7-1) are associated with improving IS Accountability 
independently. That is, each one of them is considered separately and not jointly. Overall, the 
literature does not mention this relationship. 
 
Relationship 2: Authority to collaborate to implement external criteria 
 
In the second relationship the elements of Collaboration and a Commitment to External Criteria 
are connected as without the interaction, it is difficult to implement external criteria (see Section 
6.2.2). The literature has emphasised more on the Commitment to External Criteria but not 
Collaboration. Collaboration was implicitly discussed in the literature as displayed in Table 7-1 in 
terms of the need to communicate and extend the communication between all parties whether they 
are CSPs, clients or regulators. However, these studies do not clearly discuss the relationship 
between Collaboration and a Commitment to External Criteria except in the situation where the 
external criteria are related to Remediation and more specifically the complaint handling that is 
associated with Remediation. This study has found that the relationship extends considerably 
beyond this. 
 
Relationship 3: Flexibility in the change process motivates Collaboration, Accountability Support 
Environment and A Commitment to External Criteria 
 
In the third relationship (see Section Flexibility in the Change Process Motivates Collaboration, 
an Accountability Support Environment, and a Commitment to External Criteria) the three core 
elements of Collaboration, Accountability Support Environment, and a Commitment to External 
Criteria are not discussed as being motivated by a Flexible Change Process explicitly or implicitly 
in the literature.  
 
Relationship 4: Collaboration improves Remediation through several channels 
 
The fourth relationship is explained in Section Collaboration improves Remediation through 
several channels. A significant part of the literature explicitly discusses the impact of 
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communication on the remediation process (see Table 7-1 Related literature for relationships 
between the core IS Accountability elements.) and how it requires extensive communications 
between all parties such as CSPs, clients, individuals and regulators. This study agrees that the 
communication aspect is important but finds that Collaboration is more than just communication 
and that communication on its own is insufficient to ensure an improved remediation process. In 
addition, this study identifies three specific channels that do not appear to be been discussed in the 
literature (see Section 6.2.4). 
 
Relationship 5: Collaboration encourages a Flexible Change Process by the increased flow of 
communication 
 
In the fifth relationship (see Section Error! Reference source not found.) the direct connection 
between Collaboration and a Flexible Change Process has not been discussed in the literature. The 
literature does discuss the need for an increased flow of communication and its benefits, but not in 
the context of encouraging a Flexible Change Process. 
 
Relationship 6: More Collaboration, more Transparency 
 
In the sixth relationship (see Section 6.2.5) Transparency is explicitly discussed in terms of 
mandatory reporting mechanisms, which are used to report on problems and to keep stakeholders 
informed about what has taken place. The need for Collaboration to make this reporting work has 
been seen in much of the literature (see Table 7-1). Therefore, both the literature and this study 
have identified the importance of this relationship. This study also confirmed this approach same 
as what is mentioned in the literature along with further extensions that were introduced in this 
study. 
 
Relationship 7: Complex Responsibility Process Motivates Transparency 
 
The seventh relationship is explained in detail in Section 6.2.7. As can be seen in Table 7-1 the 
literature does not discuss the role of a complex responsibility process in motivating Transparency. 
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Relationship 8: Sharing Responsibility enhances Remediation and Transparency 
 
This relationship is detailed in section 6.2.8. The literature does address the importance of having 
clients and other stakeholders actively sharing responsibility with the CSP in the remediation 
process. It has also discussed how the sharing of responsibility helps to keep clients informed in 
processes and procedures. This study agrees with the discussions in the literature regarding this 
relationship. 
Relationship 9: Remediation is supported by aspects of the Accountability Support Environment 
with active Collaboration 
 
In the ninth relationship (see Section 6.2.9) the idea that Remediation (specifically the 
investigation of Information security incidents as an important part of the remediation process) is 
supported by four sub-elements of the ASE with active Collaboration is lightly discussed in some 
of the literature (see Table 7-1). The literature does discuss the importance of the decision-making 
process and Resource Management (especially the level of involvement and the needed resources) 
in the context of an information security investigation process, and this study agrees with the 
literature. However, this study extends beyond the findings of the literature and finds two other 
sub-elements of the ASE are actively involved in this relationship (Executive Engagement and 
Documentation). The relationship is also extended by the finding that active Collaboration around 
the four ASE sub-elements needs to take place for an effective investigation to occur. 
Relationship 10: Assuring that Responsibility is managed via the SLA and Audit 
 
In the last relationship (see Section 6.2.10) the relationships between Assurance and Responsibility 
being managed by the use of SLAs and audits have both been explicitly discussed in the literature 
(see Table 7-1). This study agrees with the literature on this relationship.   
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7.12 Strategies adopted by Clients to manage IS Accountability in 
the Cloud 
This study has revealed three new strategies that can be adopted by clients to manage the 
information security relationship with their CSP (see Section 6.3). None of these strategies appear 
in the literature that was examined by this study. The three strategies were Collaborative Strategy 
(see Section 6.3.1), Independent Strategy (see Section 6.3.2), and Coercive Strategy (see Section 
6.3.3). The client organisation chooses which strategy they wish to employ with the CSP — the 
strategy can be either active or passive. The choice of strategy is constrained by the type of CSP 
that is being used, as not all strategies are possible with all CSP roles (see Section 6.4 for details 
on CSP roles). The three strategies were comprehensively covered in this study with different 
aspects in terms of how each one of them can be applied and in what circumstances (see Section 
6.3). 
7.13 The role of the Cloud Service Providers (CSPs) 
The role of the CSP mentioned in the literature is usually defined by types of cloud services or 
cloud delivery models namely, SaaS, PaaS, and IaaS (see Section 2.8.2.1.2) (Yellamma, 
Narasimham & Sreenivas 2013). Furthermore, it was discussed in the literature in terms of the 
types of Cloud computing (private, public, hybrid), which classifies cloud facilities in terms of 
how many clients have their data stored in that cloud (see Section 2.8.2.1.6) (Sreenivas, Sriharsha 
& Narasimham 2012). Private clouds only store data from one client whereas public clouds store 
data from multiple clients. 
 
However, in this study it was found that the two types of classification are not enough to describe 
the situation (see Section 6.4). CSPs in this study could be divided into three types based on the 
ownership of the cloud facilities. The three types of ownership are: 
 
 GCSPs where an independent government organisation owns and runs the cloud facilities 
for other government organisations. 
 ICSPs where a government organisation runs its own cloud facilities. 
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 FPCSPs where the cloud facilities are run by a commercial organisation external to the 
government. 
 
As was seen in Section Error! Reference source not found.,the roles of the CSP and its 
relationships differ significantly depending on the type of ownership. In addition, a variety of 
concepts are unique to specific types of CSPs. For example, with GGCSPs, we need to consider 
the concepts of Imposition (see Section 6.4.1.1), More Complex Process and Procedures (see 
Section 6.4.1.2), and Non-Compliance (see Section 6.4.1.3). For Internal CSPs (see Section 6.4.2) 
it is necessary to consider Political Constraints (see Section 6.4.2.1), Sensitivity of Data (see 
Section 6.4.2.2), and Availability of Resources (see Section 6.4.2.3). None of these were seen in 
the literature and they provide new avenues to explore how CSPs interact with their clients. 
 
7.14 Issues in establishing an external authority 
An important issue that arose in this study was the need for the CSP and the regulator to be separate 
and independent bodies—a situation which does not currently exist in Oman, as the ITA provides 
most government organisations with their cloud hosting—while at the same time being the 
organisation responsible for regulating Cloud computing in the Omani Government (see section 
6.6). Most of the literature reviewed indicated the need for audit, compliance with external criteria 
such as national and international standards and national laws or having third-party auditors 
(Centre for Information Policy Leadership 2009a, 2010, 2011a, 2011b, 2018; Jaatun et al. 2016; 
Jaatun et al. 2017; Pearson, Luna & Reich 2015; Takabi, Joshi & Ahn 2010b). However, none of 
the literature directly discusses the issues in establishing and operating an external authority. This 
may be because this study mainly considered the relationships in Cloud computing between a 
GGCSP (the ITA) and government clientele, whereas in most cases for Cloud computing the 
relationship is between the client and a or-profit CSP such as Google, IBM, Microsoft, Amazon 
and ODP.  
In this study (see Section 6.6) the IS Accountability practitioners raised this issue of the necessity 
to have an independent authority to work out the disputes between the CSP and its clients in case 
of non-compliance to whatever has been agreed in the SLAs or as a result of national law. Even 
the IS Accountability practitioners from the ITA acknowledged the need to have a separate 
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authority to manage disputes between clients and CSPs. Other IS Accountability practitioners from 
the client’s side also indicated that it would be better to have a separate authority in the country to 
handle disputes that may occur between the CSP and their clients before, during, and after the 
migration of data to a cloud environment. 
7.15 Summary 
This chapter has described aspects of the literature to enfold it with the results that have been 
provided in the findings discussed in Chapters 5 and 6. As described in Chapter 3, this enfolding 
of the literature was done as part of the research process.  
The major goal of this chapter was to enfold the literature with the theory presented in this thesis 
by comparing the findings of this study with the literature. The synthesis of the generated theory 
in this study was theoretically grounded in the literature. The gaps in the literature were highlighted 
by this enfolding process. The contribution to knowledge will be discussed and introduced in the 
conclusion.  
 
To successfully perform this comparative analysis and contrast with the literature, the chapter first 
looked at the definition of IS Accountability. Then the eight core elements of the IS Accountability 
identified by this study was examined. Each one of the core elements is discussed in reference to 
their group of concepts with comparison and discussion with the related literature. The eight core 
elements discussed were: 
 
 Accountability Support Environment 
 Flexible Change Process 
 Collaboration 
 Commitment to External Criteria 
 Assurance  
 Remediation  
 Responsibility  
 Transparency 
 
In addition, the following items were thoroughly discussed in this chapter:  
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 Key Operational Mechanisms. 
 Relationships between the core IS Accountability elements. 
 Strategies adopted by government clientele to manage information security in the cloud. 
 The role of the CSPs. 
 Issues in establishing an external authority. 
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8 Conclusion  
With the emergence of Cloud computing in a globally connected world, there are many challenges 
associated with the use of IT. One challenge is how can users achieve a balance between enjoying 
the convenience of services offered by IT in the cloud whilst minimising the risks that arise from 
using cloud services. It follows then that the threat of organisational data breaches by cyber 
criminals has to be traded off against the benefits that using the cloud can bring to an organisation 
when choosing to adopt cloud services. Sophisticated threats can spread by exploiting popular 
mobile devices and cloud applications to infiltrate high-value targets. A collaborative IS 
Accountability approach has to be taken by both the CSPs and the clients to minimise the level of 
threats and increase trust and confidence in cloud services. An IS Accountability approach 
demonstrates the importance of staying up-to-date on global information security trends, 
particularly concerning the use of mobile and personal computing devices. An IS Accountability 
approach is not an easy thing to achieve for an organisation and the following quote epitomises 
the views of the IS Accountability practitioners that were interviewed: 
 
“Accountability is an abstract word but in order to make it tangible, it has to go through a very 
complex process. The nature of the risk assessment must consider the following: does the risk 
assessment suit the collected data, the accuracy of the risk assessment, its effectiveness and 
appropriateness along with justification for every decision made at each stage of the risk 
evaluation and mitigation procedure? Accountability is not a one-time evaluation, rather it is a 
continuous process and is the hardest part in terms of the SLA. How does one maintain good 
accountability before, during and after moving the client's data to the cloud environment?”  
 
This study has sought to understand how IS Accountability in Cloud computing can be 
conceptualised. The majority of existing research on IS Accountability in Cloud computing have 
used a quantitive technical approach and have not addressed the conceptual issues. The enormous 
growth in moving businesses to Cloud computing—mainly due to its flexibility, cost-effectiveness 
and scalability, and the corresponding absence of a specific Cloud computing IS  
Accountability framework—highlights the growing need for research in this area.  
 
This study is answering the following two research questions: 
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 What is Information Security Accountability in a Cloud computing context? 
 How do government organisations achieve Information security Accountability in a Cloud 
computing context? 
The answers to these two research questions are presented in sections 8.1 and 8.2. 
 
Initially, this research used an extensive analysis of the literature relating to Cloud computing and 
accountability for information security to develop a model of the key conceptual elements 
(Responsibility, Transparency, Assurance and Remediation) (see Section 2.27.4) relating to this 
issue. 
 
The researcher extended this research and used an interpretive qualitative grounded theory 
approach using case studies. This study conducted eighteen qualitative case studies with nineteen 
different Omani government organisations and three CSPs (a total of thirty-four interviews). The 
thirty-four interviewed IS Accountability practitioners included information security 
professionals, senior information security managers, policy makers, and executive management as 
described in Chapter 3. 
8.1 Core Elements of Information Security Accountability  
The goal of this research was to understand what an organisation needs to do to achieve IS 
Accountability in a Cloud computing context. It should be noted that this is different from 
achieving information security as an organisation considered accountable for information security 
may still have corresponding breaches. Indeed some aspects of information security accountability 
such as Remediation may never come into play if such a breach does not occur.  
In order to determine if an organisation is accountable for its information security, the first step is 
to determine and define the core elements of IS Accountability. Previous research (Al-Rashdi, 
Dick & Storey 2015) used a literature analysis to determine the following four core elements of IS 
Accountability – Responsibility, Transparency, Assurance, and Remediation. This study found 
that these four elements were considered by the IS Accountability practitioners to be core elements 
in achieving IS Accountability.  
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The researcher examined the meaning of IS Accountability to find out whether the four 
components of the previous model of IS Accountability in Cloud computing could be extended. 
The four key conceptual elements identified in the literature were confirmed and extended to 
include more sub-elements as a result of the case studies.  
 
For example, Responsibility (see Section 5.2.5) was extended with new sub-elements such as 
Staffing and Delegation (see Section 5.2.5.5).  
 
Transparency (see Section 5.2.6) was not extended with further sub-elements but it was enhanced 
with a new aspect—limitations of Transparency—which have not been seen in the previous 
literature (see Sections 5.2.6 and 7.9). 
 
Assurance (see Section 5.2.7) was extended to include two more sub-elements—Strengthen the 
Service Level Agreement (SLA) (see Section 5.2.7.1), and Risk Management (see Section 5.2.7.2). 
 
Remediation (see Section 5.2.8) was extended as well to include three more sub-elements—Event 
Management (see Section 5.2.8.1), Disaster Recovery (see Section 5.2.8.2), and Redress Processes 
(see Section 5.2.8.3).  
 
The researcher used an ISMS as the major tool to provide the context for IS Accountability in a 
cloud environment. The researcher revealed crucial aspects about IS Accountability in integration 
with an ISMS. Based on the data revealed from interviews, four more concepts were added to the 
previous model (see Chapter 5, Sections 5.2.1, 5.2.2, 5.2.3, and 5.2.4). These four additional key 
elements were identified as being necessary to achieve IS Accountability. These were found to be:  
 
 Accountability Support Environment (see Section 5.2.1).  
 Flexible Change Process (see Section 5.2.2).  
 Collaboration (see Section 5.2.3). 
 Commitment to External Criteria (see Section 5.2.4).  
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It was concluded that for an organisation to be considered accountable for its information security, 
it must address each of these eight factors as relevant to its specific context. In addition, although 
this study was conducted in Oman, the newly revealed model of IS Accountability can address 
both international and domestic information security concerns.  
8.2 Findings from the Research 
This study has presented a more detailed definition of IS Accountability based on the interview 
data than what was previously described in the literature (see Sections Error! Reference source 
not found., and 7.1). The definition in this study was extended in a number of ways as described 
in Chapter 7. This study extended the definition of IS Accountability and addressed the limitations 
of the literature’s definition. The extended definition has also identified the elements of IS 
Accountability more thoroughly than previous literature (see Sections 7.1.2). The area of Trust 
and a Commitment to External Criteria have also been extended in this study’s new IS 
Accountability definition (see Section 7.1.3). This study also presented a definition of IS 
Accountability that provides organisations with more guidance (see Section 7.1.4). This study also 
identified the core elements and their connected sub-elements of accountability (see Section 5.2). 
Namely:  
 Accountability Support Environment 
 Flexible Change Process 
 Collaboration 
 Commitment to External Criteria 
 Responsibility 
 Transparancy 
 Assurance 
 Remediation  
Each element was defined and their importance to IS Accountability was explained. A discussion 
regarding all the sub-elements and their relationship to the higher-level concepts along with their 
relationship to IS Accountability were also provided.  
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Another important finding from this study—for both CSPs and clients—was the identification of 
the Key Operational Mechanisms that the IS Accountability practitioners felt were necessary for 
achieving IS Accountability. 
A new finding from this study was the various strategies that client organisations are using to 
manage their relationship with their CSP. They are Collaborative Strategy, Independent Strategy, 
and Coercive Strategy. These strategies have not been seen in previous literature (see Sections 6.3, 
6.3.1, 6.3.2, and 6.3.3).  
 
Another discovery made by this study was the role of the CSPs that were involved. The CSPs in 
this study were divided into three different categories. The categories were distinguished by the 
type of organisation providing the hosting and other cloud services. The three different types were 
the GCSP, the ICSP, and the FPCSP (see Sections 6.4, 6.4.1, 6.4.2 and 6.4.3). This extends beyond 
the traditional classifications used in the cloud (IaaS, PaaS, SaaS or public, private, hybrid, 
community) which are aimed at the type of cloud service as opposed to the type of CSP. 
A final finding in this research was the identification of several important relationships between 
the core elements of IS Accountability. These identified relationships examined and compared the 
concepts that relate to the core elements, relationships between elements and concepts, which 
provided evidence of the importance of each element and the identified relationship. The 
discovered relationships were based on the number of sources and coded references discovered in 
the interview data. The data showed how the elements and concepts interacted and affected each 
other. Ten relationships were identified as being important (see section 6.2).  
8.3 The Importance of Context 
Achieving IS Accountability is a complex task for any organisation. The first step is to understand 
what the elements that make up IS Accountability are. It is important to realise that though there 
are eight elements, the level to which any element needs to be implemented in an organisation, is 
highly context-dependent. A level of Transparency for one organisation that provides an 
acceptable level of accountability, may be inadequate for another organisation.  
It should be noted that the types of organisations that were in the case studies have many 
similarities. They are all Omani government organisations with a high need for data security to 
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protect highly sensitive government data, large complex business processes, and significant 
infrastructure. This will — to some extent — restrict variation in the level of emphasis on specific 
elements of IS Accountability that a more diverse set of case studies may have discovered. 
However, even within this set of case studies, the elements had significant variation. As an 
example, some case studies used a public cloud provider to ensure accountability due to the nature 
of their requirements, others were able to use a private cloud provider while others were satisfied 
with the government cloud provider. 
Overall, it needs to be understood, that the eight-element model is not prescriptive and that it must 
be used in a context-sensitive way that is dependent on the needs of the specific organisation that 
is attempting to achieve IS Accountability 
 
8.4 Significance for the Information Security Discipline 
This study contributes to the body of knowledge for the information security discipline in four 
main ways. First, it provides an expanded definition of IS Accountability that has been grounded 
in the experiences and knowledge of IS Accountability practitioners actively working in the field. 
This definition will assist in the research of IS Accountability by providing a common 
understanding of the concept. 
 
Second, it has developed a theoretical model that describes the core elements and sub-elements of 
IS Accountability and the relationships between the elements. This model can be used to generate 
new research into IS Accountability and to examine the concept in more detail. This model has 
been grounded in real-world experiences, which helps to support its validity. 
 
Third, it has provided a new method of understanding the role of the CSP (see section 6.4), which 
enhances the traditional classifications used in the Cloud computing context. Fourth, the results of 
this research can guide curriculum development in relation to IS Accountability for educational 
institutions running courses in the information security discipline. 
 
8.5 Significance for Cloud Service Providers 
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This study is significant for CSPs in four main ways. First, it has provided CSPs with a theoretical 
model that they can use to describe their goals in terms of ensuring IS Accountability for their 
customers. The model allows CSPs to understand what they need to do in terms of IS 
Accountability, assess their current IS Accountability practice and then implement improvements 
that are needed for their clients. This will strengthen the trust between clients and the CSP, which 
in turn enhances IS Accountability. 
 
Second, the identification of the Key Operational Mechanisms provides guidance for CSPs as to 
where they should direct their efforts in terms of their operational practices. Third, the findings of 
this study provide CSPs a means to better understand the requirements of their clients and therefore 
provide a higher quality level of service. Fourth, it provides insight in to the necessary separation 
of a GCSP from the role of regulator. 
 
8.6 Significance for Cloud Clients 
This study will be valuable to clients who are using cloud services in three ways. First, it provides 
them with a model to understand the division of roles and responsibilities between clients and the 
CSP, which are needed to ensure IS Accountability. It also emphasises the importance of having 
these roles and responsibilities included in the SLA.  
Second, it provides a model which they can use to understand and manage their requirements for 
IS Accountability in the context of their own specific organisational needs when migrating their 
services to the cloud and afterwards. It also allows them to be able to judge their requirements for 
IS Accountability against the costs needed to provide them. 
Third, it enables them to set, manage and test their expectations of their CSP by identifying a 
suitable strategy (see Section 6.3) that they can adopt to manage IS Accountability in the cloud 
environment whether Collaborative, Independent, or Coercive. Each strategy has its own 
characteristics and the client can make an informed decision as to which strategy to apply in their 
situation.  
8.7 Limitations of this study 
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This study was conducted with IS Accountability practitioners who were government clientele, 
two FPCSPs and one GGCSP (the ITA). Most of the IS Accountability practitioners were from the 
client side as was seen in Chapter 3. This study also used a qualitative approach through semi-
structured interviews and did not collect quantitative data on IS Accountability in the cloud. These 
factors do limit the study to some extent, but most of the results of this study can highly be extended 
to other government organisations beyond Oman. It is also likely that the results can be extended 
to non-government organisations attempting to adopt an IS Accountability approach in the cloud. 
8.8 Future work 
A variety of future work would be good to extend the scope of this study. This includes: 
 Extending the study to include non-government organisations and private sector 
employees in the field of information security and Cloud computing.  
 To use a quantitative approach (e.g. surveys) to test the developed framework on a broader 
group of people.  
 To repeat the study in a non-Omani context. 
 Extending the case study to focus more on the FPCSPs and their interactions with their 
clients. 
 Performing studies on each specific core element to further develop understanding; 
especially the four new elements (Accountability Support Environment, Flexible Change 
Process, Collaboration and a Commitment to External Criteria). 
8.9 Summary 
This study was conducted to understand and find out ways of achieving IS Accountability in 
the Cloud computing environment. The primary research questions for this research were: 
 
 What is Information Security Accountability in a Cloud computing context? 
 How do government organisations achieve Information Security Accountability in a Cloud 
computing context? 
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The research answered the two research question by developing a theoretical model that emerged 
from the data collected from the Cloud computing experts, information security professionals and 
IS Accountability practitioners. The theoretical model defines IS Accountability in the cloud 
environment and provides a structure based on the core elements that make up IS Accountability. 
These two aspects together provide a detailed understanding of IS Accountability, which answers 
the first research question. The structure and the identification of the Key Operational Mechanisms 
answers the second research question by providing practical ways that the organisation can address 
in order to achieve IS Accountability. 
Overall, this research provides an enhanced understanding of IS Accountability in the cloud and 
as noted above makes contributions to theory in practice in terms of the information security 
discipline, CSPs and cloud clients. 
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Appendix A- Ethics Notice of Approval and Consent Form  
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Appendix B- PCIF Form 
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Appendix C- Letters From RMIT University 
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Appendix D- Letter From SQU 
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Appendix E- Letters From Oman  
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Appendix F – Grounded Theory Framework Diagram  
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Appendix G – Model 1: Accountability Outcome, Government 
Hosting, Client Provider Accountability Relationship  
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Appendix H - Model 2: Accountability Outcome, Internal Hosting, 
Client Provider Accountability Relationship 
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Appendix I - Model 3: Accountability Outcome, Profit Hosting for 
Profit, Client Provider Accountability Relationship 
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Appendix J - Data Analysis Processes  
The following diagram shows the data analysis process used in this study and the more details 
are respectively explained. 
 
The initial coding categories produced a set of fifteen broad categories with fifty-five 
Sub-categories (see section 3.9). These first coding categories used to search and analyse the 
interview transcripts. These first categories were re-analysed to generate a more narrow set of 
concepts that reflect various themes within initially coded concepts. The outcome was 
approximately 187 broad concepts generated (see section 3.9) across initial concepts of 
Accountability categorised and measures factors. These factors include Accountability, Authority 
& Power, Cloud Benefit, Cloud Computing, Cloud vision, and Demographics. Education and 
Awareness, Event management and complaint handling, Executive Oversight, Mature migration 
and experience are further factors of Accountability initially recorded. Furthermore, New 
Approach in Oman (Cloud), Ongoing risk assessment and mitigation, Program risk assessment 
oversight and validation, Traditional systems, Types of Cloud service are other recorded factors. 
Also, the Accountability set includes the high-level concepts of Accountability discussed earlier 
in the literature namely responsibility, assurance, remediation, and transparency. However, there 
are new concepts revealed from the interview data which has significant influence in 
Accountability according to the interviewees. These include compatibility with standards and local 
policy, compatibility with hardware and software, compatibility with laws and regulations (as 
described in section 3.9). Each set of the main four outcomes of Accountability used some of the 
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mentioned concepts according to their understanding and requirements of Accountability and 
excluded the rest of concepts. For example, in the case of the Accountability based on ITA_Oman 
71 concepts were excluded and 73 concepts excluded from Accountability based on government 
clients. In turn, 70 concepts excluded from Accountability based on the Accountability of internal 
cloud or localhost (private cloud), and 93 of concepts excluded from the Accountability based on 
the private cloud service providers. However, the excluded concepts were kept for later use to 
compare the emerging concepts in the analysis (Chapter 6) (as described above).  
In the second analysis process, the researcher closely and individually examined the 187 concepts 
that have been coded initially along with the sub-items or child nodes. Then compared themes with 
the set of coded references (interview data) and being re-examined them. From this analysis, 117 
memos were created to describe the essence of each concept. These concepts have been largely 
derived from a more detailed set of concepts (see Appendix attached, not yet) (see Section 3.9) 
that found in the initial set of open coding. These memos consisted the definition for each coded 
item based on the interviewee’s point of view and some quotation from the interviewee’s speech. 
The use of (NVivo software), along with recorded memos allowed the researcher to re-form the 
four main categories of Accountability (as described in section 3.9 and earlier in this section). The 
researcher is intended to use the memos and a cross-concept matrix query with the aid of (using 
NVivo software) to form the final set of concepts and grouped them together. (See Appendix…) 
that shows the derived grouping of concepts for each of the final nine core elements Initial concepts 
to final concepts.  
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Figure 3. 1 The Matrix Query Core Elements Versus Core Elements with number of sources 
 
Figure 3. 2 The Matrix Query Core elements Versus Core Elements with coded references 
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Appendix k List of Omani Government Departments participated in 
this study 
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Appendix L – Proposed and achieved tasks  
 
  
314 
 
Appendix M - List of interviewed Cloud Service Providers in Oman 
(private and Government CSP’’s) (23-10-2015 to 21-01-2016) 
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Appendix N – The list of Interviewed Government Departments (23-
10-2015-21-01-2016) 
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Appendix O - List of Standards Used at Government Entities in 
Oman 
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Appendix P – The List of standards used in Government entities in 
Oman 
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Appendix Q- The Migration Services to Cloud in the Government 
Entities in Oman 
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Appendix R – The number of Practitioners based on different 
positions 
 
 
 
321 
 
 
  
322 
 
Appendix S – Interview schedule with discussion points about the 
participant’s cloud computing environment 
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Appendix T - Interview Protocol 
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Appendix U: The Use of Meetings in the Cloud Adoption Process 
A very important process used by the ITA in the adoption process for Cloud computing in Omani 
government organisations are the meetings used to ensure that active collabporation is achieved 
from the start of the adoption process. The three types of meeting are: 
 Inception 
 Kickoff 
 Technical 
Usually, the first two types of meeting are conducted between business managers from the client 
side and account managers from the CSP’s side. This will be followed by technical meetings 
between the technical teams from both sides. The first meeting is called the inception meeting 
which is usually conducted to understand the business case and covering the strategic aspects for 
clients and CSP. Then this followed by Kickoff meetings which are conducted to introduce the 
ITA team with the client team, understand roles and responsibilities and discuss the transparency 
and selection process aspects. Finally, once all of these things agreed between the client and CSP 
(ITA_Oman) the technical meeting will be conducted. In the technical meeting, the technical team 
from both sides will discuss the infrastructure that the client is currently having along with 
available skills in terms of clouding and information security and privacy. After those meetings, 
the ITA will evaluate what the client has to do to achieve the ITA criteria and will transparently 
inform the client about the necessary action that client has to go through to implement the the ITA 
cloud approach. 
 
An important issue in these meetings that is always considered is culture, namely (see sections 
5.2.1.3.3; 5.2.1.3.4; and 5.2.1.3.5 (culture, resist to change to not learn new things or fears of losing 
assigned roles or power over employees). 
“Look Zahir I want to bring your attention to something critical that we have to use top to 
bottom approach whenever we want to conduct any project or introduces new framework. 
The cultures play a crucial role in our society and influence of achieving the goals whether 
positively our negatively. We always put the culture as one of the options on how to 
approach users of doing or not to do something. Never ignore this norm or culture in your 
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work at the Middle East Countries generally and in the Gulf in particular and always 
remember top to down approach. 
Some users have the desire to depreciate their new implemented software or hardware and 
might prefer gradual change over time. Therefore, they are always using the top-bottom 
approach to circulate the utilisation of the new invention with satisfaction. This is what 
happened to make the transfer to the digital world and now to G-Cloud. Therefore, all 
government entities now work towards leveraging to Government cloud and consequently 
comply with the ITA associated standards regarding software, hardware, and policies. Of 
course, the level of enforcement is collaborative as government to government is not more 
than this, and most of the government entities are keen to join us in this great project.” 
Information security and ICTs leaders in Oman firmly believe in employing culture to assist 
decisions about using new emerging concepts, adopting new policies or approved framework and 
implementing new means of information security and privacy throughout the organisation. This 
approach executed by the utilisation of the “top to bottom approach”. They firmly believe that 
culture plays a crucial role in Omani society and influence of achieving the goals whether 
positively our negatively.  
IS professionals stated that they are always put the culture as one of the ways on how to approach 
users of doing or not to do something. If the top management approves the proposed work or 
framework or practice, then everyone will follow the top management. Employees feels honoured 
of doing so because the minister has approached them. The same case scenario applies if you want 
the users not to use something, then the order has to come for them from top management. The 
ITA experts found the “top to bottom approach” is workable and doable in most of the cases. The 
ITA security experts, stressed that this approach is Internationally recognised and organisations 
are working based on the guidelines and strategies outlined were contacted by the top management. 
The senior management is leading the path. Especially in information security and auditing 
matters. Any project considered as profit or loss to the organisation or hold a national security or 
international effectiveness on its work then make sure that the top management has an influence 
on how to do work and what the process should be followed. So besides the culture impact also 
the management influence to apply things over the organisation. 
The top management always gives considerable attention to business. Information security is 
connected to the business, and this is how the ITA are representing it as profit or loss. Information 
security is part of the business in today’s world, and therefore, top management should adopt and 
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take up the information security and support it. The second thing on the support is the role that the 
second level of the management hierarchy is playing on supporting all the initiatives comes from 
the top management and encourage others to practically applying it.  
“Any project considered as profit or loss to the organization or hold a national security or international effectiveness on its work 
then make sure that the top management has influence on how to do work and what the process should be followed. So beside the 
culture influence also the management influence”. 
The picture that middle management is predicting to their senior management or the feed of 
information about particular phenomena is playing a critical role in accepting or rejecting any new 
concept by the top management. the ITA secuirty and ICT experts believe that the middle 
management plays two roles between the top and low-level management of convincing about the 
specific new concept. Leaving top management alone without follow up from middle management 
would lead to adverse consequences for the top management is getting busier with other things 
apart from the business they are leading. 
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Appendix W: The Use of Standards 
According to the data collected from interviews with the ITA and government clients (as described 
in section 3.9), the ITA along with government partners are using different standards (see 
Appendixes O & P). The variety of standards goes back to the business needs and the emergence 
of new trends such as Cloud computing, Internet of Things, and social networking. However, we 
will limit our discussion to Cloud computing security as this is the main topic of this research. the 
ITA respondents confirm that all selected standards to be used at the ITA or with their selected 
clients in the future undergo with selection processes (as described in section 4.6.2). The 
occurrence of the selection process developing the assurance for the ITA information security and 
increase the trust in the client side which in turn will enhance the Accountability aspects. All final 
approved standards or modified ones which sometimes will refer to them in the context of this 
research as “internal standards” or “Omani framework” are audited internally first by the ISD 
department (the ITA policies and procedures section). Then will be verified by the department of 
law. Then will be modified by innovation department at the ITA, governor’s section. At the final 
stage, the final version will be checked by Quality Assurance Department at the ITA (see section 
4.6.2). 
 
the ITA confirmed that recently a contract had been signed with one third-party Company called 
Ernst & Young, Oman branch to externally audit all the internal standards or frameworks such as 
National IT framework, OeGAF framework, and National Security Framework. 
 
“Also during the SLA I have to consult an expert on the law to check out all aspects of my SLA is 
fitting with legislation and regulations and satisfy the business needs. Normally the standards like 
ISMS states that either clients or CSP will have to conduct external auditor, regulatory or 
compliance check”. 
 
As is evident in the above from a standards expert, the need for external audit is important. 
 
Standards and Law in Oman 
The respondents from the ISD section, governance and consultancy section, the Department of 
Law, and Innovation Department, and the ITA policies and procedures section, confirmed that 
they are facing some shortcomings in laws, as Omani law has not kept up with the needs of IT. All 
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respondents agreed that the root of this problem is the absence of a specific law in Oman for ICT 
of which cloud is part of. Cloud computing is a new and very complicated trend as its connected 
with different ICT spheres such as infrastructure, databases and application software. Cloud 
computing must be regulated with solid enforceable standards and reliable frameworks. Any 
approved framework must have some authority/power from Omani Cabinet to enforce some 
clauses and manage the different aspects of information security breaches, privacy and trace the 
Accountability or non-compliance. This responsibility includes regular audit and follow-up with 
SLA terms and conditions, achieved or not achieved. In other words, check compliance aspects.  
The respondent from the ITA has the vision to have ICT regulators which are the same in 
regulations and power as TRA regulators (Telecommunication Regulatory Authority). The 
respondents emphasised that there be a recommendation to have this ICT regulatory partner in 
Oman to look after all disputes in ICT including cloud issues. This recommendation delivered in 
a symposium at the ministry of defence held on October 6th and 7th, 2015. 
“In September 2015. I attended a symposium held by the Ministry of Defence on their 
premises here in Oman about information security and cyber crime. The lecture presented 
by Dr Bader Al Manodhari ISD Manager at the ITA, he showed a statistics about the daily 
attacks that our private and government sectors are receiving. Unbelievable number of 
attacks the sultanate is receiving, thousands and thousands of attacks that are attacking 
different servers with a different application. This reflects the non-Accountability from the 
government or private sector employees towards the impact of the information security 
breaches and how does this negatively affect our government performance. I think time has 
come stand and stop non-accountable persons in each entity and make them responsible 
for their action (take the responsibility). We should not anymore be flexible; sometimes the 
threats are internally more than to be external. The government has to have initiative and 
establish ICT regulatory authority with more power and enforcement, similarly to the 
Telecommunication Regulatory Authority (TRA), available in Oman”. 
 
The establishment of an ICT Regulatory Authority in Oman was in the top list of recommendations 
for the presenter who was talking about the breaches in information security generally and in the 
cloud. The presenter emphasised the importance of having ICT regulatory partner in the Sultanate 
of Oman to enforce the necessary actions of the breach and ensure the compatibility of law. The 
the ITA respondent believes that the rules and regulations are the basic method of building, 
developing and enforcing policies. 
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“We are facing a big challenge here in Oman at least at this time of implementing G-cloud, 
call for the digital world, the emergence of the internet of things and lots of other 
complicated online communication such as social media networking. This challenge is the 
compliance of our law (which is ancient) and no ICT specialised in Law, with all new 
emerging CT trends. Also the absence of an ICT authority to enforce non-compliance and 
look after all the disputes between clients and CSPs that is expected to emerge in the future. 
Similarly, the TRA authority which is looking after the telecommunications conflicts 
between public, Client and Internet service providers”.  
 
Standard Selection Process  
The selection process for standards or building up a specific framework that is proposed to be used 
at the ITA and with their clients is not based on a random selection or based on a decision taken 
by one department at the ITA. Based on the information revealed from the conducted interviews, 
interviewees confirmed that the selection of certain standards goes through different stages that 
form the selection process and there are different sections which are involved in this process. ISD 
section, governors and consultancy section, the department of law, and innovation department all 
are involved in the final shape of each proposed standard. the ITA policies and procedures section 
give their initial assessment and evaluation of the proposed information security standard or 
framework. the ITA policies and procedures department compares the proposed standard with the 
international ones regarding clouding and related aspects of information security by examining all 
matrices and levels of information security controls. The project owner initially holds the right to 
nominate the most applicable standard that might be useful to their work and business needs. Then 
all mentioned department will be adding on their comments and recommendations. This process 
and formalities of auditing some proposed controls for information security usually apply to all 
departments at the ITA and to other government clients who wants to join G-Cloud project or any 
other projects. 
 
“We are operational division, but we are not selecting the standards or framework that 
usable for the rest of government partner. The governors and consultancy along with the 
innovation department do this job”. 
 
“For example, in the G-computing we give our assessment and evaluation of the proposed 
standards. We check out in the international standard for cloud computing what are the 
main matrixes and controls, which is workable and doable for cloud atmosphere”. 
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“This is how information security division process and procedures of auditing some 
proposed controls for information security. We are doing the same for all government 
clients who ever approach us for consultancy”.  
 
 
“Let me elaborate this for you, for example, the project owner is G-cloud department, and 
they have selected NIST standard to follow. In phase two they escalate this standard to us, 
and we download the NIST standards from its source (US institute of technology). Then we 
audit our G-Cloud department if they follow whatever stated in the international standard 
or not, then we take all missing points and ask the project owner (G-Cloud) to do the 
amendments needed”.  
 
The following steps summarise the selection of standards process followed at the ITA internally 
first and to be used externally, later on. ISO 27001 similarly has gone through the same process as 
the first standard proposed to be employed by the ITA falls under ISMS checklist where ISMS is 
the leading Information Security Management System that adopted at the ITA. ISO 27001 is not 
only the standard will be followed and selected but the first to start with based on the ITA. The 
order to start with ISO 27001 circulated to most of the government clients to make them aware 
that organisation has the right to pick the standard that would work better with their business and 
fulfil the minimum requirements listed by the ITA. These requirements seek to enhance the 
information security aspects for both clients and CSP. All of these listed processes are done as the 
following (see figure 15 below) according to the information revealed from the interviewers during 
the interviews time at the ITA for the purpose of this research:  
Stage 1: Business Owner (in this study G-Cloud department is the business owner)  
1- The G-Cloud department review all the business needs with all stakeholders 
2-  Decide what the best standard is, is usable for the G-Cloud or any other project 
3- Check the proposed standard towards compatibility Technical and logical requirements. 
Check compatibility with business needs 
4- Escalate the proposed standards to be reviewed by the ITA policies and procedures section 
at ISD department and wait for their consultancy and advisory comments.   
Stage 2: ITA ISD Department (Policies and Procedures section)  
5- Review the proposed standards for example ISO27001.  
6- Compare the proposed standard with officially recognised standard and check it against the 
compatibility. Compare (national and international standard) and check compatibility 
7- List down all advisory comments and send them back to Business Owner  
Stage 3: Business Owner 
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8- Receive the comments and do the necessary amendments according to the advisory 
received from the policies and procedures section at the ITA, ISD department  
9- Start implementing the standard internally at the ITA, in the testing environment  
10- Start implementing the standard gradually in the production environment  
11- Evaluate the process by conducting a survey and constant monitoring of the technical 
failures and weakness  
12-  The evaluation process takes about three months’ time  
13- Collect the feedback received out from the evaluation process  
14- Analyse all data and comply with check non-compliance aspects, Analyse data & Check 
for non-compliance  
15- Formally compose the internal standard  
16- Send the final copy of the standard to the law department at the ITA, Consult law 
department at the ITA 
Stage 4: The Legal Department at ITA 
17- Compare the standard and check the compatibility with current Omani law. 
18-  Verify the SLA terms and conditions  
19- Ensure that all requirements of the SLA in line with Omani law to avoid conflict in the 
future. 
20- Ensure that all the needs included in the SLA are achievable based on the availability of 
resources and not exceeding the client’’s expectations of doing lots of things which is not 
affordable to be done by IT due to a shortage of resources regarding money or expertise.  
21- Consult governors and consultancy section at Innovation Department and wait for their 
advisory comments.  
22-  Review the proposed standard and put the advisory comments attached from both sections 
Law and governors.  
23- Send two copies of the amendments to the quality assurance department at the ITA and to 
Business owner  
Stage 5: Quality assurance department at ITA 
24- The quality assurance ensures that all comments received from the ITA process and 
procedures section are fulfilled  
25- The quality assurance ensures that all comments received from the department of law are 
met,  
26- Discuss final amendments and modification with business owner 
27- Verify the changes by business owner 
28- Give business owner (G-Cloud) permission to use the proposed standard in the production 
phase on the client side.  
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“To emphasise more, to strengthen our responsibility and Accountability towards the 
information security issues in the G-cloud project and other project assigned to the ITA, we 
do have a full department called Technical affairs, their job to communicate initially with all 
ministries and guide them with the proper way to mobilise from one stage. Moreover, to be 
prepared for the new emerging trend in IT. Such as G-Cloud technical affairs guidance 
consists all process and procedures to be followed from A-Z or even in between to upgrade to 
the next level. Moreover, there is a strong cooperation between technical affairs and 
government entities and ISMS implementation is part of this process indeed”.  
“My main role at the ITA is looking after the compliance with standards and applied policies 
internally at the ITA or with our clients mainly with ISMS implementation (Information 
security management systems) applied here which is ISO 27001. Our division is checking and 
monitoring the compatibility with ISMS implementation with our clients and advise them in 
the case of non-compliance. Process and procedures to be followed are explained thoroughly, 
to the clients. To me non-compliance =non-Accountability”.  
 
“I have attended some of the discussion and negotiation with some government clients, and 
they were concerned about their data security and privacy and the mechanisms the ITA are 
going to follow in case something would happen. We sense the Accountability at every single 
discussion to protect the migrated data to the cloud.” 
 
“We are practising ISMS at the ITA through the ISO27001, for a G-Cloud project they might 
follow the same standard, ISO27001 includes some policies and clauses about outsourcing but 
not Accountability”. 
 
“We build our current policy at the ITA based on the basic and fundamental law or older 
version of the law, which is not compliant with today’s needs. For example, the transaction 
and e-payment law is not complying with an old version of Omani law. We were forced to 
change the old transaction law to comply with today’s trends and new concepts emerging to 
the country. That is finally approved with an effort from the legal department. So, the 
compatibility with law and regulations is the necessary step we have to ensure that our policies 
and procedures or best practices in line with introduced new trends and concept”. 
 
Standard Selection Process (ITA_Oman) 
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Figure 3. 3: Standard Selection Process (ITA_Oman) 
 
ITA Vision towards Standards Selection 
the ITA as the primary government CSP in Oman always encourages all government clients 
generally and specifically the customers who want to join the G-Cloud Project, to implement 
certain standards that suit the business needs. the ITA advises the clients to implement ISMS as 
the officially recognised information security management system. The adoption of ISO 27001, 
preceded the implementation of ISMS which is a specification for creating ISMS. However, the 
implementation of ISO 27001 does not necessarily mandate specific actions, rather than it makes 
suggestions to fulfil aspects like documentation, internal audit, continual improvement, and 
business continuity plan or what known as remediation plan, (corrective and preventive action). 
the ITA professionals stated the introduction of ISO 27001 creates a comprehensive knowledge 
with all clients and makes them aware of the importance of adopting the ISO standard. For 
example, documentation was not receiving proper attention by most of the clients. All customers 
were entirely dependent on the vendors or third-party to finalise all ICT projects and without 
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asking them about the documentation. Customers become aware of the need for the documentation 
at the time of upgrading to a newer version of a product or solution. The clients must go back and 
ask the vendors what they have done in the previous project to understand what achieved and what 
is not yet, to make everything clear to upgrade to a newer introduced version. However, this always 
goes into unexpected difficulties such as non-cooperation between vendors and clients. The 
changes of roles and responsibilities along with changes in employee’s position is another 
challenge for finding who has done what. 
The audit issue is the second issue faced by the ITA with their clients. Experts, from the ITA, 
stated that reviewing the process and procedure is entirely missing on the customer’’s side, due to 
the absence of auditing process. Internal audit is paramount and always give IT leaders generally 
and information security managers, in particular, a chance to add improvements to systems, 
standards, policies and procedures, strengthen the SLA with new vendors, apply regular check on 
who is doing what and who has done what. Auditing is the main gate to improve the security 
measures and controls and see the weaknesses. The audit also enhances the enforcement strategies 
and encourages to apply sanctions for violations of standards. Audit improves the selection process 
of vendors and third-party by reviewing the records of non-compliance. Auditing process and 
procedures always give the clients an opportunity to set a business continuity plan (BCP), or what 
commonly know as remediation plan. the ITA stated that the induction of ISO 27001, declared 
that many government clients are not aware of having corrective and preventive actions in case of 
the occurrence of failure or natural disaster. After adoption of ISO 27001, most of the government 
client had a remediation plan. the ITA experts audit the proposed remediation plan and ask for 
amendments in away that plan is doable within available resources at the ITA and customers side. 
The move of data to the ITA disaster recovery data centre is one of the great outcome achieved by 
adopting ISO 27001. 
the ITA professionals advised that the adoption of ISO 27001 can be strengthened by seeking the 
ISO certification. The ISO certification ensures that implementation of ISO 27001 processes and 
procedures is properly achieved. However, the ITA interviewees confirmed that the use of ISMS 
is not limited to ISO27001, rather that the use of ISMS can be followed by any other practices or 
standards as each government client organisation needs. ISO27001 was preferentially suggested 
to be employed by the ITA as a starting point; this opens the door to useing many other information 
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security codes of practice. For example, the Ministry of Health along with ISO27001 implemented 
HIPAA standard, (see section 4.6.4), and the ITA introduced OeGAF based on NIST and ITIL 
(see section 4.6.4). The Oman eGovernment Architecture Framework provides the framework for 
the management of IT-related risks and putting together controls to minimise risks and better 
deliver IT initiatives. OeGAF shall help the Government to act as an “Integrated Enterprise” and 
manage IT as a strategic investment.  
“For example, if you are a financial institution then you have to comply and implement 
controls with certain requirements or standards that in relation financial matter such as 
the privacy of credit cards or electronic payment privacy. Then your client will be much 
confident once you have the financial ISO certification because he guarantees and trusts 
that you are standing in an excellent condition regarding security and privacy”. 
 
Challenges relating to Standards 
the ITA confirmed that they are facing significant problems with all old implemented systems 
which are the integration between systems and some associated standards. Particularly in the 
occasion of compatibility between the old implemented system in a certain ministry and the new 
emerging trends such as G-Cloud. the ITA confirmed that many services has to be re-engineered 
to fulfil the compatibility issue and requirements of moving to the new emerging trends: such as 
the G-Cloud project. The compatibility involves hardware, software, standards including the 
review process to laws and regulations currently practised. 
“You know Zahir we are facing significant problems(challenges) with all implemented 
systems with the integration between systems and related standards”.  
However, the flow of communication and deep discussion with government stakeholders has 
effectively changed their ideas and vision towards the integration between systems and accepting 
the idea of centralization and unity of data centres. For example, the Health Portal System, E-Court 
System, and Tendering Systems all are systems, which are migrated to cloud internally as a private 
cloud or externally as a public cloud or as hybrid cloud. Many services were integrated from each 
ministry and included under one system only. the ITA believes that all the official selection process 
for the standards (as described in sections 4.6.2 & 4.6.3) has had a great impact towards better 
management to different resources and the utilisation of current and new agreed policies.  
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An ITA decision maker influential emphasised that these continuous reviews and constant 
monitoring of current policies and procedures gave them a better insight of protection towards 
information security.  
“The work is not infinite but continues, regarding reviewing the process, continuous 
auditing and monitoring to the operational and administration part of it, this review 
includes the continued modification to the process followed based on a particular standard 
applied at ITA or on the Client side. The continues review all give us a better vision of 
information security protection. You know Zahir indeed this is will always remain 
continues effort, as there is every day new things, are emerging to the information security 
world. In response, we have to fulfil all the requirements accordingly and deeply to ITA 
generally and ISD section this is part of the Accountability process regarding information 
security management and securing the resources in the cloud environment”.  
The audit also enhances the way of compliance with all available national and international 
standards along with approved and published or circulated Omani law, such as the first version of 
“Omani electronic criminology law” and “E-Transaction law”. The privacy law undergoes in the 
approval process by cabinet then will be attached to the compliance list in the future. All these 
steps were followed to remove compatibility standards obstructions and to ease the business 
migration to the cloud. A professional respondent from ITA stated that the SLA’s development 
monitoring process (see section 4.12) along with executive oversight procedures (see section 4.20) 
practised in the real world gave extra boost towards enhancing information security management 
process and procedures. Professionals from G-cloud department and information Security 
Department at ITA extended that they are making all these efforts because they are sensing the 
Accountability and responsibility towards data protection and privacy. The trust between ITA as 
a cloud service provider and their clients enhanced widely. By arriving at this fact that means they 
are an accountable provider.  
 
“Accountability in cloud is not mentioned anywhere in the ISO27001. I will tell you 
something the ISO27001 is a standard, in these sorts of standards they give you the high 
level but for this one as Accountability, the standard will never tell you who is accountable 
and who is not. I believe the agreement is controlling the Accountability matter between 
customer and vendors or service provider. Until date you cannot state that Accountability 
is fully on the supplier or Accountability is fully on the client, but we are trying our best to 
achieve the Accountability and act as an accountable cloud provider”.  
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Appendix X: The Use of ISMS in Oman  
All Omani government entities are ordered by ITA to implement an ISMS in their organisations 
as the first building block to achieving information security. ITA has delivered this order after the 
circulation goes out by the Cabinet in Oman to establish the information security departments in 
each government entity. The main role and responsibility of these departments is auditing ICT 
implemented at the ministries. The information security departments have been structured directly 
with the minister’s office to have the necessary enforcement or authorisation to enforce certain 
actions on information security violations. The understanding of the ISMS concept varies between 
clients, and most of the clients thought that this information management system is like any 
implemented standards such as ISO27001 and many others. However, ITA made this issue clear 
to all government clients (see section 4.6.2) 
Information security professionals at ITA confirmed that an information security management 
system (ISMS) is implemented at ITA to help to manage the client’s sensitive data. As is evident 
in the following excerpt from G-cloud and security professionals at ITA as follows:  
“The management of information security and privacy is a critical aspect we are taking 
into consideration, and we advise all of our clients who want to join G-Cloud Project to 
implement ISMS for systematically controlling and managing the client’s most critical data 
by following the set of policies and procedures attached to it”.  
“Yes definitely. At ITA, we do apply ISO27001 we do apply – see the list of standards that 
we have. Part of this says do you have so of so kind of standard, this section of the selection 
criteria and all clients has to fulfil these requirements before joining G-Cloud in Oman, 
this was an extra boost for our work”.  
G-cloud and security professionals indicate that fulfilling the basic criteria of ISMS 
implementation as it includes a set of policies and procedures for systematically managing the 
most critical data of their clients is a necessary task to be followed by their government clients. 
ITA decision makers emphasised minimising risk and ensuring business continuity is the 
fundamental approach to the implementation of ISMS at different departments of the ITA and their 
clients. 
The ISMS implementation would pro-actively reduce the implications of a security breach. They 
emphasised that ISO 27001 be the most recommended international standard which all clients must 
start with as it covers a high-level approach to information security but of course they might be 
some other standards can be added based on their business needs. For example, in the case of the 
ministry of health, they have implemented HIPAA standard which fulfils the requirements of the 
health applications. 
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Professionals from ISD department indicate that ITA tries whenever possible to differentiate for 
their clients between ISMS and ISO27001 and its following versions. Specialists emphasised that 
the typical ISMS usually consider employee behaviour and processes as well as data and 
technology, whereas, in the case of ISO 27001, it tells you the specification of creating an ISMS, 
preparing the environment to implement ISMS (see section 4.6.6). Experts emphasised that ITA 
is always not asking their clients to mandate the specifications rather they deliver suggestions to 
fulfil some aspects such as documentation, the way of applying internal audits, continual 
improvement, and how to follow the corrective and preventive action. In turns, the clients would 
initially implement ISMS in two approaches namely (1) the comprehensive way where this 
implementation would become part of the organisation’s culture, or be very specific of targeting 
(2) a data, such as customer data. 
Based on the interviews, ISD authorities from different government entities stated that ISMS is 
implemented using the code of practice or framework provided by Information Technology 
Authority, Oman. ISMS used by most of the government departments. The 19 government 
interviewed entities confirmed that they are implementing ISMS as an information security 
management system, and following the ISO 27001 as a standard that specifying the creation of 
ISMS (see section 4.6.6). This implementation started with the consultancy aides provided by ITA 
as the foremost IT authority in the country. ITA specialists confirmed that this implementation of 
ISMS, using the ISO27001code of practice as a foundation to be followed is part of the selection 
criteria to join the G-Cloud project in Oman and this encourages all government Clients to do so.  
“The thing is the way we approach, or they come and ask for services; their questions have 
two lines. One is the security aspects and what kind of standard we are following and the 
second line is what process of initiating any obviously we call them on-boarding process.  
“Yes, also we do have criteria to come part of the government cloud. There are criteria for 
certain projects. So, these certain criteria that we need to check on this meeting whether 
our clients have this implemented part of this criteria and if not to check whether the client 
ready to fulfil the required criteria or not” 
ISO 27001 
Professionals in the ISD Department at ITA elaborated more on the aspects of ISO 27001. They 
always try to make it clear in different seminars, workshops and symposiums by delivering as 
much of information as possible. ITA experts stated that this was part of the extended training and 
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education and strategic awareness planning that ITA intended to apply for any new trend or 
technological concept (see section 4.13). ITA professionals emphasised that the training session 
be held on different occasions, which eases the task for both, the government clients and ITA as a 
cloud service provider. The education and awareness sessions have motivated IT users to learn 
more about the ISO27001 and all related aspects of it along with ISMS. ITA experts extended that 
many information issues treated at by both cloud provider and government clients as not important 
points regarding information security; however, the education sessions has changed this ideology. 
The attended education sessions (see section 4.13) raise the attention towards information security 
generally and the importance of adopting and implementing international standards like ISO 
27001, and national frameworks like OeGAF. Education and awareness are also increasing the 
level of knowledge of non-compliance and the intangible and tingle consequences of being not 
accountable, and responsible see section 4.7.1).  
What is ISO 27001  
Professionals from ITA identified ISO 27001 as the international standard that emphasised the 
specification for an information security management system (ISMS), and it is part of the 
developing ISO/IEC 27000 family standards. ISO 27001 developed based on BS 7799 standard 
which commonly used for managing information security since 1995. ITA experts stated, ISO 
27001, was the primary model international standard used to establish, implement, operate, 
monitor, review, maintain and improve ISMS.  
ITA professionals extended that ISO 27001framework provides a neutral environment to 
technology and management system vendor. This neutrality always assures, organisations that its 
information security applied measures are useful. The assurance of information security consists 
the fulfilment of Confidentiality, Integrity, and Accessibility (CIA), of provider’s information and 
clients as we along with legal compliance. ITA professionals expressed that the adoption of ISO 
27001 and the decision of its implementation as the base of ISMS implementation was in response 
to legal requirements and potential security threats. These security threats that ITA experienced or 
expected to happen in the future, for example, vandalism/terrorism, fire, misuse of applied 
information security measures, data theft or viral attack. ITA emphasised that vandalism and viral 
attack are the two most important factors that threatening Omani government. ITA experts stated 
that ISO 27001 was selected and designed to fulfil the compatibility aspects with other 
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management standards such as ISO 9001 and ISO 14001. ISO 27001 has the flexibility by enabling 
an organisation to develop a widely integrated management system by applying the common 
elements include documentation, review and audit requirements, regardless of some clause 
numbering differences. ITA experts except that most ISMS systems are focused on ICT 
irrespective of the different modern communication mediums surrounding us in today’s world. 
Conversely, ISO 27001 is equally applicable to other forms of information, such as paper records, 
images, and even conversations. 
Professionals at the ISD department at ITA elaborated more on the aspects of ISO 27001. They 
always try to make it clear in different seminars, workshops and symposiums by delivering as 
much of information as possible. ITA experts stated that this was part of the extended training and 
education and strategic awareness planning that ITA intended to apply for any new trend or 
technological concept (see section 4.13). ITA professionals emphasised that the training session 
held at different occasions, indeed ease the job for both, the government clients and ITA as a cloud 
service provider. The education and awareness sessions have motivated IT users to learn more 
about the ISO 27001 and all related aspects of it along with ISMS. ITA experts extended that many 
information issues treated at by both cloud provider and government clients as not important points 
regarding information security; however, the education sessions has changed this ideology. The 
attended education sessions (see section 4.13) raise the attention towards information security 
generally and the importance of adopting and implementing international standards like ISO 
27001, and national frameworks like OeGAF. Education and awareness are also increasing the 
level of knowledge of non-compliance and the intangible and tingle consequences of being not 
accountable, and responsible see section 4.7.1).  
The ISD professionals at ITA expressed that it was evident from the inauguration session with 
those clients that applied to be part of the G-Cloud Project, that the basics aspects of information 
security were not practised, such as the physical and technical controls were not implemented and 
audited properly. Most of the available policies are conflicting with the Omani law. 
“So, compatibility with law and regulations is the necessary to step we have to ensure that 
our policies and procedures or best practices in line with introduced new trends and 
concepts”.  
343 
 
The third-party or local vendors did not document the previous jobs or conducted projects. The 
absence of documentation leads to start everything from scratch at the initiation of any new project 
or at the time of introducing new trends. The introduction to building ISMS on the client side was 
a great chance to bring all these issues upfront and the adoption of ISO 27001 leads the way and 
made it very clear what must be done before applying ISMS. ITA specialists emphasised that the 
adoption of the ISO 27001 process and procedures along with ISMS implementation make cloud 
service providers and clients more accountable for their roles and assigned jobs (see sections 
4.10,4.13,4.14, & 4.16). ITA strongly advised all clients at the induction phase to be ISO 27001 
certified partner as this will approve that the business has defined and implemented effective 
information security processes.  
Based on ISO documentation, ITA experts, considered ISO 27001 a roadmap for establishing, 
implementing, operating, monitoring, reviewing, maintaining and improving an information 
security management system and it used the top-down, risk-based approach and considered as 
technology-neutral. ITA security experts and senior managerial level emphasised that the 
implementation of ISO 27001, goes through three main stages as follows:
 
Implementatio
n of ISO at 
ITA_OMAN
• Introduction Stage: Comprehensively Introduce the 
ISO 27001, 27002 
Implementatio
n of ISO at 
ITA_OMAN
• Second Stage: Identify the Major Information Security 
Issues Evolved Throughout The Time. 
Implementatio
n of ISO at 
ITA_OMAN
• Third- stage: Identify the role/benefits of ISO 27001 
would play to overtake the identified and non-
identified information security issues
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Figure 3. 4 : The Implementation of ISO 27001, ITA_Oman 
1- Introduction stage: comprehensively introduce the ISO 27001, 27002 and what each one 
of them does (the benefits of the standards), along with other versions of the ISO 2700 
family standard such as 27003 all through to 27007.  
2- Second stage: at this juncture, ITA experts emphasised at what are the major information 
security issues evolved throughout the time.  
Third- stage: identify the role that ISO 27001 and its followed versions would play to overtake 
the identified and non-identified information security issues. Then at this juncture, ISO 27002 
will be comprehensively covered. ISO 27000 Family Other standards that have also developed 
has been covered as well. The ISO 27000 family standards consist of the following:  
 27003 – Implementation guidance.  
 27004 – An information security management measurement standard is 
suggesting metrics to help improve the effectiveness of ISMS. 
 27005 – An information security risk management standard. (Published in 2008)  
 27006 – A guide to the certification or registration process for accredited ISMS 
certification or registration bodies. (Published in 2007)  
 27007 – ISMS auditing guideline.  
The specifications of ISO 27001 
Although ITA uses the approach of ISO 27001 based on the business needs, ITA is still 
following the same approach of practising ISO 27001 by using top-down, risk-based approach. 
This approach identified the specifications of a six-part planning process:  
 Define a security policy. 
 Define the scope of the ISMS. 
 Conduct a risk assessment. 
 Manage identified risks. 
 Select control objectives and controls to be implemented. 
 Prepare a statement of applicability. 
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The above specifications include details for documentation, management responsibility, internal 
audits, continual improvement, and corrective and preventive action. All sections in each 
organisation should cooperate to implement the standard properly and achieve the main 
information security objective behind the installation of this ISO 27001 standard and prepare a 
healthy environment to install ISMS. The standard requires cooperation among all sections of an 
organisation. Professionals from ITA indicated that collaboration between each division within 
each client is the fundamental approach towards installing the ISO 27001 and in turn achieving a 
successful implementation of ISMS.  
Practically, the ISO 27001 standard does not mandate specific information security controls, but 
it provides a checklist of checks and advisory that should be considered in the accompanying 
code of practice, ISO/IEC 27002:2005.  
ISO 27002  
The ISO 27002 (the second standard) describes a comprehensive set of information security 
control objectives and a set of generally accepted good practice security controls. Clients are 
required to apply these controls appropriately in line with their specific risks. Obtaining ISO 
27001 accredited certification from third-party is highly recommended to maintain 
conformances. This second standard contains twelve main sections as follows:  
1.Risk assessment 
2. Security policy 
3. Organisation of information security 
4. Asset management 
5. Human resources security 
6. Physical and environmental security 
7. Communications and operations management 
8. Access control 
9. Information systems acquisition, development and maintenance 
10. Information security incident management 
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11. Business continuity management 
12. Compliance 
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Appendix Y: Implementing Cloud Service Provision  
Throughout the time and from experience ITA has acknowledged that ISO27001 does not cover 
every aspect of information security that would assist them in the implementation of Cloud 
computing, rather they adopt standards based on the business needs. They then decide what are 
the benefits that expected by the implementation of ISMS for the government clients. 
 
“ISO 27001 did not cover everything and wasn’t that much convinced to our work. ISO is 
the high-level information security policy. We have distributed one framework based on 
ISO27001 and 27013. by the end of 2015. This has been circulated to the government 
clients as policy guidelines. The policy was based on the policy but not from the ISO 
policy. We have initiated general policies based on the criteria and requirements on 
ISO27001 & 270013. The framework version was in English, and now we are working on 
the Arabic version. The Arabic version is expected to be ready by earliest months of this 
year 2016 and will be distributed to government clients as soon as will receiving it. 
Initially, we have produced the first draft of this framework in English, as you know it 
was much easier for us to deal with all IT technical terms. Our plan initially was to wait 
for both version and distribute them together; then our management has decided to speed 
up the process and distribute the English one and let clients familiarise themselves with 
it. We did not start our framework from scratch. However, I can assure that we have 
certain requirements that are suits our core business work and our government clients, 
which is not available with the international standards and vice versus. Your work 
environment always decides what type of framework you need and what are the actual 
business need that you need to inherit from the international standards like ISO27001 
and others. We did not take a ready policy and do little amendments, no we never did this 
rather we did major changes according to our country and business needs. We came to 
know about all these details from the long meetings and business board meetings with 
our clients. It becomes very clear to ITA what the client’s requirements are and 
accordingly, we started our framework”. 
The following benefits are expected from the implementation of ISMS to the cloud environment 
and overall security aspects generally:  
1- Enhance the security to the information assets 
 
“ITA affirms that its Information is a truly business critical asset and has taken efforts to 
protect it through developing a robust information security strategies and implementing the 
effective information security management system (ISMS). It is also established that the 
strategies and implementations of this ISMS are a key management responsibility”. 
 
2- The corporate governance will be enabled and effectively enhanced  
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“The impact of security breaches has been continuously and systematically minimised by 
establishing effective controls at the process level, clearly identifying the ownership, 
responsibility and compliance for people, technology and information assets. This 
dashboard level-monitoring helps the management to re-align course in the case of 
deviations and maintain effective corporate governance”. 
 
3- The financial loss will be minimised 
  
“The ISMS implementation at the ITA is a comprehensive approach to ensure continuous 
operation and in compliance with the laws related to security, privacy and intellectual 
property rights. Thereby guaranteeing business continuity with due diligently planned 
disaster recovery mechanism, we have minimised financial risks in our business 
operations”. 
 
4-  Enhance Assurance towards Compliance  
 
“ISMS implementation at the ITA being certified by an independent international body 
affirms the rigour and commitment shown by both the management and the employees for 
information security. It conforms, compliance to the national, regional and international 
laws applicable to the business of the ITA”. 
 
5- Enhance the Concept of Building a Security Culture 
 
“Through systematic assignment of roles and responsibilities, review processes, policies 
and code of conduct, a security-conscious culture now prevails at the ITA. This due 
diligence provides us with a competitive advantage while reducing costs connected with the 
improvement of process efficiency and the management of security”.  
 
ISMS and SLA compliance  
The compliance processes take two ways of assurance namely the first one is that the client will 
fulfil the requirements listed by ITA to join the G-Cloud project for example by applying different 
standards under ISMS (as described in sections 4.3, 4.6 & 4.7). In this regard, ITA confirmed that 
the installation of ISMS is the essential thing that must be followed by every client has the intention 
or applied to migrate their business to G-Cloud as in the figure below. The implementation of 
ISMS is a critical aspect of the compliance process (see section 4.6.5). 
The second way is where ITA assured the Clients on how SLA terms and conditions are executed 
in the real world and how the clients can trace any breach or non-compliance aspects by ITA as 
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their CSP. ITA as a cloud service provider emphasises that this can be assured by strengthening 
the SLA which include two items namely (1) strengthen the quality of provided services, (2) 
evaluating the severity of application. The compliance is also extended to documentation, 
confidence and trust, and mechanisms of SLA’s as shown in the figure below (see section 4.12). 
To summarize, ITA constantly reviews the process and procedure of standards selection in 
particular, on the occasion of data migration to G-Cloud. The respondent from ITA emphasis that 
Accountability and responsibility aspects were always in their minds as they know clients have to 
ensure about information security and privacy. The practice in the real world proved to all 
government clients throughout the kickoff meetings, technical reviews, and professional meetings. 
This review extended during the migration process, which ensures policies are adopted in reality, 
not on papers only (SLA assigned document). ITA motto was always “walk the talk”. ITA superior 
manager stated this is indeed one of the IS Accountability measures or controls and they are 
committed to achieving this approach. 
Selection Processes 
Selection process factors relates to the processes preceding IT leaders or top management decision-
making about what data to migrate or what will be migrated first to the cloud. This occurs at the 
early kickoff meeting stage between clients and CSPs, usually involving the customer’s business 
managers and the CSP’s account managers, and is followed by meetings between the technical 
teams. This selection process usually helps decision-makers to decide the mechanisms of what to 
migrate and how, such as whether to gradually migrate from the least valuable data or to do all at 
once.  
“The selection process factors is the process that ITA is following in screening each 
client who wants to be hosted with ITA G-Cloud project. Checking each client’s check list 
criteria, for example whether it complies with international and local standards, and 
based on this the decision to migrate the clients business to G-Cloud will be taken.” 
It usually requires high-level business process and communication skills, as well as highly trained 
technical aspects. The first stage is the strategic process held at the inception meetings to 
understand the business case and client requirements. The second stage at the kickoff meeting 
introduces the CSP team that will be handling the data with the client team, including clearly 
explaining the roles and responsbilities of each team member. The third immediate stage is 
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identification and discussion of the technical aspects including the meeting of bilateral criteria. 
The final longest stage is the security check, done by the information security department (ISD) at 
ITA. 
Professionals from government clients identified the selection process as the process that proceeds, 
the decision making made by the IT leaders in the organization or the top management in order to 
decide what is the best CSP that organization can cloud with based on certain criteria and what 
data will be migrated to cloud first. Criteria like the assurance of delivering the high quality of 
service within right time with a specific time frame. This should enhance the SLA’s conditions. 
This will be conducted at early stages in kickoff meetings between clients and cloud service 
providers. Usually, this sort of meetings is conducted between business managers from the client 
side and account managers from the CSP’s side. This will be followed by other meetings between 
client and CSP see section 5.4.2). The selection process would help the decision maker to decide 
which data will be migrated to cloud whether to start from the least important valued data and then 
do the gradual migration or do all at once. This step has to be with a highly skilled group of business 
process and communication skills and then highly skilled of technical aspects. 
“The process that proceeds, the decision making made by the IT leaders in the organization 
or the top management in order to decide in what to migrate or what data will be migrated 
to cloud first. Also this will help the client to decide in which CSP they will go with based 
on a certain criteria. Such as, assurance of delivering the high quality of service within 
right time with a specific time frame. This should be enhances the SLA’s conditions. This 
will be conducted at early stages in kickoff meetings between clients and cloud service 
providers.”  
 
ITA experts identified the selection process as process and procedures that ITA is following in 
order to host a government entity in the G- Cloud. Through this practice, ITA represents roles and 
responsibilities. In summary overall briefing to clients about the G Cloud Project by conducting 
several meetings. ITA professionals stated that the government client usually has two approaches 
in their questions during the kick off and inception meeting.  
 
“The thing is the way we approach or they come and ask for a services; their question has 
two lines. One is the security aspects and what kind of standard we are following and 
second line is what actually process of initiating and obviously we call them on-boarding 
process”. 
 
351 
 
The first question is about the information security and what are the standards that ITA is 
following. The second question is about the process and procedures which are called at ITA 
onboarding process. The answer to onboarding process first; (1) the onboarding process starts by 
receiving a request from any ministries in government bodies that they want to be part of the 
government cloud. So after getting the request, ITA basically (2) escalate the request to the ITA 
business and information system team to arrange for the inception meeting. During the inception, 
meeting ITA business team verify from the client members about the type of the project or service 
their organization intended to migrate to ITA G-Cloud and ITA business team do explain what’s 
on the government cloud projects that client would benefit from as soon as they move their data to 
ITA cloud. Towards the end of the inception session, the client will have time to think and take 
the decision whether to move or not based on the available resources at G-cloud project. ITA 
professionals stated that ITA never forces the government client to migrate the business or not, the 
final decision will be up to the client only. 
 
Professionals from ITA stated that the process that ITA is following is to closely screen each client 
who wants to be hosted with ITA G Cloud project. Checking each client’s criteria list for whether 
comply with international and local standards and based on this the decision to migrate the clients 
business to G-Cloud will be taken. Experts at ITA added that this will be along with other criteria 
that will be short listed to the client including things like policies, information security and privacy 
measures, and infrastructure physical and logical networking. As well as: 
 
 The type of skills and knowledge that client IT employees are holding.  
 Verification of client data whether or not data is classified in terms of severity (high, 
medium, low).  
 Whether or not the roles and responsibilities are classified or not at the client end. 
 
ITA is considering all of these criteria as an added value to the short list of criteria that each client 
would score and accordingly, will be selected to be hosted in G-Cloud. ITA considered all of this 
measures taken by ITA to fulfill aspects of Accountability. Accountability that gives the clients 
assurance about the level of services ITA is keen to deliver at a high level of quality or standards. 
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“The type of skills and knowledge the IT employees at the clients end are holding, whether 
or not data is classified in terms of severity (high, medium, low). The classification of role 
and responsibility. All are an added value to the short list of criteria that each client would 
score and accordingly will be selected to be hosted in G Cloud.” 
Professionals from ITA indicated that ITA members do have strong support from the management. 
This support can be seen firstly by initiating and complete division which is called Information 
Security Department ISD; it is an actual division within the ITA. This division is basically a 
security team that is responsible for securing each and every project within the government and in 
the G-Cloud. So each and every G-Cloud project basically will follow the information security 
standard set by ISD. Before even they start to go into production and giving their services to the 
public.All clients have to be screened by ISD department first against information security 
infrastructure along with each government client and match it with ITA compliance criteria. 
However, that all depends on the criticality of your application and what are planning to do. ISD 
go in depth in examining all of the application or service intended to be launched to G-Cloud. In 
addition, ISD does apply checks to physical appliances to see and to stop from a lot of, kind of 
potentials attacks from anywhere else. ISD also is hosting the government cloud into some sort of 
private network which is the OGM; which is the isolated networks from the Internet service. This 
is a completely private network and ITA has a large team working on it. 
A government cloud manager ha explained that the selection process has a list of meetings which 
are considered as one of the major checkings criteria on what the client has and what did not. This 
gives ITA an indication about each client whether they are ready to move their business with the 
current technical and strategical atmosphere. These meetings are namely the inception meeting 
which is initially conducted to understand the business case and conducted with ITA business 
analyst and digital transformation team that is appointed at ITA_Oman. This team is mainly 
dedicated to looking negotiate all aspects of business issues, strategic and tactical concerns on the 
client-side. 
“No. we are not helping them. We tell them what we are expecting in the different 
conducted meetings such as to do XY and Z kind of potential customers that we have, they 
go back normally and look what’’s sort of project actually fall under our prerequisites and 
they will come up with that project and say “actually we have projects whatever very match 
in-line of what are you proposing”. Then we look after that project and see; if it is yes then 
we move into that and how we can secure it and what exactly”. 
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The inception meeting in most cases conducted with the decision makers, top management, IT and 
information security leaders and business analyst at the client side. After the inception meeting, 
the kick off meeting is conducted. In the kick off meeting the ITA team will be introduced to the 
client team to understand roles and responsibilities that each team is assigned to perform in the 
cloud project. Then the technical meeting will be conducted where all technical aspects will be 
thoroughly discussed. In the technical meeting, the technical meeting both teams will discuss the 
infrastructure that the client is having and ITA will evaluate what the client has to do to reach to 
ITA criteria.  
“To ensure that there are no potential threats coming from their applications they have 
actually follow this standard that we are applying. Also they have been secured by the 
physical devices that we have”. 
Once all of these meetings conducted and the agreement is signed between the client and ITA, ITA 
will start the first step of work which is applying the security check that will be conducted by 
ISD team at ITA. The security check is considered as the longest process according to the G cloud 
manager at ITA. In the security check stage, ITA will escalate the client to be evaluated in the 
information security. ITA G Cloud manager stated the security check it might last for at least three 
weeks if not more, then ISD will provide the client and G-Cloud division about the outcome. The 
ISD report will thoroughly explain the major weaknesses that the client has in the current network, 
applications, hardware and software and how to fulfil ITA list of information security criteria in 
order to be eligible to be part of G Cloud project.  
All of these meetings along with their needed processes are followed with all clients who are 
accepted by ITA to be part of the G cloud project that is managed by ITA Oman. ITA consider 
themselves as an accountable CSP. ITA professionals stated that their main intention is to minimise 
the threats or to reduce the chances of leakages of clients data that would occur during or after the 
adoption of cloud the in the future. ITA professional believes that these precautionary processes 
are increasing the trust and confidence with clients and reduces the risk down the track of 
implementation and adoption process.  
 
The selection process is driven by three sub categories namely Characteristics of vendors, the 
lack of alternative, and the Priority of Services. Each one of these will be thoroughly explained.  
Characteristics of vendors 
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Experts from the client side indicated that based on their experience about the vendors and CSP, 
that the more strongest and capable of managing their IT resources whether IT resources and the 
human IT resources it gives the client indication on CSP Accountability towards dealing with the 
client data in the future. The flow of communication, transparency, and discussion about up-to-
date issues from the CSP side reflects the Accountability of the CSP and willingness to do business 
in a cooperative manner. All of these criteria are closely monitored by the client and called as the 
characteristics of vendors to test their Accountability, responsibility, and maturity. The client 
criteria are discussed during the “kick off meetings”. The intention of the client towards clouding 
exceeds the protection of information and data privacy, however, it discusses aspects like time 
frame to respond to client occurred problems, and to address the redress plan to ensure business 
continuity.  
Decision makers and IT leaders at the client side stated that they do have their own criteria which 
are considered as part of the selection process followed by most of the government clients. In a 
selection process, that client considered before taking the decision of migration to their business 
to cloud is asking for a reference. The reputation of the CSP or vendor not necessary to be in the 
cloud but rather than in other projects such as hardware, software or development of policies, 
reference is very important. The second thing that the client is following to ensure that 
Accountability of the CSP is the investigation about a certain vendor including ITA as well on 
how good the CSP in managing their own Information technology resources. 
“We call all of these aspects as the characteristics of vendors to test their Accountability, 
responsibility, and maturity. We discuss all of these characteristics throughout our initial 
meeting or what we call it in the business world as “kickoff meetings” in order to look 
after our business not as data and information security but from all of other aspects. 
Aspects like time frame to response to our problems, plans to ensure business continuity. 
ITA is among those vendors whom is holding most of these characteristics and working in 
line with them in cooperative manner.”  
 
IT professional from the client side stated that ITA is among those vendors who are holding most 
of these characteristics and working in line with clients collaboratively. IT and information 
security leader at the client side emphasized that ITA helps the government client and guide them 
towards reaching a certain aspect of security, development, and infrastructure. The government 
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client is satisfied with the level of services provided by ITA and believe that the weaknesses will 
be strengthening throughout the time gradually. Professionals from the client side are confident 
that throughout this gradual relationship building and migration many aspects will be re-formed 
and new strategies in adopting Cloud will be learned. The gradual migration is believed by the 
client to be a better way to test the SLA with ITA.  
A Cloud expert at the client side commented that the characteristics of vendor followed by the 
client and included as one of the selection process criteria will pay off in the next phase of business 
migration to cloud. An IT leader and decision maker on the client side believes that the cloud has 
many benefits such as saving money by reducing the expenditure of operation and actual hardware 
or infrastructure. The Cloud gives people access 24/7 as most of the servers are going to be 
virtualized. 
The lack of alternatives 
The lack of alternative is a second element in the selection processs and identified as the lack of 
options, shortage in competition in the CSPs, as there are no competitors in the market. IT 
professionals on the client side mentioned that the lack of an alternative forces the government 
client to limit their selection process in the Cloud to ITA as an authorized government entity. 
Alternatively, the government entities can cloud with Oman Data Park the private local CSP but 
this means extra cost and requires political strength from the organisation. An IT leader from the 
client side stated Oman Data Park will not be the right option in case of the resources constraints 
like not having enough budget to cloud with ODP.  
“This trust is really encouraging others to take ITA services, whether it is clouding or any 
other service that ITA is providing now, what also helps in this Zahir, the lack of alternative 
options because even the private sector they have their own problems, they face the same 
thing actually, they have limitations of skills, resources, cost is very high with them, until 
this date there is no good alternative in the market and ITA is providing good services”. 
 
An IT professional from the Telecommunication Regulatory Authority (TRA ) stated that 
competition in the market always leads to have more options and providers being more responsible 
and accountable. Always each CSPs will try to attract the clients by giving more options and satisfy 
the customer with the high quality of delivered services. They will attract the customer by 
continuous update to their training and education program. They attract the customer by complying 
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with all needed standards and giving access all necessary information in a transparent manner. 
They attract the customer to present themselves as accountable CSPs who cares about the clients’ 
information security, the response time, to develop new mechanisms of ongoing risk assessment 
and mitigation, to develop new means towards putting corrective actions and redress plan in place 
to ensure business continuity. The TRA respondent believes that competition always encourages 
the invention of new technology in the market and this is part of the accountability to avoid falling 
behind. 
 
Priority of Services 
Priority of Service identified as which service on the client side is more critical and need to receive 
attention from ITA, that is, to be prioritised as a highly important service as it serves a wide range 
of the community such as the Ministry of Higher Education application that provides easy access 
to university acceptance and scholarships all over Oman. The G-Cloud project manager indicated 
that ITA has mechanisms to evaluate which service is holds more importance when hosting it at 
G-Cloud. For example, Invest Easy and Health Portal have priority in terms of services provided 
to the whole community rather than hosting an internal attendance scanning application. All of 
these aspects are filtered through the selection process. The ITA cloud manager considers the 
priority of services as part of the ITA Accountability program towards checking the available 
capacity at ITA data centres and allocation of human and budget in terms of resources. In short 
prioritising the services has a highy impact on resource management (see section 5.2.1.5). 
“Yes, it is absolutely mandatory. Now also it is mandatory that the each and every project 
will be hosted with us does help citizen-resident in terms of e-services within the 
government. And this is because we want to actually support more and give more support 
to those applications. In those projects that actually has the direction of supporting this 
citizen-resident within the government more than… at this point it also there is also 
capacity reasons but in terms of priority more than any other projects within the 
government. Internal attendance system is not a priority for us that when we say about an 
application that let’’s say paying some sort of commercial registration within the 
government probably is a priority”. 
The G-Cloud manager emphasised that ITA encourages all government clients to prioritise their 
services and integrate services under one database and prepare all services to comply with the 
MPLS network (the government network). By doing so all government entities will have priority 
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in hosting at an ITA data centre as the priority of service is one of the criteria that ITA is following 
in the selection process. ITA has connected their data centres to the MPLS network. This network 
is specifically built as a private cloud which is actually under the government network. If the client 
is not connected to the government network it cannot get into ITA services, in particular, the G-
Cloud project. 
“Yes, also we do have criteria in order to come part of the government cloud. There are 
criteria is for certain projects. We do actually encourage at this point to only project that 
has to do within; have to save the citizen and residents; kind of projects that actually there. 
Because it is one of the objectives of ITA and also those projects have within the MPLS 
network.  
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